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Trends In Power 
& Cooling 



How Data Centers Are Tackling 

The Latest Challenges To Their Environments 



by Christian Perry 

When even the most 
seemingly insignificant 
hardware changes in a data 
center can wreak chaos on 
power and cooling systems, 
it's no surprise that IT per- 
sonnel watch power and 
cooling trends with eagle 
eyes. Any opportunity to 
improve upon existing sys- 
tems is a welcome one for 
data center managers. Here 
is a look at some power 
and cooling trends to keep 
an eye on. 





streaming Stress 

As network bandwidth 
has increased over the years, 
so have video and appUcation streaming, par- 
ticularly in the mobile sector. For data cen- 
ters, streaming smartphone applications and 
video downloads have increased the need for 
both bandwidth and storage as well as the 
corresponding need for supporting hardware, 
says Dave Ruede, vice president of market- 
ing at Temperature @lert (www. temperature 



Key Points 



• The rise in mobile streaming has boosted the 
need for increased hardware, bandwidth, 
and storage, in turn creating a need for 
ambient monitoring to ensure temperatures 
are in check. 

• Data centers are taking second looks at 
previous efforts to cut power consumption 
because not all methods are turning out to 
be beneficial in all deployments. 

• Virtualization is often seen as a gateway to 
decreased power consumption, but its knack 
for increasing computing density is causing 
data centers to seek new strategies such as 
load shedding. 



alert.com). This has created a need for more 
affordable infrastructure strategies when 
expansion of HVAC supplies to an existing 
data center isn't practical. 

"Potentially, this will lead to the need to 
monitor ambient conditions more closely — 
temperature in particular — especially where 
the ability to add heating and cooling 



capacity is on the edge of the HVAC sys- 
tem performance," Ruede says. "In the 
final analysis, the decision to move to 
newer, larger data centers will be deter- 
mined by the hardware supplier's ability to 
put [additional] less power-hungry devices 
within the existing hardware footprint." 
Go to Page 8 



IT Asset Management 

Changes In The Era Of Cloud Services 



by Sue Hildreth 

As MORE ENTERPRISES move their applica- 
tions and data to cloud providers, the number 
of enterprises that own IT assets will decline, 
according to IT analyst firm Gartner. Gart- 
ner predicts that by 2012, 20% of all enter- 
prises will own no IT assets but will "rent" 
the IT services and infrastructure of an out- 
side cloud provider. Likewise, many of the 
smaller devices — the BlackBerrys and lap- 
tops — will be owned by the employees, not 
purchased by corporate IT. 

It's a trend that promises to flatten out the 
peaks and valleys of IT capital investments, 
replacing them with more consistent monthly 



payments to services providers. "It's now 
possible for small and midsized companies to 
access entire suites from one provider which 
can handle all of their business requirements 
as well as the computing power," says Leslie 
Fiering, research vice president with Gartner. 
"There will be fewer legacy assets and less 
capital being spent." 

What does it mean for traditional best 
practices, such as IT asset management and 
the IT asset life cycle? If the typical small 
or midsized organization no longer owns 
much computing equipment, does it need to 
be concerned with IT asset management? 

Yes, say experts, but the definition of an 
IT asset will expand. Although the corporate 



Key Points 



• Gartner predicts that by 201 2, 20% of all 
enterprises will own no IT assets but will 
use the IT services and infrastructure of an 
outside cloud provider. 

• IT assets in 201 2 and beyond will include 
services that have strategic value to the 
organization. 

• The goal for future IT departments will be to 
have the right selection of IT services, at the 
right cost, that get employees access to the 
data they need. 



database server may have been the critical 
IT asset of the '80s and '90s, today it is 
more likely to be a database service provid- 
ed by a cloud outsourcer and the SLA (ser- 
vice-level agreement) that spells out how 
that database service ought to function. 

"The discussion shifts to managing identi- 
ty, managing the user experience, managing 
Go to Page 8 
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I IT Jobs Continue Upswing In 2010 

Hiring in the IT sector continued moving in the 
right direction last month, according to Tech- 
Serve Alliance. For February, IT employment 
topped 3.8 million jobs, a 0.37% increase over 
January, TechServe Alliance reports. For 
January, IT employment was up 0.3%. Despite 
the growth, TechServe Alliance says that "on a 
year-over-year basis, IT employment is still 
about 3% lower than it was in February 2009." 
Following January's increase, "February's 
accelerating growth strongly suggests last 
month's positive numbers were not an anom- 
aly," says Mark Roberts, TechServe Alliance's 
CEO. "Posting an increase of over 25,000 IT 
jobs during the first two months of the year is 
both heartening and a positive harbinger for 
the future." 

I Microsoft Loses Patent Suit 
Against VirnetX . . . 

A jury in Texas has ruled that Microsoft must 
pay California-based VirnetX, a maker of com- 
munications software, about $106 million for 
willfully infringing on two of VirnetX's patents. 
The case, which began about two years ago, 
was heard in the U.S. District Court for the 
Eastern District of Texas. The patents are re- 
lated to securing communications over the 
Internet. Because the jury found the infringe- 
ments to be willful, the judge overseeing the 
case could triple the amount the jury awarded 
VirnetX. In a statement, Microsoft's Kevin Kutz 
said, "We respect others' intellectual property. 



and we believe the evidence demonstrated that 
we do not infringe and the patents are invalid." 
Kutz said Microsoft will appeal the verdict. 

I ... & A Round Of Appeals With 141 

In another legal blow to Microsoft, i4i won 
another round of appeals in its patent suit 
against the software giant. Microsoft was 
convicted of infringing upon i4i's custom 
XML code in its Word 2007 and Office 2007 
products. The U.S. Court of Appeals for the 
Federal Circuit refused to overturn an earlier 
ruling handed down by the U.S. District Court 
for the Eastern District of Texas, which award- 
ed Canada-based i4i more than $200 million 
and forced Microsoft to remove features 
from Word 2007 and Office 2007. 

I MIT Researchers Invent 
Molecular Computer Chip 

Researchers at the Massachusetts Institute 
of Technology have created a copolymer 
chip technology that enables chipmakers to 
arrange molecules on silicon chips. Engi- 
neering professors Caroline Ross and Kart 
Berggren led the research team to the dis- 
covery of copolymer deposits on a single 
chip. By using electron beam lithography, the 
researchers created nanoscale posts that can 
change patterns by altering their own shapes 
and positions. The tiny, chainlike copolymer 
molecules attach themselves to the so-called 
"hitching posts" to form miniscule patterns. 
Each chip is built through photolithography 
using layers of silicon, metal, a light-sensitive 
material called photoresist, and other compo- 
nents, creating a detailed chip outline. 

I HTC Prepared To Fight Apple Lawsuit 

HTC has responded to news that Apple is filing 
suit against it for patent infringement, saying it 
disagrees with Apple's allegations and intends 
to fight the charges. Apple filed infringement 



WATCH THE 

This information provides a quick glimpse of current and historical stock 
^ ICS P"^^^ ^""^ trends for 1 3 major companies in the technology market. 
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Symbol 


Year Ago 


March 5 $ 


March 18 $ 


% change from 
previous Issue 


AMD 


AMD 


S2.96 


$8.50 


$9.39 


▲ 10.47% 


CA 


CA 


$16.60 


$22.51 


$23.51 


A 4.44% 


Cisco Systems 


GSCO 


$16.23 


$24.95 


$26.34 


▲ 5.57% 


Dell 


DELL 


$10.04 


$13.67 


$14.55 


A 6.44% 


Google 


GOOG 


$329.94 


$554.59 


$566.40 


A 2.13% 


HP 


HPQ 


$29.10 


$51.51 


$52.73 


A 2.37% 


IBM 


IBM 


$92.66 


$126.72 


$128.38 


A 1.31% 


Intel 


INTO 


$15.15 


$20.53 


$22.20 


A 8.13% 


McAfee 


MFE 


$31.52 


$39.13 


$41 .53 


A 6.13% 


Microsoft 


MSFT 


$17.14 


$28.63 


$29.61 


A 3.42% 


Oracle 


ORCL 


$17.37 


$24.76 


$25.38 


A 2.5% 


Red Hat Software 


RHT 


$15.65 


$29.88 


$30.20 


A 1 .07% 


Symantec 


SYMC 


$14.18 


$16.73 


$17.46 


A 4.36% 



lawsuits against HTC on March 2 in partnership 
with the U.S. ITC in Delaware's U.S. District 
Court, claiming that HTC infringed upon 20 of 
Apple's patents concerning its popular iPhone 
device. For its part, HTC says it has always 
respected the intellectual property of other 
companies. Many believe Apple filed the suit 
because HTC's Google Android-based Nexus 
One smartphone uses multitouch technology 
similar to that used in the iPhone and has been 
gaining popularity in the smartphone market, 
which Apple may view as a threat to the 

iPhone's market dominance. 

I FCC Broadband 
Update 

Some of the major 
pieces of the U.S. 
Federal Communications 
Commission's broadband 
deployment and adoption 
plan have been released, although 
many of the details are still unknown to the 
public. The FCC has already announced that 
by 2020, it wants to deliver 100Mbps broad- 
band sen/ice to 100 million residences in the 
United States. As part of the American 
Recovery and Reinvestment Act passed by 
Congress in 2009, the plan will likely cost 
between $12 billion and $25 billion, but it will 
get some help from money raised through wire- 
less spectrum auctions. Further details are to 
be released late this month, and Congress will 
begin debating the plan soon after. 





I Adobe Reader Vulnerable To Hackers 

According to security company F-Secure, hack- 
ers are exploiting vulnerabilities in Adobe 
Reader with increasing frequency. In 2008, 
Adobe Reader attacks comprised 28.61% of 
targeted attacks; in 2009, that number jumped 
to 49.5% and to 61 .2% so far in 201 0. By con- 
trast, Microsoft Word attacks accounted for 
24.3% of the total for 201 so far, Microsoft 
Excel saw 7.1%, and Microsoft PowerPoint 
was targeted 7.4% of the time. Attacks on all 
three Microsoft products have dropped off sig- 
nificantly since 2008. As a means of protecting 
against such attacks, F-Secure suggests 
updating Adobe Reader to its most recent ver- 
sion, as the company patched a major vulnera- 
bility recently. 



NOTE: This information is meant for reference only and should not be used as a basis for buy/sell decisions. 
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I Microsoft's IE8 Takes Lead 
In Malware Prevention 

When it comes to blocking Web sites laden 
with socially engineered malware, Microsoft 
comes out on top. According to a recent study 
by NSS Labs, a product analysis company, 
Internet Explorer 8 was able to fend off 85% 
of the socially engineered attacks that were 
aimed at 562 sites. Other browsers included in 
the report didn't fare as well: Mozilla's Firefox 
and Apple's Safari prevented 29% of the intru- 
sions, Google's Chrome avoided 17%, and 
Opera stopped less than 1%. The study, 
designed by NSS Labs with financial backing 
from IVIicrosoft, coincided with the 2010 RSA 
security conference. 




I Storage Revenues 
Set For Growtli 

According to re- 
search firm iSuppli, 
revenues from the 
sales of hard drives 
and optical drives will grow 
in 2010 to $27.7 billion, up from 
$23.4 billion in 2009. The growth will be dri- 
ven by an increase in PC shipments, which in 
turn will be fueled by the recovering economy. 
In particular, iSuppli analysts believe notebook 
sales, new server purchases, external hard 
drives, and the increasing popularity of 2.5- 
inch drives in data centers will drive sales. The 
firm also notes that because of normal season- 
al trends, revenues will dip in the early part of 
this year when compared to the end of 2009. 

I Alternative PCs To Gain In 2010 

Ultrathin portables, all-in-one desktops, and 
other niche form factors should gain some trac- 
tion this year, according to recent analysis from 
IDC. The recovery of the computing markets 
will slow the overall decline in average selling 
prices, but the trend has nevertheless put 
many alternative computers within the bound- 
aries of what many users are willing to spend 
on something "experimental," says Bob 
O'Donnell, vice president of IDC's clients and 
displays program. Portable PCs as a whole 
will grab 60% of the market, with WilVlAX and 
DVD capabilities being popular features. 
Finally, IDC expects that sales of mininote- 
books and touch-enabled systems will slow or 
plateau compared to other segments. 

I Dell Sues Over Price-Fixing Plot 

Dell has filed suit against five separate LCD 
manufacturers — Hitachi, Sharp, Toshiba, 
HannStar, and Seiko — accusing them of 
price-fixing practices. Many of the compa- 
nies charged have dealt with such accusa- 
tions before, including Hitachi and Sharp, 
both of which pleaded guilty to an LCD 
price-fixing scheme and paid $585 million 
in damages early last year. Other compa- 
nies, including LG and Samsung, have 
also faced price-fixing accusations in the 
past. Financial details concerning the 
damages Dell is seeking from the 
accused companies have not 
been released. 

I Online 
Banking 
Scams 
On The Rise 

The FDIC (Federal DepoS' 
it Insurance Corporation) 
announced at San Francisco's RSA 





Conference that small companies lost $25 
million in the third quarter of 2009 to comput- 
er scams. Bank scams involving electronic 
transfers of funds rose to more than $120 mil- 
lion in 2009's third quarter alone. According 
to David Nelson, an examination specialist 
with the FDIC, most of the reports received 
by the FDIC involve malware infecting online 
banking sites. 

I Cloud Computing Challenges 

A new study from Everest ITO found that 
investing in a cloud infrastructure can save 
enterprises 40 to 50% over traditional enter- 
prise platforms. However, Everest ITO also 
notes that enterprises must also consider the 
risks, which include lack of standardization, 
security, system performance, manage- 
ment control, and fragmented application 
portfolios. Everest estimates that broad- 
based standards for cloud computing won't 
be established for another 18 months or 

longer. Another concern is cloud 
hosting of customer 
applications because 
hosting requires high- 
er levels of security 
and risk management 
than some cloud ven- 
dors can provide. The 
study also assessed suppli- 
ers' cloud strategies and ser- 
vice offerings. 

I Storage Market 
Ends 2009 Positively 

Although year-over-year revenues for 
the 2009 external disk storage market showed 
a slight decline, fourth-quarter revenues fin- 
ished out the troubled year on a modest 
upswing. 04 2009's global revenues as a 
whole climbed 0.2% to $7.27 billion, accord- 
ing to research firm IDC. Revenue from 
external disk storage systems was off by 
0.7% from the fourth quarter of 2008, but 
2009's results were buoyed by the 3.6% 
annual growth of the open networked stor- 
age systems segment. Total capacity 
shipped increased by 33.4% year over year 
to 3,304 petabytes, IDC says. Additionally, 
EMC remained on top of the manufacturer 
heap with a 23.7% market share. 

I Survey Outlines Top Issues 
With Enterprise Apps 

Forrester Research surveyed 111 enterprise 
professionals and compiled a list of the top 
five problems with enterprise applications. 
First on the list was the high cost of owner- 
ship, as 91% indicated that price was a 
"significant" or "very significant" problem. 
Difficulties in upgrading the software were 
the second most common complaint. The 

third most common issue 
^^^^ggf^m was poor cross-functional 

r processes, because some 
enterprise applications re- 
quire end-to-end processes 
that span multiple business 
functions. As for fourth place, 

80% of respondents said that 
the applications don't match 
their business requirements. 
Rounding out the top five was 
the applications' inflexibility, 
which respondents said limits 
process change, particularly in 
the case of recent technically 
complex tools for workflow and 
business rule configuration. 

I Registered Email Company 
Sues Swiss Postal Service 

RPost has filed suit against Swiss 
Post, Switzerland's postal service, 
claiming that the Swiss agency is 
infringing on several RPost patents 
and its trademarked Registered Email 



service, which provides senders with legal 
proof of an email's content and delivery. The 
case, filed in the U.S. District Court for the 
Central District of California, cites two U.S. 
patents RPost owns related to email delivery 
and authentication. RPost has recently been 
on a campaign to enforce its patent rights. 
The company says that in the past six months, 
several companies that offered proof of 
email delivery have either ceased operation, 
stopped offering such services, or agreed to 
use RPost for their email authentication 
needs. RPost also recently settled two cases 
it brought against Goodmail and GlobalPex. 
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I Microsoft's Gates 
Now World's 
Second-Richest 

According to Forbes, 
there's a new king of 
the billionaire moun- 
tain: Carlos Slim 
Helu, a Mexican 
tycoon with hold- 
ings in several 
telecom agencies, 

now tops the 2010 Forbes list of the world's 
billionaires. Helu is worth an estimated $53.5 
billion, up $1 8.5 billion in the past year thanks 
in part to Helu's stake in American Movil, 
which was up 35% over the past year. 
Microsoft co-founder Bill Gates came in sec- 
ond, worth an estimated $53 billion, which is 
up $1 3 billion from 2009. Other technology 
representatives near the top of Forbes' list 
include Oracle's Larry Ellison, worth about 
$28 billion; Google's Sergey Brin and Larry 
Page, worth $17.5 billion each; and Micro- 
soft's Steve Ballmer, worth an estimated 
$14.5 billion. 




I Chip Executive 
Leaves Apple 

Dan Dobberpuhl, founder and CEO of PA 
Semi, has reportedly left Apple, which he 
joined after the technology giant acquired his 
company in 2008. Although his departure has 
not yet been confirmed by Apple, it is believed 
that Dobberpuhl has chosen to leave in order 
to join San Jose, Calif., -based chip startup 
Agnilux, which would reunite him with former 
PA Semi principal Amarjit Gill. Other former 
leading PA Semi team members, including 
Mark Hayter, have also resigned from Apple. 
It is also not yet clear when Dobberpuhl left 
Apple, as reports allege he could have left last 
fall or earlier. 

I U.S. Eases Internet Software 
Export Rules 

In an effort to promote human rights in closed 
societies, the U.S. Treasury Department 
announced that it will remove restrictions on 
the export of Internet communications software 
to Iran, Sudan, and Cuba. As a result, compa- 
nies such as Google, Microsoft, and Yahoo! will 
be able to export free personal Internet ser- 
vices such as instant messaging, email, chat, 
and photo sharing to those countries, which 
have faced international criticism for stifling 
political dissent and free speech. Treasury offi- 
cials say the new rules could have the widest 
impact in Iran, where protesters of the June 
election last year used social networking sites 
to coordinate their efforts and share information 
with the outside world. 
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Are you looking to learn more about data center 
or IT topics? Network with some of your peers? 

Consider joining a group of data center 
professionals. If you have an event you'd like 
listed, please send an email to 
feedback@processor.com. 



- MARCH - 

AITP Akron 
March 30 
Akron, Ohio 
www.akron-aitp.org 



ISSA Inland Empire 
March 30, 11:30 a.m. 
Coco's Restaurant and Bakery 
60 West Foothill Blvd. 
Upland, Calif. 
ie.issa.org 

VMware vSphere: 
Install, Configure, Manage Class 
March 30, 9 a.m. 

Platform Labs 
1275 Kinnear Road 

Columbus, Ohio 
www.platformlab.org 

- APRIL - 

AITP Washington D.C. 

April 8, 6:30 p.m. 

Alfio's Restaurant 

4515Willard Ave. 

Chevy Chase, Md. 
aitpwashdc.ning.com 



ISSA Northeast Ohio 
April 8 

Cuyahoga County Library-Parma South 
7335 Ridge Road 

Parma, Ohio 
www.neoissa.org 



SQL Server Society of Las Vegas 
April 8 

The Learning Center of Las Vegas 
777 North Rainbow 
Las Vegas, N.V. 
sssolv.com 



ISSA Blue Ridge 
April 12, 6 p.m. 
USCG Operations Systems Center 
408 Coast Guard Drive 
Kearneysville, W.Va. 
issa-blueridge.org 

AITP Garden State 
April 13 
Jim Johnston's Steakhouse 
58 Eisenhower Parkway Mountain Plaza 
Roseland, N.J. 
tech.groups.yahoo.com/group 
/aitpgardenstatechapter 



AITP Richmond 
April 13 
2015 Staples Mill Road 
Richmond, Va. 
www.aitprlch.org 



PASS Wisconsin SQL Server 
User's Group 
April 13, 4:30 
Microsoft Office 
2176 Woodcrest Drive 

Green Bay, Wis. 
wisconsin.sqlpass.org 



Greater Wheeling AITP 
April 14 
Wheeling, W.Va. 
www.aitp-wheeling.org 



ISSA San Diego 

April 14 
www.sdissa.org 



Southern New England 
SQL Server User's Group 
April 14 
www.snessug.com 



AITP Atlanta 
April 15, 5:30 p.m. 
Crowne Plaza Atlanta Perimeter NW 
6345 Powers Ferry Road NW 
Atlanta, Ga. 
www.aitpatlanta.org 



AITP Greater Boston 
April 15 
Phillip's Old Colony House 
Dorchester, Mass. 
www.bostonaitp.org 



For more Upcoming IT Events, see page 10. 



Page 4 



Processor.com 



March 26, 2010 



PRODUCT RELEASES 



The Processor Product Releases section 
includes brief overviews of data center products. 

All products listed have been released recently, so use this section to get 
up-to-date with what's new on the market and to find products you need. 




Clients 



■ Addonics Technologies USB 3.0 
& eSATA 3.0 Controllers 

Addonics released a family of controllers 
that includes the USB 3.0 PCI-E ($35), 
which handles up to 4.8Gbps via a PCI-E 
2.0 slot but can be installed in any PCI-E 
Ix slot. The USB 3.0 ExpressCard ($39.99) 
adds USB 3.0 abilities to notebooks via 
ExpressCard 34 or 54 slots. Rounding out 
the family are a 6G 2-port eSATA 3.0 and 
6G 2-port SATA PCI Express Controller 
(each $39.99). 

■ Advantech FPM-519G Flat Panel 
Industrial Monitor 

Advantech released the FPM-519G Flat 
Panel Industrial Monitor under the compa- 
ny's Industrial Automation Group branch. 
The monitor includes an XGA TFT LCD 
screen, NEMA4/IP65 -compliant flat-sealed 
front panel, VGA and DVI-D inputs, and 
front-located USB port. The monitor also 
comes in a resistive touchscreen version. 
Panel, wall, or VESA mounting options 
are supported. 

■ Dell Precision M4500 

Dell launched its latest Precision M4500 
mobile workstation, which features the 
Intel Core i7 processor Extreme Edition, 
Nvidia Quadro FX 1800M graphics, and a 
15.6-inch display. Optional features include 
SSD MiniCard, 3MP camera, Gobi 2.0 
mobile broadband support, and a multi- 
touch touchpad. The Dell Precision M4500 
will be available in the coming weeks. 

■ Eizo DuraVision Monitors 

Eizo announced the addition of three 
10.4-inch monitors to its DuraVision series. 
The FDVlOOl, FDVIOOIT, and the 
FDV1002 models have 640 x 480 native 
resolutions, PC and video inputs, and LED 
backlights. The FDVIOOIT also features a 
touchscreen, and the FDV1002 has a screen 
capture function. 

■ HP EliteBook 2740p, HP EliteBook 
2540p, HP ProBook & HP 2740 Ultra-Slim 
Expansion Base 

HP unveiled three notebooks and an 
expansion base designed for small to medi- 
um-sized enterprises. The HP EliteBook 
2540p light, rugged high-performance note- 
book starts at $1,099; the HP EliteBook 
2740p convertible tablet starts at $1,599; 
the colorful HP ProBook s-series starts 
at $719; and the HP 2740 Ultra-Slim 
Expansion Base starts at $299. 

■ InFocus Thin Displays 

InFocus announced three thin LCDs for 
enterprises. The displays are designed for 
in-depth conference room engagement and 
feature multiple A/V connection options, 
computer inputs, room control systems, 
and advanced collaboration activities. The 
displays are available in 42-, 55-, and 65- 
inch sizes. 

■ Symantec Health 

Symantec announced Symantec Health, a 
hosted medical image archiving and shar- 
ing solution for healthcare providers. It's 
designed to help lower storage costs and 
provide secure, Web-based image sharing 
for nonaffiliated hospitals and physicians. 
The Symantec Health Safe solution consists 
of two components: Symantec Health Safe 
and Symantec Health Image Share. 



■ Wyse C10LE&V10LE 

Wyse released the Wyse ClOLE and 
VI OLE, which feature the latest version of 
Wyse ThinOS. These thin clients are spe- 
cially engineered to boost security across 
virtual clients; they are optimized for Citrix 
HDX, Microsoft RDP, and VMware View 
environments. Thanks to their built-in pro- 
grams, they can boot in seconds and auto- 
matically update themselves. 



Messaging & Telephony 



■ Aruba Networks & Motion Computing 
Unified Communications Services 

Aruba Networks and Motion Computing 
joined to create a solution to deliver uni- 
fied communications services and data 
access at the point of care. The solution 
features Aruba's 802. lln and VBN 
(Virtual Branch Network) technologies to 
deliver security and remote access for 
voice, video, and data applications on clin- 
ical devices and workstations. 

■ Jatheon Technologies V3.0 

The latest software for Jatheon' s email 
archiving appliances, V3.0, includes a free 
remote monitoring service from the compa- 
ny. Jatheon will now centrally monitor its 
PnC2 and Dell appliances with the new 
software for temperature, storage health, 
current capacity, performance, event log- 
ging, and more in order to avoid downtime. 

■ MegaPath Duet Hosted 

MegaPath unveiled Duet Hosted for 
management-free VoIP hostings. Func- 
tioning as a cost-effective IP PBX solu- 
tion for full scalability, Duet Hosted 
supports cloud-based QoS prioritization. 
Features include an advanced IP tele- 
phone package (auto attendant, call 
forwarding, etc.), a Web-based adminis- 
trative portal, and the choice of Tl or 
SDSL broadband access. 

■ M86 Security Secure Messaging Service 

M86 Security announced the M86 Secure 
Messaging Service, its latest SaaS solution 
that features inbound/outbound content fil- 
tering, granular policy control, and behav- 
ior-based malware detection. The M86 
Secure Messaging Service also includes 
antivirus protection, the M86 Text Censor 
for lexical analysis, and SpamCensor. 

■ ProofPoint 6.1 

ProofPoint released version 6.1 of its 
ProofPoint email security, archiving, and 
data loss prevention solution. In addition to 
security and performance enhancements, 
version 6.1 adds improved multiprotocol 
DLP capabilities, a new data loss prevention 
dashboard, and a plug-in for Outlook that 
allows for easier access to email encryption. 

■ RPost SecuRmail 

RPost released SecuRmail, an email 
encryption service that helps enterprises 
comply with HIPAA data encryption regu- 
lations. The company says that its SecuR- 
mail service is simple to use and includes 
proof of encrypted delivery of messages 
and attachments as well as an e-discovery 
module that will facilitate the production of 
encrypted records. 

■ Tangent DataCove DT 
Email Archival Appliance 

Tangent released the DataCove DT, an 
enterprise-class (250 to 40,000 users) email 



archival appliance with advanced disk-to- 
disk functionality, increased Exchange 
2007 built-in support, and an OS the com- 
pany says is 20% faster than other Data- 
Cove products. The DC500 starts at $6,190 
and can archive messages from 500 email 
users. The enterprise-level DC8000 starts 
at $49,990. 



Networking & VPN 



■ Apparent Networks PathView Cloud 

Apparent Networks announced enhance- 
ments to PathView Cloud, its hosted net- 
work performance management service. 
The latest version of PathView Cloud 
includes features for managed service 
providers, capabilities for VoIP assess- 
ments, and enhancements that make the 
performance management service easier to 
use. MSP Branding lets MSP custom-brand 
PathView Cloud's user interface and 




Source: Apparent 

reports for delivery as a service to cus- 
tomers. MSP Organization allows MSP to 
manage all customers from a single screen 
and perform drill-down analysis. And with 
MSP Customer Deployment Analysis, 
MSPs can track PathView Cloud services 
they deliver to their customers and export 
reports for efficient customer billing. 

■ Beta Systems Software Agility 

Beta Systems Software introduced a line 
of Agility products, which includes the 
Beta 88, 91, 92, and 93 Agility. These 
products are designed to make the z/OS- 
based infrastructure software available to 
all IT applications and IT staff through 
Web services. The bidirectional Web ser- 
vices provide users with the ability to 
search for, retrieve, and transfer main- 
frame-based data. The Agility products 
offer the same interfaces and capabilities of 
the z/OS products for data and document 

-betasystems 



processing. They let customers use the 
products in a traditional mainframe context 
while simultaneously using the individual 
Web services. 

■ Check Point Software Technologies Abra 

Check Point Software Technologies 
announced Check Point Abra, a tool that 
offers a secure corporate desktop on any 
PC. Abra features a standard Windows user 
environment, VPN security, file transfer 
control, compliance scanning, authentica- 
tion, and central management with Check 
Point SmartDashboard. 

■ Citrix Systems XenApp 6 

Citrix Systems announced Citrix Xen- 
App 6, which centralizes applications 
in data centers and delivers them as an 



on-demand service to both physical and vir- 
tual desktops. XenApp 6 offers enhance- 
ments that simplify computing for IT, 
including easier central management, 
enhanced enterprise scalability, and smooth 
integration with Microsoft technologies such 
as App-V and Windows Server 2008 R2. 

■ Fluke Networks AirCheck Wi-Fi Tester 

Fluke Networks announced its AirCheck 
Wi-Fi Tester ($1,995), which offers speed 
and ease of use. The handheld tester is 
compatible with 802.1 la/b/g/n WLANs. It 
can detect rogue access points, channel 
congestion, and connectivity and security 
issues. The AirCheck has a 2.8-inch color 
LCD and a USB port for uploading test 
data to a PC. 

■ Fluke Networks OptiView 
Network Analyzer 5.4 

Fluke Networks released the latest ver- 
sion of its OptiView Network Analyzer, 
which is designed to enable users to more 
quickly and easily troubleshoot the network 
and applications across wired and wireless 
networks. OptiView 5.4 features the Air- 
Magnet Wi-Fi Analyzer and AirMagnet 
Survey software. 

■ Fortinet FortiAP-210, FortiAP-220 

Fortinet announced FortiAP thin access 
points for midsized enterprises and service 
providers. The 802.1 In-compliant units are 
meant to be used in conjunction with the 
company's FortiGate security appliances. 
Together, the combination can provide 
enterprises with a secure, PCI DSS-compli- 
ant wireless environment. The FortiAP line 
also provides 300 to 600Mbps throughput 
with a dual concurrent radio. 

■ GFI Software GFI MAX 
RemoteManagement 

GFI Software announced it added a fea- 
ture called Script Check to its GFI MAX 
RemoteManagement software that allows 
managed service providers to create their 
own monitoring scripts. This lets them run 
bespoke checks specific to each client's 

GFI MAX RemoteManagement 

setup. Script Check also provides scripts 
used for the automation of maintenance 
tasks triggered by events or run on a sched- 
uled basis. The result, according to GFI 
Software, is quicker responses to problems 
and more effectiveness in correcting them, 
and thus more profits. VARs and IT sup- 
port providers can derive similar benefits 
from GFI MAX RemoteManagement' s lat- 
est capabilities, the company says. 

■ JDSU Enterprise Services 
Application Module 

JDSU released the ESAM (Enterprise 
Services Application Module) for the T- 
BERD/MTS-4000 for isolating and resolv- 
ing network downtime, productivity loss, 
and related costs. ESAM performs physical 
media tests for electrical Ethernet cabling, 
network connectivity tests, discovery, and 
wire-speed deep packet statistics. 

■ Meru Networks i-Series 

Meru Networks released the i-Series 
high-performance 802. lln wireless access 
points. The i-Series is designed to offer 
99.99% network availability, toll-quality 
VoIP services, HD video support, and a 
low-profile OABF (Orthagonal Array 
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Beam Forming) antenna system. The 
AP320i model includes an internal antenna, 
dual-radio access point, and high isolation 
for increased efficiency. 

■ Net Optics Director Pro Fabric 
Access Switch & Gig Zero Delay Tap 

Net Optics announced the release of its 
Director Pro Fabric Access Switch and its 
Gig Zero Delay Tap. Director Pro is a 
network access solution that allows the pre- 
filtering of data to optimize the perfor- 
mance of security and monitoring tools. It 
is designed for enterprise data centers, 
cloud computing providers, and telecom- 
munications operators. The Director Pro 
supports IG and lOG network links on the 
same platform. The Gig Zero Delay Tap is 
a 10/100/lOOOBaseT tap with zero-delay 
operation that can prevent network disrup- 
tions. Combined, the two solutions offer 
complete network visibility. 

■ Perle Ethernet To Fiber IVIedia Converters 

Perle released a range of Ethernet to 
Fiber Media Converters. The Ethernet to 
Fiber Media Converters allow fiber optic 
cabling to extend a copper-based Ethernet 
link up to 80 kilometers. These converters 
can also be used in areas that have high 
levels of electromagnetic interference. 
This lets companies connect copper 
Ethernet devices over fiber to ensure opti- 
mal data transmission. 

■ Radware Alteon 4408 & 4416 

Radware expanded its Alteon Appli- 
cation Switch line with the 4408 and 
4416. Radware's 4-Series models use 
Alteon Virtual Matrix Architecture tech- 
nology and are designed to function as 
specialized high-performance Layer 4-7 
application delivery switches with back- 
ward compatibility. The 4408 and 4416 
have throughput capacities of up to 4Gbps 
and 215K Layer 4 and 135K Layer 7 
transactions per second. 

■ Stonesoft StoneGate SSL VPN Virtual 
Appliance, SSL VPN 1.4 & SSL-1060 

Stonesoft announced the StoneGate SSL 
VPN Virtual Appliance, SSL VPN 1.4, and 
SSL-1060, three tools designed to provide 
secure mobile and remote access for enter- 
prises that require both control and flexibil- 
ity. Features of the three include strong 
authentication, granular access control, and 
Spike licensing. 

■ Vision Solutions Vision PowerPack 
For P0WER7 Migration 

Vision Solutions released Vision Power- 
Pack for P0WER7 Migration, which com- 
bines Vision Solutions software with IBM 
P0WER7 technologies. Vision's Power- 
Pack for P0WER7 Migration is designed 
to eliminate the hurdles for enterprises that 
want to upgrade to IBM's Power Systems 
platform. The company says the solution 
helps migrate and protect critical systems 
for organizations of all sizes. 



Physical Infrastructure 



■ Black Box Cabling Solutions 

Black Box released updated cabling 
products: angled CAT 5e and CAT 6 patch 
cables and panels, swiveling HDMI 
cables, and coiled HDMI and USB cables. 
The CAT 5e and CAT 6 patch cables fea- 
ture right-angle hoods, and the HDMI 
swivel cables feature 180-degree connec- 
tors. The coiled HDMI and USB cables 
are designed for wall-mounted TVs, dis- 
plays, and monitors. 

■ Pelican 0550 Transport Case 

Pelican announced the 0550 Transport 
Case, a tool designed to protect large 



equipment. The 0550 Transport Case fea- 
tures more than 20,000 cubic inches of 
storage space, two integrated automatic 
pressure valves to keep out moisture and 
prevent vacuum lock, and special hinges 
that keep the lid open during use. 

■ Siemon VersaPOD VP2 
Data Center Cabinet 

Siemon unveiled an extended-depth ver- 
sion of its VersaPOD Data Center Cabinet 
Solution, which is designed to support 
deeper networking, server, and SAN equip- 
ment. The 48-inch-deep VersaPOD VP2 is 
ideally suited to high-density environments 
and integrates bayed data center cabinets 
with Siemon' s ZERO-U vertical patching 
and cable management capability. 



Security 



■ Agiliance RiskVision 5.0 

Agiliance announced the availability of 
its GRC solution, RiskVision 5.0, which 
offers organizations a link between enter- 
prise compliance and risk objectives and 
security threats in cloud, mobile, and on- 
premises environments. Features include 
vulnerable asset identification, risk assess- 
ment and scoring automation, and remedia- 
tion automation. 

■ ArcSight Express 

ArcSight released the latest version of 
ArcSight Express, a group of appliances 
that combines security event correlation, 
log management, IT search, and more. It 
includes rules-based guided response 
capabilities, universal data collection, and 
inexpensive storage. Additionally, it offers 
regulation-specific applications and is 
available in several configurations. 

■ art of defence GoGrid Cloud 

art of defence introduced GoGrid Cloud, 
a cloud-based distributed Web application 
firewall. In addition to hyperguard SaaS, 
GoGrid Cloud offers Web application secu- 
rity monitoring, detection-only, and protec- 
tion modes. With a SaaS delivery model, 
customers can pay on a use-case basis to 
avoid maintaining the solution themselves. 

■ Astaro Security Gateway Solutions 

Astaro announced the release of three 
Astaro Security Gateway solutions for mul- 
tiple deployment scenarios. The latest addi- 
tions include Astaro RED, Astaro Mail 
Archiving, and Astaro Wireless Security. 
Astaro RED forwards all branch traffic to 
the Astaro Security Gateway and provides 
full UTM securi- 
ty. Astaro Mail 
eBtTEIRa Archiving pro- 
' vides unlimited 

email storage and 
can locate messages in a matter of seconds; 
it also features an Outlook plug-in. Astaro 
Wireless Security for SMEs features Plug- 
and-Play thin access points and is managed 
via the built-in wireless controller in the 
Astaro Security Gateway. 

■ Citrix Systems NetScaler 
Application Firewall 

Citrix Systems announced five Citrix 
NetScaler Application Firewall appli- 
ances. Built on the NetScaler MPX hard- 
ware platform, the appliances are designed 
to offer Web and Web 2.0 application 
security to enterprise and cloud customers. 
They also feature licensing flexibility with 
the Citrix NetScaler Pay-As-You-Grow 
pricing model. 

■ EMC Security Services 

EMC added several services to its port- 
folio of security offerings, including 
Standards and Compliance, Virtualization 



and Private Cloud Security, Fraud Miti- 
gation and Identity Assurance, and 
Security Operations. The services are 
designed to enable users to better comply 
with industry standards and regulations, 
secure virtualization and private cloud 
environments, reduce fraud vulnerabili- 
ties, secure identities, and manage high- 
level security. 

■ Fujitsu PalmSecure LT For SSO 

Fujitsu introduced the Fujitsu Palm- 
Secure LT for SSO, which is a biometric 
authentication platform that uses palm 
vein recognition technology to let users 
restrict and grant access to sensitive data. 
The product is best-suited to healthcare, 
financial services, government, and other 
industries that work with private informa- 
tion. 

■ Imperva ThreatReader 

Imperva released ThreatReader, an add- 
on to the company's WAF (Web Appli- 
cation Firewall) that offers automated, rep- 
utation-based defense against large-scale 
cyberattacks, such as mass SQL injection 
attacks and various automated attacks, 
including Comment Spam campaigns, 
scraping attacks, and Web email spam 
attacks. ThreatReader also protects against 
malicious sources, anonymous proxies, 
TOR IPs, and phishing URLs. 

■ M86 Security Secure Web Service Hybrid 

M86 Security announced the M86 Secure 
Web Service Hybrid, a tool designed to 
deliver real-time malware protection at a 
low cost. The Secure Web Service Hybrid 
delivers both on-premises and cloud-based 
security to M86's Security Web Gateway 
and features unified policy management, 
reporting, and logging. 

■ M86 Security Web Filter & Reporter 

M86 Security announced the M86 Web 
Filter and Reporter, an appliance designed 
to provide real-time monitoring, report- 
ing, and URL filtering for SMEs. The 
Web Filter and Reporter secures a net- 
work via a single appliance, which is 
designed to reduce initial expenses, server 
rack space, and the costs of maintenance 
and electricity. Features include the abili- 
ty to block more than 125 types of 
streaming media, gaming, peer-to-peer, 
remote, and instant messaging applica- 
tions with application control as well as 
easy setup and use. 

■ ManageEngine Password Manager Pro 

ManageEngine announced the latest 
version of Password Manager Pro, its 
password management solution. Password 
Manager Pro features real-time alerting 
on audit events and integration with secu- 
rity information and event management 
solutions. Password Manager Pro also 
generates SNMP traps and Syslog mes- 
sages whenever there is activity within 
the application. 

■ Portcullis Systems UAG 
Security Appliance 

Portcullis Systems released a security 
appliance with built-in UAG that allows 
IPv4 devices to work with IPv6 applica- 
tions. Compatible with Windows 7, Mac, or 
Linux platforms, the UAG features strong 
authentication, application acceleration, 
infrastructure management, HP-based hard- 
ware, and onsite support. The UAG also 
provides tighter security and efficiently 
monitors connection traffic. 

■ Quest Software ActiveRoles 
Quick Connect 

Quest Software updated its ActiveRoles 
Quick Connect, a key element of Quest One 



Identity Solution. It has implemented sup- 
port for Microsoft SharePoint, SAP So- 
lutions, and password synchronization. It 
also provides migration paths through 
Active Directory integration along with real- 
time provisioning of user access and SAP 
accounts. Central management of identities 
between connected systems is available. 

■ SafeNet Cloud Security Solutions 

SafeNet announced security solutions to 
protect data in cloud deployments. Its 
Intelligent Authentication Tokens ensure 
that only authorized users gain access 
to cloud-based resources. The Secure 
Cryptographic Key Storage manages 
cryptographic keys, access control, and 
other security policies. Organizations can 
also use SafeNet to secure storage in the 
cloud across file, application, and data- 
base systems. 

■ Skybox Security Skybox 4000 

Skybox Security released the Skybox 
4000 appliance, which is built on the 
Skybox View software platform and col- 
lects, normalizes, and analyzes data from 
firewalls, network devices, vulnerability 
scanners, and threat feeds. The company 
says that with the appliance, installing 
Skybox security and compliance solutions 
is as easy as connecting power and net- 
work cables, configuring network para- 
meters, and activating the license. 

■ Symantec Brightmail Gateway 9.0 
& Brightmail Gateway 9.0 

Small Business Edition 

Symantec announced two messaging 
security platforms: Symantec Brightmail 
Gateway 9.0 and Symantec Brightmail 
Gateway 9.0 Small Business Edition. The 
latest versions deliver enhanced protection 
through real-time updates, provide greater 
control through integrated email encryp- 
tion, and offer increased scalability to 
meet the needs of both enterprises and 
small businesses. 

■ VBrick KLV 

VBrick announced it processes and trans- 
ports KLV (Key Length Value) metadata 
though H.264 networked video appliances. 
By improving IP video, KLV provides 
updated intelligence, surveillance, and 
reconnaissance data. KLV meets the MISB 
standards in order to enhance real-time deci- 
sion-making strategies for IP video. 

■ VSS Monitoring VSS 
Information Assurance Suite 

VSS Monitoring introduced VSS 
Information Assurance Suite, which 
includes Protector Series, a session-aware 
load balancer and speed converter for 
inline network security tools. The suite 
also includes ObjectFinder, a specialized 
real-time deep packet inspection and fil- 
tering platform for network surveillance 
that identifies IM and email addresses 
within any type of TCP/IP packets on 
Ethernet networks. 

■ WatchGuard XTM 5 Series 

WatchGuard announced a series of mul- 
tifunction security appliances called the 
WatchGuard XTM 5 Series that's aimed 
at midmarket enterprises with up to 1,500 
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employees. The appliances provide 
2.3Gbps firewall throughput and 800Mbps 
throughput with all security features acti- 
vated, including gateway antivirus, 
IPS/IDS, Web blocking, and URL filtering. 
Go to Page 6 
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MovinCool CM25 



NEW PRODUCT 



by Tessa Warner Breneman 



1 



An Affordable, Energy-Efficient, Ceiling- 
Mounted A/C Designed For Server Rooms 



By now you undoubtedly know that, 
with all your servers and other machines 
running nonstop, it's easy for your data 
center or server room to reach tempera- 
ture levels high enough to damage heat- 
sensitive equipment. Because damaged 
equipment is costly to fix and could 
result in data loss, you need a cost-effec- 
tive cooling solution to address tempera- 
ture issues in your data center. 

The MovinCool CM25 offers a total 
cooling capacity of 25,000BTU/h, making 
it the industry's iirst ceUing-mounted, self- 
contained air conditioner with that high of 
a cooling capacity, and its $6,995 price tag 
is lower than conventional solutions such 
as precision cooling systems. The CM25 
also provides a high sensible cooling 
capacity of 18,900BTU/h and is made 
specifically for server rooms and other 
environments with dense heat loads. The 
air conditioner boasts a SEER (Seasonal 
Energy Efficiency Ratio) rating of 14, due 
in part to energy-saving elements such as 
its variable- speed inverter compressor and 
inverter fan motors. The CM25 also boasts 
green features such as R-410A refrigerant 
and RoHS compliance. 

With a built-in mounting bracket, 
flanges, and vibration isolators, the CM25 



MOVINCOOL 

THE #1 SPOT COOLING SOLUTION 



is easy to install into any environment 
with all the standard tools you likely 
already have. Just 20 inches high, the 
CM25 is designed to fit above drop ceil- 
ings and in server rooms with limited floor 




MovinCool Chil25 

A ceiling-mounted air conditioner that provides an ener- 
gy-efficient cooling solution for data centers, server 
rooms, and otiier environments witti high heat loads. 
$6,995 

space. And because it is self-contained, 
the CM25 won't need refrigerant connec- 
tions, further reducing installation costs. 

The wall-mounted controller, which 
comes standard on all CM25s, provides 
advanced communications, monitoring, 
and self-diagnosis, so it's easy for IT 
personnel to manage. Plus, it works with 
your fire alarm controls and connects to 
the building control system for safe and 
simple management. 



) 264-9573 
ii.movincool.com 



Continued from Page 5 
Other features include "defense-in-depth" 
protection, which uses deep-packet 
inspection, stateful packet inspection, and 
proxy technologies to provide full appli- 
cation-layer content inspection. The 
series uses a Fireware XTM OS and can 
block Skype and other IM and P2P 
clients. Models include the XTM 505, 
XTM 510, XTM 520, and XTM 530. 
Pricing starts at $1,590. 



Servers 



■ American Portwell CAR-5000 

The American Portwell CAR-5000 net- 
work appliance is optimized for the new 
quad-core Intel Xeon processor C5500 
series with the Intel 3420 chipset, provid- 
ing high CPU computing performance. 
The 2U rackmount appliance is ideal for 
any high-performance networking appli- 
cation, including UTM, IPS, IDS, anti- 
virus, firewall, VPN, or content filtering. 




I/O performance gets a boost with inte- 
grated PCI Express 2.0 controllers; 
Intel QuickPath Interconnect technology 
between the two processors; and Intel 
Turbo Boost, Virtualization, and Hyper- 
Threading technologies. The CAR-5000 
can support up to 96GB of system memory 
in 12 DDR3 memory DIMMs and comes 
with up to two 3.5-inch or eight 2.5-inch 
SATA hard drives. 



Storage 



■ 3PAR Adaptive Optimization Software 

3PAR announced its Adaptive Opti- 
mization software, designed for autonom- 
ic, sub-volume storage tiers with 3PAR 
InServ F-Class and T-Class Storage 
Servers. 3PAR also announced support 
for the STEC MACH8IOPS SSD. 
Combining Adaptive Optimization soft- 
ware and SSDs helps enterprises meet 
service-level targets for 30% less cost 
than with Fibre Channel drives alone, 
3PAR says. 

■ ATTO Technology 6Gbps 
ExpressSAS SAS/SATA RAID Adapters 

ATTO announced a third generation of 
RAID adapters in its ExpressSAS line. 
The units feature support for 6Gbps SAS 
and SATA drives, allotting enterprise stor- 
age systems the bandwidth needed to meet 
their demands. ATTO's ADS (Advanced 
Data Streaming) technology helps with 
performance, while its DriveAssure tech- 
nology addresses data integrity. 

■ Dell PowerVault DL2100 Powered 
By Symantec Backup Exec 2010 

Dell teamed up with Symantec to create 
Dell's latest single-system backup solution, 
which lets SME users secure and archive 
data more efficiently and easily. The 
PowerVault DL2100 Powered by Symantec 
Backup Exec 2010 lets users perform com- 
plete end-to-end deduplication backup and 
recovery functions. 

■ EMC Celerra 

EMC announced the EMC Celerra uni- 
fied storage system software for virtual 
environment management. The solution can 
reduce storage capacity requirements by up 
to 50%, accelerate the cloning of virtual 
machine data, and automate the fallback 
process for VMware vCenter Site Recovery 
Manager software. 



■ Fujitsu Scalable File Services 
For ETERNUS Storage Products 

Fujitsu and Symantec jointly intro- 
duced the Fujitsu ETERNUS file services 
solution, which lets users secure and 
manage important data, improve system 
performance, and adjust the storage per- 
formance and capacity on demand. The 
offering is fully integrated with Syman- 
tec's NetBackup and Endpoint Protec- 
tion suites. 

■ Iron Mountain Digital Record Center 
For Medical Images 

Iron Mountain announced an enhanced 
version of the Digital Record Center for 
Medical Images. The cloud storage service 
features backup and archive capabilities for 
digital medical information; optional onsite 
storage; and greater levels of flexibility, 
scalability, access, and security. 

■ LaCie d2 Network 2, 2big Network 2 
& 5big Network 2 

LaCie launched its latest line of desktop 
network storage solutions for small to 
medium-sized enterprises, which includes 
the d2 Network 2, 2big Network 2, and 
5big Network 2, starting at $229.99. 
Features include fast data access with 
transfers of up to 70MBps, multiple hot- 
swap RAID modes, and up to 10TB of 
shared desktop network storage. 

■ QNAP Systems TS-459U-RP, TS-459U-SP 

QNAP added two Turbo NAS servers 
to its Business Series. The Intel Atom- 
powered, lU rackmount units feature four 
drives and up to STB of capacity. Along 
with VMware vSphere4 certification, the 
TS-459U-RP (with redundant power sup- 
ply) and TS-459U-SP support 256-bit AES 
volume encryption and RAID 0/l/5/5H-hot 
spare/6 and JBOD. 

■ Quantum LTO Ultrium 5 

Quantum unveiled LTO-5 tape media, 
drives, and autoloading storage library sys- 
tems. Quantum's LTO Ultrium 5 boasts up 
to 15% more speed (280MBps) and almost 
twice the capacity (3TB) of LTO-4 prod- 
ucts, the company says. The tape products 
also support WORM operation and 256-bit 
AES encryption for regulatory compliance 
and security. 

■ SEPATON S2100-MS2 

SEPATON announced the S2100-MS2, a 
multinode deduplication tool designed for 
midsized enterprises. It has improved 
capacity optimization and bandwidth uti- 
lization for remote replication in its 
DeltaStor and DeltaRemote 5.3 software. 
The S2100-MS2 is rack-ready and has a 
capacity of 36TB raw/30TB usable up to 
192TB raw/160TB usable. 

■ STORServer Archive Backup Client 
For OpenVMS 

STORServer announced it is offering a 
free trial license of its ABC (Archive 
Backup Client) software, which can archive 
and restore OpenVMS files housed on IBM 
Tivoli Storage Manager servers. The soft- 
ware uses sophisticated checks and transac- 
tion semantics during data transfers to 
ensure backup integrity. ABC also protects 
OpenVMS files on VAX, Alpha, and 
Itanium systems. 

■ Synology America 
DiskStation Manager 2.3 

Synology America unveiled DiskStation 
Manager 2.3. This data management pro- 
gram lets users share, guard, and control 
files. DSM 2.3 offers encryption and cloud 
backup as well as video surveillance with 
the iPhone DS cam. It is also designed to 
offer easy RAID and volume management. 
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HOTLOK 

From the makers of KDLDLOK 



Blanking Panels 



Save up to 29% in annual 
operating expenses. 



In an unsealed cabinet, 40% of the IT equipment 
intake air is damaging hot exhaust that has cir- 
culated from the back of the cabinet. HotLok® 
Blanking Panels provide superior sealing to pre- 
vent the circulation of hot exhaust air, resulting 
in significantly lower intake-air temperatures, 
energy efficiency improvements, and increased 
reliability and cooling capacity. 

• 99.97% Sealing Efficiency 

• Easy Snap-In Installation 

• Fast Return on Investment 



Before HotLok® Blanking Panels 



Now you can try HotLok for free! 

Visit upsite.com/ProcessorCoupon today for 
a free carton of HotLok Blanking Panels and 
experience the benefits of superior 
sealing performance. 



*All data and imases are from the Two- Dimensional Computational Fluid Dynamics Modeling 
Study available at upsite.com 



upsice 




After HotLok® Blanking Panels 




ENERGY 



upsite.com so/es 800.419.1707 emo77sales@upsite.com 



PARTNER 



technologies" 



HotLok® and KoldLok® products can be purchased from our fine distributor partners: 
upsite.com/HowToBuy 



Upsite is an ENERGY STAR Service 
and Product Provider Partner, 
developing ways to optimize data centers 
and improve energy efficiency. 
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Trends In Power & Cooling 



Continued from Page 1 
As data centers grow, infrastructure 
expansion leads IT managers to deal with 
increasingly tighter spaces while trying to 
keep the company's systems running 
smoothly and its customers happy. Accord- 
ing to Ruede, sensing of ambient conditions 
is helping these data centers avoid reaching 
conditions that threaten their systems, data, 
and the ability to serve their customers. 
USB, Wi-Fi, and even cellular temperature 
and notification systems are gaining traction 
as managers look to offset the potential 
impact from increased bandwidth and the 
hardware required to provide it. 

Second Look At Green 

Without question, the overriding trend 
when it comes to power and cooling is 
being green. Although data centers have 
been adopting green technologies for years 
now, the movement continues to gain steam 
as manufacturers and data center managers 
alike discover new methods for reducing 
power consumption. However, now that 
many data centers have experimented with 
green strategies, there's an emerging trend 
to take a harder look at those strategies and 
determine if they're truly worth the required 
effort and cost. 

"A number of the recommended mea- 
sures to make data centers more efficient 
can actually reduce system reliability and 
availability," says John Jankowski, presi- 
dent and founder of JanCom Technologies, 
a technology infrastructure consulting firm. 
"Some advocate turning off redundant UPS 
modules in multimodule paralleled systems. 



Continued from Page 1 
policies and access, managing compliance, 
etc.," says David Sengupta, an analyst for 
Ferris Research. "Managing SLAs and rela- 
tionships, including billing, will become 
more important than it is today." 

Services As Assets 

IT assets in 2012 and beyond will include 
services that have strategic value to the 
organization, such as an ecommerce service, 
the use of storage capacity on a provider's 
cloud, or the ability to dial up 10 extra Web 
servers to meet a temporary surge in cus- 
tomer Web traffic. 

Enterprise Management Associates 
(www.enterprisemanagement.com), an IT 
management consulting firm in Boulder, 
Colo., has identified what it calls Next- 
Generation Asset Management, which it 
defines as a practice that ties together ser- 
vice, asset, and financial management. 

"You're not investing in a chunk of 
metal that will amortize. You're investing in 
a cost that supports a value, in the form of a 
service, whether it be the provision of desk- 
tops for employees or an application ser- 
vice," says Dennis Drogseth, vice president 
of Enterprise Management Associates. 

The NGAM model consists of 13 func- 
tional areas, some old and some new. A 
fairly new concept is service value manage- 
ment, which involves the managing of the 
relative priority and value of services need- 
ed to support the business. A more tradition- 
al function is software license management, 
which involves accounting for software 
license assets with a view toward compli- 
ance with legal requirements and to maxi- 
mize budget resources. 

New Considerations 

Some of the areas of the NGAM model 
are practices that simply haven't been 



However, this reduces the online redundan- 
cy for the situation in which one of the 
active modules fails. Likewise, flywheel 
UPS systems can reduce energy consump- 
tion because there is no battery space to 
cool. However, these provide ride-through 
times in seconds, rather than minutes, and 
therefore impose limitations on the configu- 
ration of backup generator systems." 

Further, retrofitting electrical and me- 
chanical systems can be not only complicat- 
ed but disruptive and expensive, Jankowski 
says, and the return on investments can be 
marginal. As an alternative to those poten- 
tially dicey options, data centers are starting 
to consider more energy-efficient server 
technology and better utilization of existing 
equipment through virtualization. 

Keep Cool 

Although it' s a concept still new to many 
managers and something that organizations 
won't necessarily want to attempt to create 
on their own, fresh-air cooling will become 
more acceptable in the near future, says 
Michael Sigoumey, senior product special- 
ist at AVTECH (www.avtech.com). For 
example, he points to systems being built 
for the telecom industry that have proven to 
reduce power costs in cooling large racks 
from $1.50 to 5 cents per day. 

"I'm sure that a 95% reduction in cooling 
costs will get attention from IT managers," 
Sigoumey says. "These leading-edge cool- 
ing systems will soon spread to data centers 
and other vertical applications." 

He also says that many companies have 
overspent on all-in-one, "super" cooling 



considered part of asset management in 
the past. For instance, demand manage- 
ment, including usage analysis and 
charges back to IT users, is often prac- 
ticed by the IT department, but more 
from a perspective of financial manage- 
ment and budgeting, less for reasons of 
IT asset management. However, usage 
analysis and demand management are 
important aspects of IT asset manage- 
ment, according to EMA, because they 
are needed in order to understand the 
value of the IT services in the IT asset 
portfolio. Likewise, the practice of capac- 
ity management and infrastructure opti- 
mization is necessary for gauging future 
requirements for capacity-related ser- 
vices — bandwidth, storage, CPU avail- 
ability — that an enterprise will purchase 
from a cloud infrastructure provider. 

Small and midsized organizations proba- 
bly don't need to adopt all 13 practices, but 
can pick and choose the ones they deem 
most important to their business needs, says 
Lisa Erickson-Harris, research director for 
EMA. "An SMB has to have a practical 
approach to NGAM," says Erickson-Harris. 
"Priorities are likely to vary according to 
the company's vertical market and the chal- 
lenges it faces," she says. 

One practice that she believes will be 
important to most SMEs is the service cat- 
alog, which provides a sort of storefront 
for the company's IT services and can help 
to speed the provisioning process to get 
employees access to needed IT services. 
Other functions that are likely to be impor- 
tant to an SME include problem manage- 
ment, for providing maintenance and 
support of IT services; project management 
of IT initiatives; change and configuration 
management, which impacts the quality 
of the IT services; capacity management; 
and the development of a configuration 



systems mounted on the roofs of their build- 
ings. Instead, data centers will begin to look 
more toward portable cooling systems that 
can easily meet short-term and quickly 
changing needs for cooling small to mid- 
sized computer rooms or specific rack sys- 
tems. For environments that need flexibility, 
such units can fill the bill thanks to their 
ability to be rolled into a room, mounted in 
a rack or from the ceiling, or even stacked. 

Shed The Load 

Data centers looking to squeeze the most 
out of existing resources continue to look 
toward virtualization as an efficient, afford- 
able solution. Ironically, although virtualiza- 
tion can reduce power consumption by 
boosting efficiency and consolidating com- 
puting resources, it can create a need for 
more power from the same footprint due to 
the increased computing density, says Jim 
Smid, data center practice manager for Iron 
I Bow Technologies (www.ironbow.com). 

"As this proliferates throughout an enter- 
prise, existing data centers are faced with 
providing more power and cooling than was 
built into the original design," Smid says. 
"Data center managers need to adopt 
emerging capabilities such as low-power 
components, load shedding, and intelligent 
monitoring to combat this explosive growth 
in an efficient manner." 

Load shedding is becoming more popular 
as a method for shutting down systems that 
aren't in use or gracefully shutting down a 
system when predefined events occur, such 
as when backup power kicks on or when 
temperature or power consumption thresh- 
olds are reached. Smid notes that a good 
example is the integration of server vendors 
and virtualization software providers, 
where applications can be collapsed onto 



management database or system to record 
cross-domain dependencies. 

Small Devices, Big Impact 

While services become more important as 
IT assets, hardware isn't disappearing. 
Portable devices will continue to be an ele- 
ment of IT asset management in the enter- 
prise. According to Fred Broussard, 
research director for PC, device, and IT ser- 
vice management software at IDC, small 
devices are exploding in the workplace. 

The Next-Generation 
Asset Management 
Model 

The NGAM model from Enterprise Manage- 
ment Associates (www.enterprisemanage 
ment.com) outlines 13 areas and blends 
service, asset, and financial management. 
Those 1 3 areas are: 

• Service Value and Service Level 
Management 

• Service Catalog/Portfolio Management 

• Enterprise and Project Portfolio 
Management 

• Financial Planning, Risk Management, 
and Advanced Analytics 

• Procurement/Contract Management 

• Incident and Problem Management 

• Software License Management 

• Chargeback, Demand Management, and 
Usage Analysis 

• Change and Configuration Management 

• Domain-Specific Management 

• Capacity Management and Infrastructure 
Optimization 

• Configuration Management 
Database/System 

• Inventory and Discovery 



Inside The Alternate 
Approach 

Seeking alternative energy sources is now a 
viable — and admirable — strategy for data 
centers looking to become more green. How- 
ever, the scale of those efforts will have a dif- 
ferentiating effect in terms of cost, according to 
Dave Ruede, vice president of marketing at 
Temperature@lert (www.temperaturealert 
.com). This is particularly relevant because the 
return on investment for such efforts will be 
several years, if not a decade. 

"As scale increases, fewer and fewer players 
may be able to afford the cost. Some will be 
able to afford the investment. The semiconduc- 
tor production industry is a good example of 
what may happen. The number of large inte- 
grated device manufacturers has shrunk signif- 
icantly over the past decade as new factories 
move into the $3 [billion] to $5 billion range, 
where few can afford to play. Following the 
chip production roadmap, joint ventures may 
be one strategy [and] data center 'foundries' 
another to spread the cost and risk of forward- 
looking technologies," he says. 

Ruede also sees potential help coming in the 
way of national support for improved electrical 
distribution grids and investments in research 
for next-generation systems. Location will 
also become more important because coun- 
tries and states that lack cloud cover and 
have useable wind or geothermal resources 
could see more investments in power genera- 
tion facilities. 

fewer physical servers during nonpeak 
hours and the extraneous physical servers 
can be powered on and off automatically to 
reduce consumption. 



"Organizations now have multiple types 
of devices: BlackBerrys, PCs, MACs, thin 
clients. This is across larger organizations, 
but in some smaller organizations, as 
well," says Broussard, noting that the mar- 
ket for IT asset management software also 
remains healthy, becoming a $2 billion 
market by 2014. 

IT asset management in the future will 
be lighter on the large, in-house enterprise 
hardware and software and heavier on 
small portable devices and services-related 
assets, including SLAs as well as the indi- 
vidual services they provide, say analysts. 
Software as a service will continue to 
expand in scope in most organizations. 

"Particularly smaller organizations, who 
have fewer legacy applications, they can 
get more external services that can more 
comprehensively cover all of their needs. 
Larger organizations will look at this, too, 
but it's harder for them to get rid of their 
legacy systems, so they might start doing it 
at the department level," says Fiering. 

The goal for IT departments that plan to 
move toward an outsourced IT environment 
will be to have the right selection of IT ser- 
vices, at the right cost, that get employees 
access to the data they need. It will also 
increasingly involve supporting, or trou- 
bleshooting, cloud services that individual 
business departments have purchased, often 
without consulting the company's IT 
department. With the cloud comes the free- 
dom to purchase low-cost, short-term 
access to IT applications and infrastructure 
that used to require major capital outlays 
and the approval of corporate IT. 

"Asset management is spreading from 
IT into the enterprise, and that will present 
an interesting challenge for CIOs," notes 
Drogsweth. It's that low-cost, quick- 
access aspect of cloud services that will 
also give a competitive advantage to 
SMEs that can leverage them to quickly 
implement a strategy that would have been 
more expensive or time consuming with- 
out cloud services. 
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ENCLOSURES & RACKS 

Hergo is a U.S. designer and manufacturer of 
technical Workspace Solutions. 



Command Centers ■ Relay Racks 



■ Control Stations 


■ Flat Panel Monitor Arms 


■ PACS- Mobile Carts 


■ Motorized Workstations 





ergO' 888.222.7270 www.hergo.com 



T 



GSA Contract # - GS-29F-01 33G 

56-01 55th Avenue, Maspeth, New York 11378 



Automated Systems Design, Inc. 



ICLD-ITB 





i(5L0<tT$"' Fiber Optic Module 



iCAT-ITS™ 600MH2 
Cat6E Enhinced Cable 



For complete list of available products contact 
ASD® Sales @ 1-800-CABLING 



For over 20 years ASD® has provided complete design, 
engineering and nationwide project management services. 
Join in v\/ith those who have found the same- highly sought 
after- excellence provided in our services carry over to 
our products. 

Designed from all aspects of the cabling industry 
including RCDDs, installers, end users and engineers, we 
know those choosing to partner with ASD® will benefit from 
the best in the business! 




XCELUENCE IN CONMECTIVITY 



www.asd-usa.com 
1-800-CABLING 
sales@asd-usa.com 



PDUs Direct 
To You 

Top Quality At Tlie Lowest 
Price Available 

by Blaine Flamig 
• ■ ■ 

Premium power distribution without 
the premium price. Such a notion may 
sound too good to be true in today's sag- 
ging economy, but such an approach is 
precisely the customer-oriented mission 
PDUs Direct (www.pdusdirect.com) was 
built on and continues to operate by. 

As the online wholesaler of basic, 
metered, and switched PDUs from long- 
time PDU maker Server Technology's 
product line, PDUs Direct is dedicated 
to providing its customers the highest 
quality in-rack power strips, power dis- 
tribution, and rack PDUs offered at best- 
in-class prices. 

Established in November 2008 at 
the outset of the economic downturn, 
PDUs Direct understands the financial, 
cost-cutting challenges now facing 
SMEs. That's why PDUs Direct is com- 
mitted to supplying its customers with 
industry-standard, industrial-grade PDUs 
suitable for network and server environ- 
ments at prices falling 10 to 20% below 
competitors' online prices. PDUs 
Direct' s customer commitment extends 



PDUs Direct 

(888) 751-7387 
www.pdusdirect.com 
sales@pdusdirect.com 
(product, application, 
and order inquires) 
support® pdusdirect 
.com (tecii support and 
return inquires) 



to the company's easy-to-use, unclut- 
tered Web site, which makes locating the 
right PDU a quick, streamlined process 
without skimping on the pertinent prod- 
uct information customers require. 

PDUs Direct' s dedication to its cus- 
tomers is seen through its next-business 
day shipping policy; 100% satisfaction, 
30-day money-back product guarantee; 
and ultra-convenient email and live chat 
technical support options. Whether the 
question or concern is in regard to a prod- 
uct, order, or application, PDUs Direct' s 
chat support pairs customers with live 
operators who possess years of real-world 
PDU experience and knowledge. Custom- 
ers can even request a chat transcript for 
reference following a chat session. 

PDUs Direct power distribution units 
are constructed in steel-case enclosures, 
available in a variety of outlet and 
power-level configurations, and ship 
with a customer-selected power cord. 
Each switched PDU sold also includes 
the latest firmware from Server 
Technology and fully networked outlet 
management and power and environ- 
mental monitoring abilities. 



PDUs 



direct 
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For more Upcoming IT Events, see page 3. 



ISSA Upstate South Carolina 
April 16 
NuVox 

301 N. Main St., Suite 5000 
Greensville, S.C. 
www. upstate-issa.org 



Blade Systems Insight 

April 18-20 
Rosen Shingle Creek 
9939 Universal Boulevard 
Orlando, Fla. 
www.bladesystemsinsight.com 



AITP Pittsburgh 
April 19 
Slovak Catholic Sokol 
205 Madison St. Road 
Venetia, Pa. 
www.aitp-pgh.org 
AITP's Association 
Outstanding Ctiapter Award Winner 



AITP Southwest Missouri 
April 20 
Springfield, Mo. 
aitpspringfield.org 



ISSA St. Louis Chapter 
April 20 
St. Louis, Mo. 
stl.issa.org 



Oklahoma City AITP Chapter 
April 20 
Oklahoma City, Okla. 
www.aitp.org/organization/chapters 
/chapterhome.jsp?chapter=40 



AFCOM Central Ohio 
April 21 
Columbus, Ohio 
www.afcomcentralohio.org 



AITP Lehigh Valley 
April 21 
Fleetwood, Pa. 
www.lv-aitp.org 



AITP Northeastern Wisconsin Chapter 
April 21, 4:15 p.m. 
Holiday Inn Select 
150 S. Nicolet Road 
Appleton, Wis. 
new.aitp.org 



Interop 
April 25-29 
Mandalay Bay Convention Center 
Las Vegas, N.V. 
www.interop.com 



ISSA Des Moines 
April 26 
3920 SW Camden Circle 

Ankeny, Iowa 
www.issa-desmoines.org 



AITP Akron 

April 27 
Akron, Ohio 
www.akron-aitp.org 

AITP Long Island 
April 27 
www.aitp-li.org 



ISSA Inland Empire 
April 27, 11:30 a.m. 
Coco's Restaurant and Bakery 
60 West Foothill Blvd. 
Upland, Calif. 
ie.issa.org 



ISSA Baltimore 
April 28, 4:30 p.m. 
Sparta Inc. 
71 10 Samuel Morse Drive, Suite 200 
Columbia, Md. 
www.issa-balt.org 

ISACA- 
Combating Computer Fraud 
April 29 and 30, 8 a.m. 
Platform Labs 
1275 Kinnear Road 

Columbus, Ohio 
www.platformlab.org 

-MAY- 

Uptime Institute Symposium 2010 
May 17-19 
Hilton New York 
New York, N.Y. 
symposium.uptimeinstitute.com 
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How To Save On Cooling 
In The Summer Months 

As The Temperature Climbs, So Does The Cooling Bill 



by Elizabeth Millard 
• ■ ■ 

As ANY HOMEOWNER KNOWS, air condi- 
tioning is more expensive when the tem- 
perature spikes outside because the room 
unit or centralized equipment has to work 
harder to keep a steady temperature. The 
same is true with a data center, albeit on 
a much larger scale and with the added 
complication of heat rejection, notes Peter 
Sacco, president of PTS Data Center Solu- 
tions (www.ptsdcs.com). 

"Air conditioning will almost always be 
more expensive in the summer months due 
to the harder the A/C has to work in reject- 
ing heat into a warmer ambient environ- 
ment," he says. '"How much is too much?' 
is less a consideration for summer operation 
as it is for constant operation." 

Here are some strategies for keeping 
power and cooling operations streamlined 
and steady as the temperatures rise. 

Consider Larger Strategies 

To better address power and 
cooling, data center managers '"5?" 
have to look past incremental 
improvements, according to John 
Busch, chairman and CTO at 
Schooner Information Technolo- 
gy (www.schoonerinfotech.com). 
"Most of the power and cooling 
that is consumed is wasted due to 
inefficient use of processing and 
storage and communications 
equipment," he says. "This is, to 
a large extent, a consequence 
of dated application and infra- 
structure software which 
does not effectively ex- 
ploit radically improving 
processor memory tech- 
nologies." 

Busch adds that there 
is a potential order of 
magnitude improvement to be achieved in 
throughput per watt, throughput per cubic 
inch, and service availability by effective- 
ly taking advantage of multicore proces- 
sors, flash memory, and high-performance 
networking. This requires addressing 
application and software infrastructures to 
effectively utilize these technologies, 
focusing on greatly increasing thread level 
parallelism, more granular concurrency 
control, and cross-node replication with 
transparent recovery. 

He says, "By investing in the next genera- 
tion of multicore processors and flash mem- 
ory and in improved software parallelism, 
concurrency control, and replication, data 
centers can be 10 times as efficient." 

Plan For Temporary Cooling 

Sometimes an air and power strategy 
needs tweaking or equipment begins to 
sputter, and that's where temporary cool- 
ing comes in, usually in the form of stand- 
alone units that can do spot cooling. But 
simply placing the equipment in hot zones 
is less efficient than doing some design 
work in anticipation of potential issues, 
says Michael Sigourney, senior product 
specialist at AVTECH (www.avtech.com). 



"Even new equipment can fail if it's not 
calibrated right," he says. "So, in doing 
any design planning, you need to plan for 
power access and space. If you have a data 
center that sets up systems in rows, they 
may only put 3 feet between them, and if 
you have to bring in temporary cooling 
because your new air conditioner failed, 
you don't want to have to unplug some- 
thing to set up that unit. We see that as a 
very common problem." 

Perform Preventive Maintenance 

Before summer, take a look at electrical 
and mechanical systems, advises Kris 
Domich, principal consultant at Dimension 
Data (www.dimensiondata.com). With 
mechanical cooling systems — regardless of 
whether they're wet or dry coolers — such 
maintenance might include lubrication, 
checking relevant fluid/gas levels and pres- 
sures, clearing strainers and condenser 






coils, changing filters, and validating 
power draws compared to system loads. 

Additionally, power distribution sys- 
tems, including utility-provided power, 
will also experience more intense duty 
cycles during the summer, adds Domich: 
"In some extreme cases, metropolitan 
areas may experience brownouts due to 
overutilization of the grid, as well as 
blackouts commonly attributed to light- 
ing," Domich says. "Ensure that your 
emergency power subsystem is in good 
working order in the event of an outage 
and is being exercised on a regular basis." 

Another quick tip is to make sure there's 
sufficient insulation between the computer 
room and adjacent spaces. This is particu- 
larly important where windows or outside 
walls are considered. If windows do exist 
in the data center, it's especially crucial to 



determine whether there are any air leaks, 
which can let in humidity and warmth. 

For a more complete examination of 
preventive power and cooling mainte- 
nance, turn to "Care & Keeping Of Power 
& Cooling" on page 13. 

Keep Good Records 

In order to understand whether power 
costs are in line with the season, it's cru- 
cial to keep accurate records of utilization 
over time, Domich notes. Adding equip- 
ment to a data center year after year will 
likely increase power costs, and even 
when equipment is removed or replaced 
with lower-power equipment, it's not 



Key Points 



Look at upgrading processing and 
storage capability for greater efficiency. 

Establish a strong preventive maintenance 
strategy before the summer months hit. 

Keep accurate records to understand 
utilization and cost changes over 
different years. 




uncommon to find that power costs remain 
the same or even increase, he adds. 

"This is symptomatic of the inevitable, 
gradual degradation of efficiency that 
electrical and mechanical systems will 
experience over time," he says. Data cen- 
ter managers should verify the efficiency 
of their UPS, CRAC/CRAH, and chiller/ 
condenser plants against the manufacturer 
specifications for nominal performance, 
Domich advises. 

"Any negative variance may be attrib- 
uted to a decrease in efficiency that may 
warrant repair or replacement," he adds. 
"Of course, it's also important to know if 
your utility provider has modified its rates 
or added transmission fees or additional 
taxes. In large data centers, these charges 
add up fast and can affect power costs year 
after year." 



Keep On Top Of PUE 

One industry-preferred method of tracking power and cooling is to measure PUE (power usage 
effectiveness), either with spot measurement or real-time monitoring. "The PUE should be as low 
as possible, while at the same time, the site should always have sufficient cooling," says Peter 
Sacco, president of PTS Data Center Solutions (www.ptsdcs.com). "Additionally, the PUE should 
change very little from season to season in a properly designed space." 
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DS-RPC Remote Site Management Series 




Device Management 

Console Port Management 

Remote Power Control 

True RMS Voltage/Current 

SNMP Support 

HTTP Power Control 

SSHV2/SSL Secure Access 

RADIUS Authentication 

Direct TCP Port Access 

Telnet/SSH Menu Device Selection 

Device Port Naming 

Individual Port Password Assignment 



BayTech's DS-RPC Remote Management Series provides secure and 
reliable management for your network, servers, and console ports. 
The DS-RPC combines the powerful combination of power manage- 
ment and console access. The cost-effective DS-RPC Series is meant 
for single connection applications. Security features such as SSH v2. 



RADIUS authentication, SNMP and user access lists per port allow 
system administrators to remotely manage the DS Series with greater 
confidence and control. The selected host module provides either 
secure in-band or dial-up out-of-band access to your DS-RPC Series 
remote management solution. 



Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 




Prepare For The Unexpected With Room Alert 
N 



^ J o one knows when or how disaster will 
.strike. We just know the potenliiil is always there. 
So preparation is crucial lo minimizing its impact 
on computers, networks, users & business. 

When disasters occur, there are signiticant 
costs in ar^cas that go far beyond the simple 
replacement ofdamaged hardware. This is 
because what happens in the data center or other 
facility effects the entire organi7ation. If disaster 
strikes your facility, how will it impact business? 
Who will gel the blame? Could it have been 
prevented? What will it cost? 





Stiltttitms 




Stan At $195 


Room Aiert products can niniittnr: 


• Temperature 


* Smoke /Fire 


' Humidity 


■ Air Flow 


• Heat Index 


• Sound, Light 


■ Main/ UPS Power 


■ Panic Buttons 


• Flood /Water 


• Dry Contacts 


' Room Entry, Motion 


' Switch Sensors 


■ IP NetworK Cameras 


■ Wireless S More 



AVTECH has a full line of powerful, scalable 
Room Aleri solutions for real-time 
enviroiimetit monitoring in a computer room, 
data center or other facility. All models 
arrive assembled with easy to in.stall 
hardware, cables, sensors, easy-to-use 
logging & alerting software, printed 
documentation, unliinited technical support 
and a '30-Day Satisfaction Guarantee'. Users 
can typically install in under 10 minutes. 

Room Alert products monitor critical 
environment conditions like temperature, 
power, humidity, flood, smoke, room entry, 
air flow, motion and more, alert stalTby any 
iTiethod and can take automatic corrective 
action. There is a model that is right for any 
organization and budget... yours too! 

Call or Visit Us Online Today 



S^AVTECH 



888.220.670Q • 401.628.1600 
AVTECH.com 



Protect Your IT Facility... Don't Wait Until It's Too Late!' 



.■WTKCH i^lln:^u!^IJ«]JL■ Itutlirr i.J' IT & latililiirs 



riiUirtrg^ irnhJucL^. I'jrdiu 



i|vrjnK7iLML'rii.ki|-tviii. Iit:si;[lur inqijiriL-s ivl-L-imi 



POWERING UP 

YOUR NETWORK 



IE! 



4 



SERIES 



PART NUMBER: 1 01 01 05 - E21 30 VLiCB 59" 



PRICE: $289.00 



TRUE RMS Current and Voltage Measurement 
3-digit display 

Display flashes when current exceeds 80% of rating and/or high 

or low voltage condition exists 

Available in 2DA and 30A models 

Available in Zero RU vertical and 1RU horizontal models 



While supplies last, some restrictions apply 
CONTACT: sales@cyberswitching.com or (408) 436-9830 
to place your order or for more information 



Our expectations for quality, service, lead time 
and innovation have been exceeded without 
ing our budget. " 



I 



roduct Manager 




Some Of Our Valued Customers Include: ^ 

dobe Systems • ANL • Blue Cross Blue Shield ■ ■ 

Brocade Communications • Cisco Systems I ' I i 

ConSentry Networks Department of Defense 1 | 

Extreme Networks • Hewlett-Packard • Intel i B i 

I Jabil'NEC'TelenavWebEx yj U i 

CYBER@SWITCHING® 

www.cyberswitching.com • (408) 436-9830 
(408) 436-9828 Fax • (888) 31 1-6277 Toll Free 
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New Benchmark 
Measures 
Performance, 
Price & Energy 
Consumption 

Power efficiency in data centers is a growing 
area of importance, as companies worl< to 
meet environmental standards and save on 
operating costs. The former is a matter of 
compliance (as well as conscience), and the 
latter can have a serious effect on a com- 
pany's bottom line, as wasted energy trans- 
lates into wasted dollars. 

A major part of purchasing decisions for data 
center equipment involves energy efficiency. 
IVIanufacturers can provide data to this end 
on their own, but it's easy to skew results to 
suit a particular test criteria. 

The Transaction Processing Performance 
Council's new TPC-Energy benchmark is 
designed to evaluate the three most impor- 
tant criteria for customers making purchas- 
ing decisions. According to IVIike Nikolaiev, 
chairman of the TPC-Energy Specification 
Committee, those criteria are performance, 
price, and energy consumption. 

Regarding benchmarking, Nikolaiev says, "If I 
just have to reduce energy and I don't care 
about the performance or I don't care about 
the cost, that's easy to do. We wanted to go 
and create this set of metrics that would be 
unique in the industry in many ways in that 
there are all three parameters [tested]." 
Nikolaiev says the TPC-Energy benchmark 
provides a more well-rounded, real-world 
view of a particular product's capabilities. 

Apples-To-Apples Benchmark 

Beyond merely providing a means to evaluate 
products with a comprehensive apples-to- 
apples benchmark, the TPC also hopes that 
the new specification will drive innovation. 
"We're going to learn some things from this," 
Nikolaiev says. "We're going to learn what's 
the most energy-efficient configuration to run 
a database. And so the industry will move in 
that direction," ideally translating those find- 
ings into real-life applications. 

For a product's TPC-Energy scores to be 
validated by the TPC, an independent, certi- 
fied auditor reviews the findings; a company's 
peers and competitors also have the 
opportunity to review them. 

The TPC-Energy benchmark is supported by 
major hardware and software vendors. "It's 
better for us to cooperate and have an industry- 
standard benchmark than everybody having to 
go off and invent their own," Nikolaiev says. 
Without a standard measure, buyers often want 
to see scores from their own preferred bench- 
marks. This can be problematic because then 
manufacturers have to learn and run many 
different benchmarks, which may or may not be 
adequately suited to the task. Using a single 
test saves companies time and money. 

by Seth Colaner 
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In-Depth Airflow Analysis 

Use Computational Fluid Dynamics 

To See How Changes To Your Data Center Will Affect Cooling 



by Carmi Levy 

As COMPANIES CONTINUE to squeeze capi- 
tal budgets in the post-recession economy, 
data center managers find themselves chal- 
lenged to support more densely packed, 
heat-intensive equipment in a space that 
was never designed to accommodate the 
resulting thermal load. Without money to 
build new facilities or retrofit existing ones, 
IT must find creative ways to get more 
capacity out of the existing space. 
Computational fluid dynamics, or CFD, has 
emerged as an increasingly helpful tool for 
planning and analysis. 

Describing CFD as "a decision support 
and modeling tool that allows you to under- 
stand the implications of decisions you 



Key Points 



Computational fluid dynamics gives data 
center managers greater visibility into how 
airflow moves through the facility, which 
allows for equipment and facilities place- 
ment decisions that stretch cooling effective- 
ness and minimize cost and risk. 

Interest is growing as costs come down and 
simpler tools become more viable for use by 
relatively unskilled end users. 

Before conducting CFD-based analysis, or- 
ganizations must define their goals and as- 
sess the data center environment in detail. 



exist and model improvements in airflow 
to improve data center cooling." 

A Detailed Picture 

By mathematically modeling airflows and 
temperatures graphically and in three 
dimensions across the data center space, 
CFD helps data center managers understand 
how even a small change in location can 
have a significant impact throughout the 
facility. CFD provides insight into where to 
locate the cooling and IT equipment and 
perforated tiles. It guides floor layout and 
can even influence such factors as where to 
locate power and data connections and how 
best to route cabling both above and below 
a raised floor. 

"At the end of the day, it helps us better 
understand how to improve the thermal effi- 
ciency of the room through the value of 
'what if analysis," says Bemis. 

According to Lars Strong, a senior engi- 
neer with Upsite Technologies (www.upsite 
technologies.com), CFD is typically used in 





make about design in 
the data center," Paul 
Bemis, president and 
CEO of Applied Math 
Modeling (www.kool 
sim.com), says it leap- 
frogs other planning 
tools and processes tra- 
ditionally used to lay out the data center and 
build an evolutionary roadmap. 

"If you take a look at these other meth- 
ods, such as monitoring measurement 
and temperature measurement, they're 
not predictive," says Bemis. "They're 
historical and forensic. They look at 
the cause in retrospect, but they don't 
allow you to understand the future or 
predict what's going to happen under a 
certain condition." 

CFD, on the other hand, "allows you to 
mathematically and with a high degree of 
certainty predict the future and predict the 
outcome of a set of decisions that you make 
or conditions that occur," says Bemis. 

Uakinq The Opaque Transparent 

Because data center conditions can be 
so complex and variable, data center man- 
agers need all the help they can get. 
Without sufficient visibility, they're flying 
blind — and wasting resources. 

"Many data center managers have basic 
information on what power and cooling is 
being used," says John Consoli, CTO of 
AFCO Systems (www.afcosystems.com). 
"CFD modeling can provide a very 
detailed picture of what the cooling 
resources are actually accomplishing." 

Consoli continues, "Many data centers 
that seem to require additional cooling are 
often using existing cooling inefficiently — 
the cooling is being wasted. CFD modeling 
can show where cooling inefficiencies 




two key scenarios: building new facilities or 
increasing the capacity of existing ones. He 
says getting more efficiency out of an exist- 
ing data center is getting the most attention 
these days. 

"CFD can be used to show what the 
benefits will be from conditioned airflow 
management best practices, such as imple- 
mentation of cold aisle/hot aisle room 
layout, sealing bypass airflow openings, 
cold and hot aisle containment, installation 
of blanking panels, use of free cooling, 
changing cooling unit set points, etc.," he 
says, adding that such analysis can reduce 
risk in addition to cost. "CFD can be used 
to study failure scenarios and the effects of 
remodeling without affecting computer 
room operations." 

Avoid Hot Spots & Risks 

Complex, visual modeling can help 
identify — and avoid — thermal problem 
areas, and the results can be significant. In 
one case, Bemis says a company that had 
maxed out its thermally inefficient data 
center used CFD to identify an additional 
30% capacity and avoid building a new 
facility. Another client found $500,000 
worth of cost savings over the course of 10 
years by using CFD to streamline airflow. 

Growing interest in CFD can be attributed 
to three key factors, according to Bemis: 

Energy costs. Utility costs will only 
go up with time. Companies looking to 
get ahead of the curve are proactively 



examining existing infrastructure to 
maximize efficiency. 

Tool costs. Until recently, the tools typi- 
cally cost $20,000 and up per user per year. 
As costs have dropped below the $10,000 
threshold, Bemis says CFD has become 
more cost-justifiable for small and mid- 
sized enterprises. 

Tool complexity. Traditional CFD was 
often deployed by consultant specialists. The 
tools were sufficiently complex that the 
average end user was unable to easily take 
advantage of them. Updated tools with sim- 
plified interfaces are being increasingly tar- 
geted at end users, allowing companies that 
previously thought CFD was out of their 
league to finally opt in. 

Do Your Homeworl( 

Despite the drive toward more main- 
stream, cost-effective deployments, CFD 
remains a fairly involved undertaking. 
Organizations hoping to pursue this form of 
modeling to improve data center effective- 
ness need to do appropriate 
research before jumping in. 

"First, the data center 
needs to determine the 
goals they are trying to 
accomplish," says Consoli. 
"Second, they need to 
decide what level of granu- 
larity is necessary to 
accomplish their goals." 

As an example, Consoli 
says a data center that's 
m Jfjt I planning to deploy a row 
" / of very high-density, mis- 
^ sion-critical equipment in 

ii ^'^ existing space might 

^ Je ck want a detailed look at 
how that implementation 
will behave in the existing 
environment. They may want to model dif- 
ferent detailed scenarios to select the best 
way to move forward. Alternatively, some 
managers may simply want a big-picture 
snapshot of a new space to get a general 
feel for how to proceed. 

Upsite' s Strong echoes the "be prepared" 
message and says CFD can be a perfect 
example of garbage in, garbage out. 

"The key to CFD as a useful tool is first 
establishing an existing conditions model 
that has been validated by extensive onsite 
measurements," he says. "A thorough study 
of the computer room is necessary before 
any modeling begins." a 



ili 



CFD Defined 



According to John Consoli, CTO of AFCO 
Systems (www.afcosystems.com), computa- 
tional fluid dynamics is defined as the method 
of measuring and analyzing the physical 
effects of fluids in motion and is employed by 
a variety of industries for testing and modeling. 
Software analyzes various data — sometimes 
physical measurements or projected engineer- 
ing data — to create a visual simulation of the 
current or projected state of a system based 
on changing the variables. 

It is used by data center managers to model 
complex, three-dimensional scenarios to maxi- 
mize airflow and cooling efficiency and avoid 
hot spots that can reduce system reliability. 
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CyberView™ 

Cats KVM access over IP from anywhere around the world 




• Cat6 cable from KVM port to server end up to 40 meters 

• Cat6 cable up to 300 meters to remote access server 

• 8 / 16 / 32-port available 

• IP-based remote access function available 

• Matrix KVM allows simultaneous users for efficient system management 




Gate IP KVM 8/16/32 port 



Matrix Cat6 IP KVM 16/32 port 



Full range KVM integration 



1U20" 
1600 X 1200 



lUDual Slide 17" 
LCD KVM Drawer 






1U 19" Widescreen 
1440x900 




1U 17"/ 19" 
LCD KVM Drawer 




Austin Hughes 

At Austin Hughes, we are committed to providing 
our customers with quality products and excellent services 



8U 19" Widescreen 
LCD Quad Display 




8U 22" Widescreen LCD 
1680 X 1050 





1 U 20" LCD Drawer 
1600 X 1200 



AUSTIN 



Quality Commitment 

We insist upon using quality components in our products such as the Samsung A++ class LCD 
panel, which has an extended product life of more than five years. With an average defect rate of less 
than 1% during our two-year free service warranty, we want to ensure our customers' complete satisfaction. 



Full Range Product Series 

In addition to our excellent services, we offer a full range of products such as LCD KVM drawers, LCD display panels, keyboard drawers 
and KVM switches to meet our customers' needs. 

.Plea se contact our distributors for product inquiries. ^^^^^^^^^^^^^^ 
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News 



Report Examines 
Pay-Per-Use Software 

Many new software vendors have begun 
offering business applications using a 
subscription model, and a new report from 
IDC examines what you need to know before 
you invest in pay-per-use software. 

The idea of pay-per-use is attractive to 
many companies because they'd only have 
to buy what is needed. As an added bonus, 
customers don't have to pay for the entire 
software up front, which is appealing in the 
current economy. "It spreads the cost burden 
out over time, usually three to four years, 
which avoids capital spending and allows 
business units to buy their own software 
without having to involve IT," says Amy 
Konary, director of software pricing and 
licensing at IDC. 

But, Konary cautions, "It's very difficult for 
a software vendor whose business is built 
on the up-front perpetual model to transi- 
tion to a subscription model where revenue 
is recognized ratably." Some common 
issues include different models for sales 
compensation, cost flow, business 
partners, and operations. 
Konary also notes that there 
are "huge revenue implica- 
tions and culture changes 
that must take place inside a 
perpetually oriented vendor's 
business before they can get 
serious about subschption." 

Only What You Need 

One of the phmary reasons customers are 
interested in pay-per-use software, accord- 
ing to the IDC study, is that buyers often 
feel they are forced to buy more software 
than they really need. Generally, customers 
also pay for maintenance on the programs, 
and sometimes, they have to purchase 
maintenance on software that isn't even 
being used. IDC estimates that pay-per-use 
software accounts for only about 5 to 10% of 
the market but that smaller companies will 
have more options to consider in the future. 
To prepare, SMEs may want to check out 
the options and decide which one makes the 
most sense. 

"Usage tracking is coming," 

$ Konary says, "and so I expect 
data center and IT managers 
will have more information 
than they have had in the 
past on what their users are 
doing with software." The 
usage tracking will allow 
customers to analyze and act 
on the information, assuming 
that the enterprise and IT 
staff are prepared to proceed. 
"Going fonward, data center and IT managers 
will have opportunities to be more strategic in 
how they advise their internal 
customers on application 
adoption and in how they 
interact with their ven- 
dors," Konary says. 

by Nathan Lake 
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Care & Keeping 
Of Power & Cooling 

Preventive Maintenance Is Key To Saving IVIoney In The Long Run 



by Sixto Ortiz Jr. 

As WITH ANY OTHER Complex system, 
power and cooling equipment in the data 
center requires ongoing maintenance so it 
can continue to run smoothly. Neglecting 
required maintenance is a risky proposi- 
tion: Poorly maintained equipment, at 
best, runs inefficiently; at worst, poorly 
maintained equipment can suffer cata- 
strophic — and expensive — failures that 
can bring a business to its knees. Here's a 
look at some recommended best practices 
for conducting effective power and cool- 
ing system maintenance in the data center. 

Power Maintenance Musts 

One of the key elements of a data cen- 
ter's power infrastructure is the uninter- 
ruptible power supply, or UPS. During an 
unexpected shutdown of main power ser- 
vices, a UPS can provide uninterrupted 
operation for a business while the main 
power source is restored. However, a 
poorly maintained UPS could go on the 
fritz when it's needed most. So, what 
should administrators do to ensure their 
UPS systems operate properly? 

Henry Hu, service product manager at 
Emerson Network Power's Liebert Services 
business (www.liebert.com), says preven- 
tive maintenance for UPS systems should 
focus on power semiconductors, electrolytic 
DC capacitors, oil-filled AC capacitors, and 
circuit boards. 

For example, says Hu, power semicon- 
ductors should be visually inspected annual- 
ly for corrosion and breaks to the hermetic 
seal. Any devices suffering from corrosion 
should be replaced, he adds. 

Also, he continues, capacitors should be 
replaced before the end of their rated ser- 
vice life so that variations caused by tem- 
perature, airborne contaminants, and other 
environmental factors can be accounted for. 
Oil-filled capacitors, in particular, should 
be inspected for breakdown of the soggy 
foils and loss of capacitance. Capacitors 
within six months of their expected life 
spans should be replaced, he says. 

Even though circuit boards have no rated 
service life, boards exhibiting problems 
should be sent to the manufacturer for repair 
and testing, says Hu. Before returning a 
board to service, administrators should 
ensure that all outstanding revisions are 
incorporated and that the overall system 
using the board is tested. 

Cooling Maintenance Checldist 

Preventive maintenance for cooling 
equipment should focus on such key com- 
ponents as air filters, blower drive systems, 
compressors, facility fluid and piping, and 
evaporator coils, says Jeff Powers, Liebert' s 
director of marketing. 

Clogged air filters, for example, should 
be replaced because clogged filters reduce 
airflow and increase loads on blower drive 
systems, says Powers. Dan Hyman, co- 
founder of Custom Mechanical Systems 
(www.cmscooling.com), says the air filter 
pressure drop increases as filters collect 
dirt and dust, and even the smallest drop in 




Iff 



pressure can lead to the need for additional 
fan energy. 

A simple magnehelic gauge can be used 
to measure pressure drop across a filter 
bank, says Hyman. However, he notes, the 
measurement should be made with the unit 
running at full speed. 

Blower belts, bearings, motors, and 
wheels should be inspected regularly to 
ensure that no wear or damage is causing 
the equipment to malfunction, adds Powers. 
Additionally, Custom Mechanical Systems' 
Hyman says administrators should check 
and adjust belt tensions monthly for air 
handlers and CRAC unit fans that use belt 
drive fans. 

Powers adds that compressors should be 
checked for leaks and the oil level should 
also be inspected, as too little or even too 
much oil can reduce service life. Only the 
manufacturer- or OEM-recommended type 
of oil should be used. 

Cooling units that use facility water or 
glycol need to be maintained such that the 
quality of the fluid delivered to the units is 
as contaminant-free as possible, says 
Powers. Finally, evaporator coils need to be 
checked periodically to ensure that they are 
clean and free of debris. 

Bacl(up Cooling Upkeep 

Performing scheduled maintenance on a 
cooling system is a great practice, but what 
happens to equipment while the main cool- 
ing system is down? According to Clark 
Michel, vice president of Atlas Sales & 
Rentals (www.atlassales.com), portable air 
conditioners — also known as spot coolers — 
can bridge the gap when the primary cool- 
ing system is down for maintenance. 




Key Points 



• Clear and concise procedures are the foun- 
dation of an effective maintenance program. 

• Neglecting maintenance tasks such as 
changing filters or checking and adjusting 
belt tensions can result in catastrophic 
damage to equipment at some time in the 
future. Neglect can also lead to ongoing 
energy inefficiencies that cost money on a 
daily basis. 

• Backup cooling units can provide continuity 
even as main cooling units are down for 
maintenance, so don't let fear of interrupting 
operations be your excuse for neglecting 
required maintenance. 



These units, adds Michel, can be wheeled 
in and positioned where they are needed to 
ensure that servers, networking equipment, 
and other critical electronic components can 
continue to run effectively. 

Administrators often rent these units, 
although Michel says some choose to 
purchase them so they can have backup 
cooling on hand in case of an unexpected 
emergency. Michel adds that portable 
units simply require cleaning and filter 
replacements in the way of maintenance, 
so they are reliable when it comes to 
providing on-demand cooling. 

Remember To Establish Procedures 

Mike Durham, quality director at Blue- 
Lock (www.bluelock.com), a provider of 
cloud and managed IT services, says admin- 
istrators should have documented proce- 
dures for proper operation of equipment and 
ensure that they are followed. Procedures 
should also provide contact information for 
key personnel. 

Also, he adds, internal log data generat- 
ed by the equipment should be used to 
alert personnel when equipment is not 
operating properly or when a potential 
problem exists. 



Establish A Maintenance Scliedule 

According to Mike Durham, quality director at BlueLock (www.bluelock.com), a quarterly, semiannual, 
or annual maintenance check should be performed on critical data center equipment, including AC 
units, UPSes, and PDUs. He suggests establishing a basic schedule of maintenance tasks: 

AC Units: Quarterly. Change filters, check refrigerant, clean drains, check belt tensions, verify back 
and head pressures on compressors, wash condensing units, and check for free airflow. 

UPSes: Semiannual. Check battery strings, charge levels, and check electronics for power transfers. 

PDUs: Annual. Use thermal imaging to detect hot spots. 

Additionally, Durham says, IT should consult with product vendors to ensure maintenance check 
completeness. 
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Server Racks • Server Cabinets • Wall mount Racks • LAN Racks 
Network Racks • Portable Rackmount Cases • Accessories 
GSA Schedules • Custom Racks Manufactured As Needed 

Our products are a solid value for your time and money. We pride ourselves 
in providing quality customer service. Please call us at (866) 207-6631 and 
let us know how we can solve your rackmount needs or visi 
www.rackmountsolutions.net. 




Rackmount Solutions Ltd. | (866)207-6631 | www.rackmountsolutions.net | ISOgooiiiooS Certified 



Processor Showcase 

The Processor Showcase provides a 
quick glimpse of data center products 
available from some of the industry's 
leading manufacturers. Each Showcase 
provides information on the product's 
most important features, complete with 
a product photo, to simplify your 
buying process. 



Product manufacturers and resellers: 

To list your products, call (800) 247-4880. 



Physical Infrastructure 



CS-3AVY Sentry Smart CDU 

/Provides reliable 3-Phase 
power distribution. Multiple out- 
let types distribute multiple volt- 
ages via 3-Phase 208V Wye 
power in-feed. 




High Density 
IVIultiple Voltage Outputs 
Input Current Monitor 
IP Access & Security 
SNMP Traps 

Environmental (Temperature 
& Humidity) Monitoring 
Branch Circuit Protection 
NEW! Linking for Smart 
CDU (Expansion Modules) 



Server Technolosy^ Inc. 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 



Physical Infrastructure 



CW-24V5 Sentry Switched CDU 

Mixed Outlet 3-Phase 
415V/240V 

• Achieve greater efficiencies 
by bringing 3-Phase 415V to 
the cabinet and 240V to the 
devices 

• Single-power input feed; 24 
outlets per enclosure 

• Delivers up to 21. 6kW 

• Remote power management 

• IP access and security 

• SNMP traps and email alerts 

• Environmental monitoring 

• Ability to add an expansion 
module 




Server Technolosy 

SolLliwra for ^ Data Car!er cgjipmwt Cabiral 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com/products 



Physical Infrastructure 




CS-2HD2/HDE Smart Power Monitor 

Easily add input current load and power monitoring to any 
existing cabinet 

Quickly added to SAN's or other cabinets that do not have 
any power monitoring capabilities 
Measure aggregate current draw on each power circuit 
IP access and security/Environmental monitoring 
Provides automated SNMP-based alarms or email alerts 



Server Technology 

^iDlora faf th« Data Carier £(;jipm«r.t Cablral 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 



Pegasus Buys, Sells and Offers Depot 
Maintenance on Kronos Timeclocks 



Specialize in 420G, 
440B, 460F, 480F, 
551. and 4500's 



l_i^K 1 Ethernet Daughter Board, 

I . I Modem Option, Remote 

I : : : : ; : ll Readers, Bell Relays, Master 

r ' -1 ""' s Sync, Battery Backup Kit, Dual 
Reader, /O board. External 
Reader I/O Board 

We can supply any configuration you need, if you 
have cioci(s instalied and need a specific KOS 
version we can help you. Same is true on I/O Boards. 



Pegasus Computer IVIarketing, Inc. 

(800) 856-2111 I www.pegasuscomputer.net 



dbg 



DEC-Compaq-Clsco-Sun-SGI 



770-931-7732 

Fax 770-931-9416 

www.dbgweb.com 
salesp@clbgweb.com 



AlphaServer GS160 Model 16 

Base System for OpenVMS 

• DY-160CG-AA 

• One Alpha 21264 Processor 1224 MHz 

• Four Quad Building Blocks 

• One 14-Slot PCI Shelf 

• OpenVMS Operating System License 

ALSO AVAILABLE: 

• Additional 1224 MHz CPU w/SMP 

• Additional Memory 

• Additional PCI Shelves 

• Additional PCI Options 



2 Systems In Stock! 



Authorized COMPAQ' Reseller 

WE WILL BUY YOUR USED HARDWARE! 
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iderfloor Cable Management 



Chatsworth Products OnTrac Wire Mesh 
Cable Tray System 




NetCablesPlus 10-Foot Hook 
& Loop Cable Wrap 




Chatsworth Products' OnTrac Wire Mesh Cable Tray System is a point-to-point pathway solution 
that both supports and distributes large quantities of cables to equipment cabinets and racl<s. In 
addition to being highly flexible, workers can position the OnTrac system under access floors or 
above drop ceilings, against walls, or on top of racks and cabinets. Additionally, the company's tray 
system can be cut and shaped to create transitions with smooth curves around building structures 
and obstacles. 

• Supports large network cable loads with easy-to-use pathway design 

• Ships in multiple widths and depths to match various requirements 

• An open-top design enables easier future alterations 

• Wide range of accessories available, including splices, clamps, and brackets 

• UL-classified as an equipment ground conductor 

Best For: Equipment rooms, office spaces, and data centers of all sizes. 
Price: $79.90 to $190.40 



Designed to organize cabling under floors and on AN equipment stacks, com- 
puter desks, or networking closets, these hook-and-loop nylon ties are easily 
reusable due to their self-attaching design. The bulk size is the best way to cut 
costs and get the right size to handle any job. 

• Constructed of high-strength nylon 

• Self-attaching design enables reusability 

• Eliminate waste by cutting off correct amount of cable wrap from bulk reel 

• Lifetime warranty 

Best For: Organizing cables under floors or on desks or networking closets. 
Price: $8.99 



(800) 834-4969 
www.chatsworth.com 



(401) 475-6040 
www.netcablesplus.com 



NetCablesPlus Tyton Raceways 



PDU Cables Air Guard Cable Seals 




NetCablesPlus' full line of Tyton Raceways are made to fulfill all of a company's installation 
needs. Each cable raceway includes a large enough base to provide an excellent adhesive sur- 
face. Additionally, an attractive low-profile design lets the raceways blend into any environment, 
while a number of complementary fittings and accessories allow for adjustments as needed. 

• ElA/TIA-compliant 

• Complies with industry-standard CAT 5 requirements for bend radius 

• IVIade from 94V-0 PVC 

• Multiple fittings available to work with any underfloor plan 
Best For: Data centers that want to hide cables attractively. 

Price: $1 1 .99 (6 feet x 0.75 inch); $1 5.99 (6 feet x 1 .25 inches); $21 .99 (6 feet x 1 .75 inches) 




PDU Cables is the exclusive supplier of the Air Guard Cable Seal product 
line, which includes products that seal access holes required for routing 
cables through a data center's flooring. The Air Guard Cable Seal product 
family gives companies immediate energy savings due to the products' abil- 
ity to significantly minimize cool air loss while simultaneously improving the 
static pressure to keep data center equipment from overheating. 

• Excellent seal around cables provides effective, economical means 
to eliminate bypass air though cable cutouts 

• Reduces air loss in plenum-cooled floors 

• Improves underfloor static pressure 

• Extends life of cooling equipment 

• Flexible and simple cable routing via removal of floor tiles without 
disconnecting equipment 

Best For: Sealing any size of cable opening. 



(401) 475-6040 
www.netcablesplus.com 



(866) 361-4238 
www.pducables.com 
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NetCablesPlus 

Fiber Snap-In Modular 

Surface Mount Box (6-Port) 


NetCablesPlus Keystone 
Surface Mount Box (12-Port) 


NetCablesPlus Screw-Mountable 
Hook & Loop Cable Ties 


V . 


J 




The Fiber Snap-In Modular Surface Mount Box is suit- 
able for multimedia and optical fiber applications. The 
mount box's write-on designation labels and port icons 
allow for easy identification. The boxes use 1 -inch-high 
snap-in modules for different configurations of jacks and 
connectors for maximum installation flexibility. Breakouts 
are integrated into three sides of the box for raceway or 
cable entry. Installers can easily snap out the box's front 
to make changes without opening the box. 

• Write-on station designation label 

• Studs for cable tie fastening 

Best For: Multimedia and optical fiber applications. 


Designed for networking and multimedia applications, the 
Keystone Surface Mount Box features a compact, easy- 
to-install design that accepts different configurations of 
keystone jacks and inserts for maximum flexibility. The 
snap-on top cover includes write-on designation labels, 
clear covers, station IDs, and mounting screws. Breakouts 
are included on three sides for raceway or cable entry. 
Modules can be easily snapped out of the front of the box 
to make changes without opening the box. 

• Provides custom-configured system 

• Studs for cable tie fastening 

Best For: Ethernet, AA/, and other applications. 


NetCablesPlus' Screw-Mountable Hook & Loop Cable Ties are 
designed to make organizing underfloor cabling painless. The 
hook-and-loop nylon ties are easy to work with and are reusable 
thanks to their self-attaching design. The ties are available in 
8- and 1 2-inch sizes to adapt to any job. 

• Made of high-strength nylon 

• Self-attaching design suitable for reuse 

• Designed specifically for screw-attachment to plywood, wood 
framing, relay racks, and drywall 

• Lifetime warranty 

Best For: Any size of data center with a need to organize under- 
floor cabling. 


Price: $8.99 


Price: $6.99 


Price: $7.99 (10 8-inch ties); $9.99 (10 12-inch ties) 


(401) 475-6040 
www.netcablesplus.com 


(401)475-6040 
www.netcablesplus.com 


(401)475-6040 
www.netcablesplus.com 



Snake Tray Bendable Cable Trays Snake Tray Snake Canyon 

I Modular Cable Tray System 




Snake Tray Bendable Cable Trays can be bent by hand 
and mounted directly to the floor or suspended from the 
pedestals on an access floor. Trays bend around obsta- 
cles in the floor and install quickly with built-in mounting 
hardware. The Snake Canyon and Snake Tray Bendable 
systems can stack together for low-cost shipping and 
easy handling. 

• Hand-bendable (no onsite fabrication required) 

• Trays connect together with one connector 

• Easily mounts to the floor with built-in mounting rings 

• Open architecture allows for cables to load from 
any direction 

• UL Listed 

Best For: Government, retail, education, financial, 
industrial, marine, and other industries. 



(800) 308-6788 
www.snaketray.com 




Snake Tray's Snake Canyon Modular Cable Tray System 
is designed so the system can immediately integrate with 
the structural elements already in place within a compa- 
ny's access floor, creating an underfloor cable manage- 
ment approach that drastically reduces installation costs. 

One-piece drop-in cable tray module 
Models are available for all floor types 
No additional hardware is required 
Trays are movable and reusable 
Tray design ensures proper airflow 
Power module accessories are available 
UL-classified 

Low-cost shipping and easy handling 

Best For: Government, retail, education, financial, 
industrial, marine, and other industries needing 
cable management. 



Upsite Technologies KoldLok Mini 
Raised-Floor Grommets 




(800) 308-6788 
www.snaketray.com 



KoldLok Mini Raised-Floor Grommets seal small openings in 
new data centers, existing computer rooms, and raised floors to 
optimize existing cooling equipment and manage heat loads. 
Measuring 4x6 inches, the patent-pending thermal management 
grommets give installers a handy way to split power and data 
cabling to minimize interference and also move floor tiles without 
capturing cables. The grommets improve existing cooling unit 
capacity, reduce equipment hot spots, lower infrastructure costs, 
and facilitate increasing sen/er density. Each grommet has 13,200 
opposing, angled, and intermeshed nylon filaments that block up to 
98% of bypass airflow. 

• Filaments and frame meet UL94 VO standards 

• Sits flush with raised-floor surfaces (or other panel surfaces) 

• Available with and without static dissipation 

• Static dissipation feature integrates with raised-floor static 
dissipation system to provide 1 gigaohm of resistance 

Best For: Sealing small cable openings in new or existing data 
centers and for cost-effectively splitting power and data cabling. 



(888) 982-7800 
www.upsite.com 
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ck-Based Power Distribution 



Cyber Switcliing ePower 



ia 19 29 



Cyber Switching's ePower family is targeted at data center managers searcliing for greener 
solutions. These products integrate enhanced features while remaining reliable and afford- 
able. Patented Individual Outlet Power IVIetering and Control provides billing-grade metering 
for each individual outlet at an accuracy of 2% or better. Utilizing the unit's full-color LCD 
touchscreen or a standard Web browser, IT personnel can keep up-to-date on critical infor- 
mation, including real-time power information, load details, input line utilization, and system 
status. ePower saves your company time and energy while also saving the environment. 

• Patented Cyber Breaker® technology protects equipment by limiting overcurrent 
conditions to a single outlet 

• Color LCD touchscreen has an intuitive interface, and the guides allow for fast and 
simple local setup 

• Two high-speed USB ports can support up to 127 peripherals, such as environmental 
sensors or Web cams 

• More than 60 high-density PDU configurations, including Wye and Delta 3PH inputs from 
4.2 to 27.3kW 

• Network connection allows for remote monitoring and management of your power usage 

Best For: Companies looking to implement a comprehensive data center 
management plan. 



Cyber Switcliing Galaxy Series 







CYBER@SWITCHING® 

Aa-l CA-] BC-l AB-2 


Galaxy Series 

m wi 

CA2 BC2 



The Galaxy Series from Cyber Switching easily and affordably distributes single-phase 
or three-phase power within a three-phase infrastructure. Galaxy products are available 
in many different models and outlet configurations suited to customers' needs. The 
Galaxy Series provides IT and facilities personnel with a flexible and cost-effective tool 
for managing a three-phase infrastructure. 

• 20-, 30-, or 50-amp rated 

• Single or dual input cords 

• UL-489 circuit breaker protection 

• Standard 19-inch rackmount format (1 RU or 2RU depending on model) 

Best For: Organizations looking for a flexible and cost-effective PDU for managing their 
three-phase infrastructure. 



(888) 311-6277 
www.cyberswitching.com 



(888) 311-6277 
www.cyberswitching.com 



PDUs Direct CW-8H1-C20M & CW-8H2-C20M 




PDUs 



direct 



With the 1 10V CW-8H1-C20M and 208V CW-8H2-C20I\/I, you can control and monitor 
your outlets remotely through an IP connection or serially for out-of-band access and 
enjoy the combination of power distribution and remote management. The PDUs also 
provide power and environmental monitoring, and when power or environmental con- 
ditions surpass the maximum limit, users are warned through SNIVIP alerts. The 
industrial-grade outlets provide multiple in-feed plug types and upgradeable firmware 
for dependable power distribution. The CW-8H1-C20M and CW-8H2-C20I\/I also let 
users reboot both single- and dual-power servers with just one command. 

• Individual outlet control 

• Environmental monitoring 

• Industrial-grade outlets 

• Steel case enclosure 

• Eight NEIVIA 5-20R outlets or eight I EC CI 3 outlets 

Best For: Small to midsized organizations looking for a remotely controlled power unit. 
Price: $350 (CW-8H1-C20IVI); $360 (CW-8H2-C20I\/I) 



Raritan Dominion PX 




Raritan's intelligent rack PDU portfolio includes single-phase, three-phase, outlet- 
metered, outlet-switched, and inline power meters to meet the needs of diverse IT 
environments. Dominion PX measures power at the outlet level (RIVIS and apparent 
power), providing accurate views of power consumption at both a server and PDU 
level. Detailed, real-time power information is helpful in improving data center uptime 
and productivity, power and cooling capacity planning, load balancing, and energy 
efficiency. Information is displayed at the power strip via an LED display and remote- 
ly through a Web browser. 

• Simplified capacity planning with unit-level and outlet-level power utilization 
information 

• Resolves emergencies and improves MTTR with remote serial and TCP/IP access to 
outlet-level switching 

• Controls outlet groups using a single IP address, within a single PDU or across 
multiple PDUs 

• Alerts provided via email, SIVIS (via external gateway), audio alarm, and SNIVIP traps, 
providing advanced warning before major incidents occur 

• Includes environmental monitoring with optional temperature and humidity sensors 

Best For: Organizations needing an efficient power solution. 



(888) 751-7387 
www.pdusdirect.com 



(800) 724-8090 
www.raritan.com 
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Eaton Switched ePDU 




PDUs Direct C-16V2-C20MX 



Designed for data centers and remote site management, Eaton's Switched 
ePDU provides remote power monitoring of voltage and current. The cur- 
rent is displayed on a local two-digit ammeter. The Switched ePDU 
employs multiple configurations and is available in 42- or 70-inch vertical 
lengths. It provides individual on/off/reboot control of eight to 24 AC power 
receptacles, and the control interface is highly customizable with multiple 
functions and flexibility, allowing either SNMP traps or email alerts. 

• Individually control outlets via serial or Ethernet connection 

• 1 00- to 240-volt operation, 20- to 30-amp input circuit 

• Voltage monitoring and current monitoring (per groups of eight outlets) 

• Highly customizable firmware interface 

• Environmental monitoring provides contact closure (door/water) sen- 
sors, temperature and humidity monitoring, and more 

• Email alerts of events 

• Industrial-grade design made of high-quality components with multiple 
mounting options for flexibility 

Best For: IT and data center managers looking for a customizable remote 
power monitoring solution. 

Price: Starts at $599 




The C-16V2-C20MX metered PDU provides several 
in-feed plug types and a local amp meter for the 1 6 
NEMA 5-20R or16 lEC C1 3 outlets. This PDU is 
designed to be mounted in the rear dead space to 
leave more space for equipment and ventilation. It 
also features local LED input current monitoring, 
which lets you accurately measure the amps from the 
connected power circuit, safely maximize the load, 
and reduce the risk of overloads. 

• Industrial-grade outlets 

• Steel case enclosure 

• Premium powder coat 

• True RMS reading with input current monitoring 

Best For: IT managers who need to save space for 
equipment and ventilation. 

Price: $235 



(800) 386-1911 
www.epdu.com 



PDUs Direct C-21VY-L2120 




The C-21VY-L2120 metered three-phase rack-mountable PDU 
offers a combination of high-density support and load balanc- 
ing using LED load meters. Additionally, it has 21 lEC CI 3 out- 
lets, a locking three-phase NEMA L21-20P in-feed plug, and 
three integrated local amp meters (one for each phase). It also 
provides nearly twice (1 .732 times) the power density of a 
standard 208V circuit, and it can be mounted in the rear dead 
space, so it won't eat up rack space. 

• Industrial-grade outlets and a steel case enclosure 

• High-quality powder coat 

• Three local LED phase meters with True RMS reading 

• Hardwired power cord 

Best For: Small data centers that need overcurrent protection. 
Price: $310 



(888) 751-7387 
www.pdusdirect.com 



(888) 751-7387 
www.pdusdirect.com 



Server Technology 
Per Outlet Power 
Sensing PDUs 




Server Technology's line of POPS (Per Outlet Power Sensing) PDUs 
combine intelligent cabinet power distribution and network- and 
serial-based power management with the ability to provide power mon- 
itoring per an individual outlet or device. This product family is able to 
monitor the current load, voltage, power, apparent power, crest factor, 
and power factor per individual outlet at an accuracy of +/- 2%. 

• Using POPS PDUs along with SPM (Sentry Power Manager), users 
can view power information per device, individual cabinet PDUs, 
rows of cabinets, the entire data center, or even globally over multi- 
ple facilities 

• Reports power information such as current, voltage, power (kW), 
apparent power, crest factor, and power factor 

• Supports two external 1 0-foot probes to measure temperature and 
humidity; users can receive SNMP-based alerts or email 
notifications when conditions exceed defined thresholds 

• LED digital display reports the input current of the branch circuit 

• Meets the UL 60950-1 requirement for branch circuit protection 

• Ability to add an expansion PDU to monitor separate power circuits 
from a single IP address 

Best For: Organizations that want to monitor the power usage and 
effectiveness of equipment. 



Server Technology 
Sentry 415V CDUs 



(800) 835-1515 
www.servertech.com 



415V three-phase power distribution to the rack level 
is fairly new technology in North American data cen- 
ters. By bringing single-phase 240V/415V power 
directly to devices in the cabinet, there is a sizable 
efficiency gain both in the power distribution system 
and in the device itself. With Server Technology 
Smart and Switched 415V PDUs, you can also moni- 
tor environmental conditions, including power, tem- 
perature, and humidity levels, via two external 10-foot 
probes. Customized SNMP-based alerts let you know 
if any condition reaches a specified threshold. 

• Circuit breakers or tool-less fuse retractors to 
protect the branch circuits 

• True RMS current monitoring to guard against 
overloads 

• Daisy-chain linking capabilities 

• Two external 1 0-foot probes to monitor tempera- 
ture and humidity levels 

Best For: Data centers in need of high-density power 
distribution and those looking to convert to 415V at 
the rack level. 



Server Technology 
Smart Power Monitor 




The rack-based Smart Power Monitor from Server Technology 
lets you add current load or power monitoring to your cabinet via 
Web GUI using either a serial connection or a Web-based 
interface. With this capability, you can see if there is enough 
power available for you to add devices to your cabinet and find 
out how close you are to the circuit's power capacity. Addition- 
ally, you can be sure your CDU's power in-feed is correctly 
loaded. The Smart Power Monitor can support two external 10- 
foot probes, which measure the temperature and humidity levels. 
You can view the conditions through a Web interface and receive 
alerts when environmental levels surpass thresholds you've set. 

• Input current monitor measures the aggregate current draw on 
each power circuit 

• Remote management via Web-based interface 
or serial connection 

• Supports two external 1 0-foot probes that measure 
temperature and humidity 

• True RMS current monitoring 

Best For: Organizations that need to remotely monitor and 
aggregate information for data centers and other facilities and 
already have Basic or Metered PDUs deployed. 



(800) 835-1515 
www.servertech.com 



(800) 835-1515 
www.servertech.com 
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HOW TO 



Implement A Data-Center- 
In-A-Box Solution 



Is A Modular Unit Right For Your Enterprise? 



by William Van Winkle 

According to Jean Brandau, product 
marketing manager for HP's Scalable 
Computing and Infrastructure organization 
(www.hp.com), the company only expect- 
ed interest from niche markets when it first 
rolled out its line of container-based modu- 
lar data centers. In less than two years, 
however, the semi-portable container 
approach to drop-in compute expansion 
has proven popular across a broad range of 
enterprise interests from disaster recovery 
to general usage. 

Opinions vary on what size of enterprise 
makes the most sense for modular data cen- 
ter adoption. A stripped-down 20-foot con- 
tainer can start around $700,000. A 40-foot 
unit starts in the $1.2 million zone. Organ- 
izations wanting to bring in a unit by rail can 
even opt for a 53-foot model, but this obvi- 
ously steps the discussion beyond what most 
small enterprises might consider. 

Despite their lofty price tags, the benefits 
a container provides can definitely seem like 
a bargain when compared to expanding an 



existing structure or moving into a new, 
larger building when an existing data center 
runs out of power, room, or both. 

Due Diligence 

Power remains one of the top reasons 
enterprises turn to containers, as the cost of 
retrofitting a building with more capacity 
can be prohibitive. Containers are designed 
for high compute density, and many target a 
600kW capacity. HP states that it targets an 
average of 27kW per rack, although its 
power distribution system allows for 34kW 
per rack, meaning some racks can be higher 
than 27kW and some can be lower. Know- 
ing these specifics will start to define how a 
modular data center will fit an enterprise's 
needs. It will also reveal whether power can 
be pulled from the building or if new capaci- 
ty needs to be brought to the site. 

"Customers need to have a pretty accu- 
rate idea of what type of equipment they 
want to place in the container," says 
Brandau. "Different containers will put 
different limitations on what you can 
install. We designed our container for 



Why navigate through countless Web sites when you can get all 
the information you need in just a few minutes by reading Processor! 
Processor's content is comprehensive, but it's presented in a 
quick, easy-to-read format, so you can keep up with the constant 
flood of new data center products and technologies. 




front-to-back airflow. If you [have] equip- 
ment that requires top-to-bottom or any 
other kind of airflow, there may be other 
modifications you need to implement." 

Unlike indoor data centers, a modular 
data center placed outside the building will 
need additional environmental controls. 
Excessively rainy or arid environments may 
need higher-end humidity controls. Tem- 
perature controls follow in the same vein. 
This becomes particularly important in mar- 
kets such as military, research, or natural 
exploration, where containers can be placed 
at the "network edge" in places such as the 
jungle or tundra. 

Density is often a key driver in container 
adoption. Some enterprises will purchase 
an empty container and migrate their Tier- 1 , 
top-density application(s) into it, leaving 
lower-density apps, such as storage, back 
inside the data center. This tactic frees up 
floor space without increasing the loca- 
tion's total energy budget, but it may 
require smaller changes to the facility near 
the container in order to accommodate 
power, cooling, and security. 

One other mistake that some enterprises 
make is thinking that containers are rela- 
tively easy to move. Nothing that requires a 
crane to place or lift is "easy." 

"If you're going to do something that 
moves within a year, there are much more 
affordable ways of doing it than buying one 
of these containers," says Michael Richard, 
global consulting professional services at 
Sun Microsystems (www.sun.com). 

Deployment 

Installing a modular data center comes 
with its own set of potential challenges. For 
starters, managers need to know that there's 
more to deployment than dropping a con- 
tainer in a parking lot and connecting a few 
wires. The container will need to be accom- 
panied by an adjacent pad with a power 
distribution unit and cooling equipment. 
Many containers also deploy with another 
twin container devoted to backup and 



Key Points 



• Do due diligence and evaluate your enter- 
prise's specific expansion needs before 
committing to a solution such as a modular 
data center. 

• Containers are more than just servers in 
a can. They involve precise environmen- 
tal controls and often need adjacent 
power and cooling support from a sec- 
ondary container. 

• Be sure you are prepared for deployment. 
And the first time, it may prove to be most 
cost-effective to let the vendor handle most 
of the deployment details. Watch and 
learn, then try handling some of the details 
on a second deployment. 



generator power if the nearby building 
can't handle the load. 

"There are cooling devices inside the 
container but they rely on the utilities that 
come from a building or cooling source that 
chills the water that runs through the con- 
tainer," explains Sun's Richard. "You still 
need to have all the utility features external 
to the container. And you still have some 
power to feed the container." 

Far from being a cookie cutter process, 
each container can be fmely customized from 
end to end and outfitted with an array of 
accessories. Unless deployment happens in a 
secure warehouse, enterprises will want a 
fenced perimeter around the container. 
Surveillance cameras can be installed inside 
and out. Door locks can be mechanical or 
magnetic and backed up with ID card or bio- 
metric readers. Of course, all these features 
cost extra, as do transportation, crane rental, 
utility hook-ups, and so on. 

In fact, HP's Brandau notes that if there is 
one common mistake made in container 
deployment, it's waiting until the last possi- 
ble minute to tend to infrastructure details. 

If the headache of deployment sounds 
overwhelming, rest assured that every mod- 
ular data center provider either has an in- 
house collection of staff and resources 
devoted to deployment or a few choice 
partners able to handle everything from ini- 
tial site assessment to post-installation per- 
formance tuning. 

And having some help during deploy- 
ment is recommended. Gordon Haff, prin- 
cipal IT advisor at Illuminata (www. ilium 
inata.com), says that "If this is the first time 
you've done something like this, it proba- 
bly makes sense to pay for a certain amount 
of handholding." ta 



TOP TIPS 



Design your facilities in 
such a way that you could 
add a data center in a 
box for incremental ca- 
pacity, says Gordon Haff, 
principal IT advisor at 
Illuminata. "If you're not 
sure what your growth 
needs are going to be, this 
is one way to design things 
relatively inexpensively 
up-front so you can add 
compute capacity if you 
need it." Organizations 
wanting to add a container 
to their existing data cen- 
ter operations should 
assess whether their exist- 
ing UPS capacity is suffi- 
cient for both the present 
container deployment as 



well as expected growth. 
If not, an upgrade or 
replacement may be 
in order. 

According to Michael 
Richard, global consul- 
ting professional ser- 
vices at Sun IVIicrosystems 
(www.sun.com), IT must 
understand the local 
codes and criteria, be- 
cause many communities 
view these as building 
structures, even though 
they're mobile. "If you're 
inside a fairly populated 
area, they will start view- 
ing those as fixed struc- 
tures, even though they 
may not be." 



If you're moving equipment 
from the data center out to 
a container, watch out for 
proprietary or incompatible 
form factors. For instance, 
some containers implement 
racks that will only accept 
half-depth servers. 

IT and facilities staff must 
work on container adoption 
together. The decision 
process is usually driven 
by IT, but adding 20 or 
more racks of compute 
resources will place sub- 
stantial demands on the 
facility. Infrastructure man- 
agement has to be in the 
loop in order for deploy- 
ment to go smoothly. 
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Go With The Flow 

Lancope Helps SMEs Analyze & Monitor Their Network Traffic Flow 



by Robyn Weisman 

Often the best technologies are acci- 
dents. About 10 years ago, Lancope founder 
and Georgia Tech professor Dr. John 
Copeland was researching how flow tech- 
nologies can increase the speed of ATM 
(Asynchronous Transfer Mode) cells as they 
move around the network when he stumbled 
on the fact that he could find patterns of 
activity in the flows of information across 
the network to detect malicious network 
communications, such as worm outbreaks 
and denial of service attacks. 

Copeland shifted research away from 
ATM cell- switching technology and began 
focusing his flow research and analysis on 
the security market, says Adam Powers, 
CTO at Atlanta, Ga., -based Lancope 
(www.lancope.com). Copeland designed a 
product called StealthWatch and released 
it in 2002. Since its initial release, 
Lancope' s StealthWatch has evolved into 
a family of products that lets enterprises 
track and analyze their network flows to 
root out suspicious activity within their 
network environments. 

Like Checking Out Your Phone Bill 

Unlike other antivirus and intrusion 
detection products that focus on patterns of 
packet payload, StealthWatch uses statistics 
and numbers generated from the flows of IP 
traffic across a network to pick up on pat- 
terns of suspicious activity. "It's similar to 
looking at your phone bill," says Powers. 
"You can't see or hear the communications 
that took place when you were 
talking to the person, but you get 
to see how long you talked, what 
numbers you called, and the rate. 
You get a call detail record, to 
understand why the phone bill is 
more expensive this month than it 
was the last month," he says. 

According to Powers, StealthWatch has 
evolved to handle such important network 
issues as overall usage, capacity planning, 
and determining the amount of additional 
bandwidth needed. "The flow data helps 
network guys understand how traffic is 
being used, while it helps security guys see 
where malicious communications are occur- 
ring," says Powers. "As a result, we've built 
[StealthWatch] up into a suite of features 
and capabilities that provide a single plat- 
form for managing and understanding how 
the network is being utilized by various 
computers that are connecting to it." 



Two Major Components 

Lancope' s primary StealthWatch system 
is composed of two primary components: 
the StealthWatch Flow Collector appliance 
and the StealthWatch Management Con- 
sole. The Collector appliance lets you 
connect either into a spam port, a Cisco 
mechanism for passively capturing packets 
from a switch, or through Lancope 's own 
NetHow technology. 

"NetFlow technology is built into 
almost all Cisco and Juniper routers and 
switches, which most people don't real- 
ize," says Powers. "Every time a packet 
travels through the router or catalyst 
switch, NetFlow captures and stores the 
attributes of those communications, such 
as source and destination IP addresses, 
port numbers, byte counts, various bits of 
information about those communications, 
and audit communications." 

The router then puts the information into 
a small packet called a UDP (User 
Datagram Protocol) or NetFlow datagram 
and sends it out on the router across the net- 
work to the flow collector. Powers explains. 
"The Collector can sit anywhere on the net- 
work," he says. "You just give it an IP 
address and tell the routers and switches 
throughout your network its IP address so 
that the collector receives the flow data for 
reporting, forensics, and later use." 

The StealthWatch Management Console, 
the second component of the system, is a 
separate appliance that handles real-time 
policy management and authentication. 



Lancope 

Unified Visibility for Evolving Networks ' 



traffic visualization, and reporting, among 
other tasks, through an easy-to-read graphi- 
cal interface. In addition, it also config- 
ures and synchronizes other StealthWatch 
appliances, including the StealthWatch 
FlowSensor physical and virtual appli- 
ances and the StealthWatch IDentity map- 
ping appliance. 

Sensing Flow In All Areas 

For those enterprises that have networks 
or portions of networks that don't use 
NetFlow-enabled routers, Lancope offers 
two low-cost devices that access flow data 
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Lancope's StealthWatch System offers a detailed breakdown of network traffic flow. 



Lancope Featured Products 




1 Product 


Description 


StealthWatch Flow 
Collector Appliance 


Collects and analyzes network flows for security, 
traffic, and compliance intelligence. 


StealthWatch FlowSensor AE 


Provides visibility into network for superior RTM (response 
time management) and quick resolution of network issues. 


StealthWatch FlowSensor VE 


Virtual appliance that performs the same tasks as 
StealthWatch FlowSensor AE. 


StealthWatch IDentity 


Provides identity mapping of IP addresses 
to provide usernames. 


StealthWatch 
Management Console 


Provides central intelligence, management, and 
configuration for all StealthWatch System appliances. 



by plugging into a router's spam port. The 
StealthWatch FlowSensor AE is a low-cost 
lU device that generates NetFlow messages 
for you and provides visibility into the com- 
munications that are occurring within the 
network itself, says Powers. The Stealth- 
Watch FlowSensor VE is the virtual 
machine version of the AE. 
Powers explains that IT people who have 
to make sure their networks comply 
with HIPAA, Sarbanes-Oxley, and 
other regulations and compliance 
initiatives can use FlowSensor 
to access this flow data to audit 
M IP communications within their 

networks. "Flow records are an 
excellent mechanism for staying 
compliant because the [components of the] 
StealthWatch system focuses on behaviors 
rather than definitions," says Powers. 

FlowSensor appliances, much like the 
StealthWatch Flow Collectors, take the 
flows coming into a system and build a 
baseline of normal communications be- 
tween hosts and the amount of traffic that 
servers and computers on the network typi- 
cally send. "As we see hosts whose behav- 
iors change from day to day dramatically, or 
if we see computers that seem to stand out 
and appear to be doing things differently 
from other computers in the network, we 
raise alerts and alarms to the user to let them 
know that, say, this user is connected to 
your VPN and just sent 140,000 packets in 
two minutes," Powers says. 

Automation, Not Magic 

Powers describes the StealthWatch family 
of products as a burglar alarm for networks. 
"You don't have time to watch your house 
or building, but you can deploy a burglar 
alarm system that notifies you if something 
is awry," says Powers. "Similarly, [Stealth- 
Watch] does the same thing for the network. 
It uses a variety of different mechanisms, 
[including] email, Syslog, or SNMP traps, 
that can tell you that a server has initiated a 
SYN flood. Because we have automation 
built in, you don't have to stand over it [to 
get this information]," he says. 



The StealthWatch IDentity appliance 
shows how StealthWatch' s automation 
capabilities improve upon both the security 
and RTM (response time management) of 
a given network. "Imagine you get notifi- 
cation from your StealthWatch system that 
tells you a VPN user is acting suspicious- 
ly," Powers says. "Using StealthWatch 
IDentity, you not only get the IP address of 
the VPN but because it talks to your Active 
Directory installation, it can also get you 
the actual username associated with that 
IP address." 

Before StealthWatch IDentity, IT man- 
agers still had to dig through logs to find 
the person linked to an IP address. "Instead 
of an hour and a half for every incident, it 
just takes the right click of the mouse. But 
it's not magic. It's automation at work," 
Powers says. 

In the next few months, Lancope will be 
adding data loss prevention capabilities to 
StealthWatch, which will let IT depart- 
ments use flow data to detect whether any 
data is being stolen or otherwise leaving 
the network in an unauthorized fashion. 
This upcoming feature will be able to 
notify IT as these events are happening. 
Powers says. 

Lancope 



(888) 419-1462 
www.lancope.com 

• Lancope helps SMEs analyze the flow of 
traffic in their networks to identify problem 
areas, improve response time manage- 
ment, and track down suspicious behavior. 

• The company plans to incorporate data 
leakage protection into its StealthWatch 
line to keep information inside the network 
where it belongs. 

• "The flow data helps network guys under- 
stand how traffic is being used, while it 
helps security guys see where malicious 
communications are occurring," says 
Adam Powers, Lancope's CTO. 
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Internet At 
Your Fingertip s 

Make Sure The Network Keeps Up With Mobile Devices 



by William Van Winkle 
• ■ • 

Annualized wireless data revenues 
went from a fledgling $139 million in June 
2000 to $37 billion last summer, according 
to CTIA-The Wireless Association. A 
January 2010 report from Pew Internet & 
American Life Project reveals that 35% of 
American adults with cell phones or 
smartphones used those devices to access 
the Internet. Perhaps the most significant 
note is from In-Stat, which reported in 
early 2008 that "penetration of at least one 
mobile data application among firms 
increased from 75% to 94%" in the pre- 
ceding year. The explosion of mobile data 
usage is staggering — so staggering that 
some cellular networks are buckling under 
the load. 

Smartphones are the new computers, 
and mobile workers stay productive by 
phone every bit as much as by notebook. 
The task for enterprise managers is to 
make sure that mobile workers keep oper- 
ating at peak productivity and don't fall 
into bandwidth bottleneck traps. 

More "G's" 

Clearly, the first priority 
of any organization that 
wants unfettered mobile 
bandwidth should be to 
migrate all users and de- 
vices onto at least a 3G 
network. Today's domi- 
nant 2.5G systems (114 to 
237Kbps) seem positively 
pokey compared to new 
3G technologies, for ex- 
ample, AT&T's 7.2Mbps 
HSPA and T-Mobile's 3. 50 
HSPAh- (21Mbps). Any- 
thing less is literally work- 
ing at dial-up speeds. It can 
be done, but the significant 
difference in throughput is a 
productivity killer. 

"Given a choice, take 
3G," says Peter Rysavy, 
president of Rysavy Re- 
search, "but realize that 3G isn't available 
in all areas yet, especially between cities 
and in small towns. If you need an app to 
run everywhere, you need to test it on both 
2G and 3G." 

The only thing better than 3G, of course, 
is 4G. Officially, 4G requirements are 
defined by the ITU (International Tele- 
communication Union). The ITU specifies 
that true 4G technologies, known as IMT- 
Advanced (International Mobile Telecom- 
munications Advanced), offer 100Mbps 
throughput speeds for highly mobile appli- 
cations and IGbps speeds for low mobility. 
Right now, there are no true 4G services 
active in the United States. Instead, we 
have "pre-40" or "3.90" technologies, 
most notably 30PP LTE (Long Term 
Evolution) and Mobile WiMAX (IEEE 
802. 16e). Currently, LTE offers a maxi- 
mum download speed of 100Mbps and a 



maximum upload of 50Mbps. Mobile 
WiMAX, as sold by Sprint/Clearwire, spec- 
ifies peak rates of 128Mbps (download) 
and 56Mbps (upload). 

Remember that there can be a consider- 
able gap between theoretical and real-life 
numbers because carriers will cap per-user 
throughput in order not to exceed band- 
width at the local tower. Additionally, 
beware of new service rollouts that have 
gaps within their "coverage" maps. 

Alternative Strategies 

Putting a mobile workforce onto 30 
and 40 services is only an initial step in 
relieving bandwidth bottlenecks. Per- 
user bandwidth may increase by 3X to 
4X by stepping into 40, but that looks a 
lot less impressive in the light of explod- 
ing data usage. 

"The network probably won't be able 
to keep up with the current LTE reference 
architecture," says David Aviv, vice pres- 
ident of advanced services at Radware 
(www.radware.com). "Since all of the 
analysts predict that each year mobile 
Internet traffic will double for at least the 



Key Points 



Migrate users onto the fastest network 
technologies possible, but, if important, 
make sure that mobile applications remain 
workable on older platforms, even 2G. 
Even 4G networks may not be a panacea. 
High subscriber density, per-user band- 
width caps, and operating at near the cov- 
erage edge are only a few factors that can 
greatly limit realized performance. 

Inquire about how carriers are ensuring 
quality of service and experience for high- 
speed mobile data. If available, consider 
planting femtocells in your facilities to 
accelerate onsite usage. 



Penetration Of Data Consuming Devices 




I Smartphones 
I Other Devices 



2010 2011 2012 2013 2014 2015 2016 



Source: Rysavy Research 



The need for more and better-managed network bandwidth becomes obvious when you 
look at penetration projections for smartphones and other data-centric devices, such as 
cellular-enabled netbooks and MIDs (mobile Internet devices). If networks in 2010 are 
already straining, imagine the bandwidth burden when the number of data devices triples 



next five years, mobile operators are 
looking for solutions on how to increase 
their network efficiency and achieve bet- 
ter cost per bit. They might implement 
acceleration servers and caching and 
bandwidth management. Additional traf- 
fic visibility will be required to dy- 
namically steer mobile traffic, offload 
irrelevant traffic for value-added ser- 
vices, and enforce different quality of 
service policies according to application, 
content, and user profile." 

This means that managers will have to 
start doing more homework, asking carri- 
ers about how their services are optimized 
for various types of traffic. How carriers 
divert high-bandwidth data streams away 
from their core network and onto conven- 
tional wired broadband through the use of 
"smart breakout gateways" and other 
approaches will be key. 



Additionally, organizations don't al- 
ways need to leave themselves at the 
mercy of local infrastructure conditions. 
Carriers are just now starting to roll out 
availability of femtocells. These are essen- 
tially small-scale cellular base stations — 
think of them as minitowers — that can 
be installed in a home or office. Users in 
the building wirelessly 
connect to the femtocell, 
which routes traffic back 
to the carrier's core net- 
work via high-speed wired 
broadband. When users 
leave the femtocell' s cov- 
erage area, they simply 
hop to the next tower's 
coverage, as per normal 
cellular use. 

Network connectivity 
aside, mobile app dissat- 
isfaction can also be mit- 
igated by paying more 
attention to the apps 
themselves. 

"Applications should be 
tolerant of different band- 
width situations, and they 
should be designed for the 
platform," says Rysavy. 
"If you just run some app 
that was designed for a wireline net- 
work over your wireless network, it's not 
necessarily going to run very efficiently. 
Applications that communicate in the 
background are going to be more effective 
than ones where the user has to wait until 
some transaction completes. Look for 
mobile middleware providers that make 
communication over wireless networks 
more efficient through compression and 
other methods." 

Rysavy also advises enterprises to do 
rigorous piloting of any mobile applica- 
tions under various conditions before 
widespread deployment. Catalog the 
inevitable issues and see what the carrier 
can do for remediation. With such rapid 
and widespread change in the mobile 
world, and all of the complications that go 
with it, proceeding with more caution than 
enthusiasm is always best. 



U.N. Study Urges 
Countries To Prepare 
For E-Waste Growtli 

The recent "Recycling-From E-Waste To 
Resources" report from the United Nations 
Environment Programme cautions that if reg- 
ulations for the collection and recycling of e- 
waste are not implemented soon, developing 
countries could suffer serious health and 
environmental consequences. As sales of 
electronic products, including cell phones, 
computers, and printers, are expected to dra- 
matically increase within the next decade in 
countries such as China and India and conti- 
nents such as South America and Africa, the 
UNEP report says that they must take pre- 
ventive measures before the e-waste prob- 
lem becomes uncontrollable. 




The report outlines the electronic devices that 
contribute to the massive amounts of e-waste 
that are expected to grow in the coming years 
at a rate of nearly 40 million tons each year 
around the world. The report also forecasts 
that by 2020, e-waste from discarded com- 
puters in South Africa and China will increase 
by 200 to 400% from e-waste amounts in 
2007; in India, it will increase by 500%. In 
China, mobile phone e-waste in 2020 will be 
seven times greater than In 2007; in India, it 
will see an 18-fold increase, the report says. 

As of this year, the UNEP estimates that 
China's domestic e-waste totals are about 
2.3 million tons, while the United States cre- 
ates 3 million tons of e-waste. According to 
the report, even though China has banned 
importing e-waste, developed countries con- 
tinue to dump their e-waste in the country. 
Contributing to the problem, China's current 
methods for dealing with most of its e-waste 
include emitting toxic pollution by incinerating 
e-waste to gain metals such as gold. 

The Upside Of E-Waste l\/lanagement 

The UNEP says that the electronics we use 
every day can hold up to 60 different ele- 
ments, which can be valuable, hazardous, or 
both. Therefore, it is necessary for countries 
around the world to do all that is possible to 
dispose of e-waste's hazardous and toxic ele- 
ments safely, as well as effectively recover 
materials of value, which could be of great 
benefit to many countries. 

According to the report, the collection and 
proper handling of electronic devices will help 
avoid damage to the environment and our 
health, as it will lead to more efficient recy- 
cling that disposes of dangerous substances. 
In particular, the study urges countries to 
build on their existing recycling and waste 
management organizations in order to estab- 
lish e-waste management centers of excel- 
lence. By doing so, countries could also see 
an increase in jobs. 

by Candace Ross Blomendahl 
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I Bing Making Search Engine Gains 

The money and effort Microsoft has poured 
into promoting its Bing search engine since its 
launch in June 2009 appear to be paying off. 
Internet research company comScore says 




that according to its monthly Web-related data, 
Bing secured an 1 1 .5% share of the search 
engine market for February, up from 1 1 .3% in 
January. More telling of Bing's increasing pop- 
ularity is that its share is up from 8.4% when it 
launched. Yahool's share, meanwhile, fell from 
1 7% for January 201 to 1 6.8% for February. 
Yahoo! held a 1 9.6% share of the market 
when Bing launched. Google continues to 
dominate the market, although its 65.5% share 
for February represented just a 0.1% increase 
from its January stake. Google's market share 
at Bing's launch was 65%. 




I Gartner Foresees Good Times 
Ahead For PCs 

Industry research company Gartner says it 
expects global PC shipments for 2010 will 
reach 366.1 million units, a 19.7% increase 
from last year's 305.8 million units shipped. 
Global spending on PCs, meanwhile, will 
reach $245 billion for this year, Gartner pre- 
dicts, up 12.2% from 2009. In December, 
Gartner had projected that PC shipments 
would grow 13.3% for this year and spending 
would rise by 1 .9%. 'The PC industry will be 
overwhelmingly driven by mobile PCs, thanks 
to strong home growth in both emerging and 
mature markets," says George Shiftier, 
Gartner's research director. Shiftier says 
mobile PCs will drive 90% of PC growth during 
the next three years. Last year, mobile PCs 
represented 55% of all PC shipments; Gartner 
expects that to increase to 70% by 2012. 

I Counterfeit Intel Processors 
Mistakenly Sold 

In one of the most high-profile counterfeit- 
ing incidents to hit computing hardware in 
recent memory, a hardware retailer mistaken- 
ly shipped out fake Intel Core 17 920 proces- 
sors, which included a block of foam in the 
shape of a heatsink and a lead chip stamped 
to look like a processor. From the exterior, the 
fakes look surprisingly authentic, save a few 
misspellings; the boxes shipped factory- 
sealed with holographic logos and a sticker 
affixed to the foam heatsink that shows 
through the window on the box. 

I Twitter Improves Security 

Twitter will begin using a link-screening ser- 
vice that's designed to protect users from 
malicious attacks. The new Twitter tool will 
minimize the length of URLs, allowing mem- 
bers to recognize the new URL "twt.tl". The 
move is expected to cut down on the num- 
ber of phishing scams, in which someone 
attempts to commandeer login IDs from 
Twitter users or send users scam messages. 
Twitter says that it will keep users safe even 
if a bad link has been sent to a user in an 
email and she clicks it. Twitter users shouldn't 
notice this feature because it will work behind 
the scenes to protect direct messages. 
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SIX QUICK TIPS 



Adding Capacity To A 
Virtualized Infrastructure 



Tips For Budding Enterprises 



by Chris A. MacKinnon 

Experts cannot say enough about the 
benefits of virtualization in the enterprise. 
Working with a virtual infrastructure 
improves the efficiency and availability of 
resources and enterprise applications. But 
what happens when business is booming 
and you need to add capacity to your vir- 
tualized infrastructure? Although you are 
still able to share the physical resources of 
multiple machines across your infrastruc- 
ture, things such as performance and 
availability become hindered almost 
overnight. IT and data center managers of 
small to midsized enterprises need to be 
able to roll with the virtualization punch- 
es. So here are a few tips to use as you 
consider adding capacity to your virtual- 
ized infrastructure. 

Monitor Your Resources 
& Don't Over-Provision 

Brook Reams, architect of core tech- 
nologies and data center networking 
product marketing at Brocade (www.bro 
cade.com), says because virtualization 
means resources are shared by multiple 
applications, resource management by 
physical server, network link, or storage 
channel is not adequate. He explains, "It 
is necessary to monitor traffic (server to 
server, server to client, server to storage) 
at a finer level of granularity as well as 
the virtual machine and its work- 
load. Orchestration management software 
requires timely telemetry about band- 
width and latency of the network and 
storage flows. Look for management 
plug-ins from your networking and SAN 
vendor that integrate with your virtualiza- 
tion management platform." 

Andrew Hillier, co-founder and CTO 
at CiRBA (www.cirba.com), says when 
it comes to adding capacity to a virtual- 
ized infrastructure, over-provisioning is 
not advised. "Besides having enough 
capacity," he says, "it is equally impor- 
tant to make sure you don't have too 
much. Over-provisioning is a common 
problem in virtual environments, and 
constantly assessing virtual machine 
demand against physical capacity supply 
helps ensure environments are constantly 
'right-sized,' thus preventing unneces- 
sary hardware purchases." 

Understand Primary Resource 
Constraints & Don't Disrupt Traffic 

Hillier says understanding the primary 
resource constraints in a pool or cluster is 



critical to planning capacity increases. He 
explains, "This allows new servers to be 
provisioned with the optimal resource 
specifications, and if the constraint can be 
alleviated through upgrades to existing 
servers, then purchases can often be avoid- 
ed or postponed. Also, strategies that 
lessen the impact on critical resources, 
such as analyzing virtual machine place- 
ments to optimize memory sharing or min- 
imize inter-host communication, should be 
considered in order to make the best use of 
existing resources." 

Hillier says modeling the type of capaci- 
ty needed for each situation helps deter- 
mine the class of server that is best suited 
to the task. He says for homogeneous 
workloads or vertical scaling, large rack- 
mount servers may be the best building 
block for virtual environments. "In more 
fragmented environments," he adds, 
"where business policies or process, secu- 
rity, or availability constraints place 
restrictions on the mobility of workloads, 
large servers may create too much strand- 
ed capacity, and smaller servers or blades 
may be a better choice." I 

According to Reams, if congestion is 
occurring frequently, then physical 
resources have to be added, as the work- 
load is exceeding the available network 
capacity. "However," he says, "adding 
new switches, adding new port cards, or 
adding new links to trunks must not dis- 
rupt traffic, particularly storage traffic." 

Allocate Your Physical Resources 
Properly & Use Adaptive Networking 

In Hillier' s opinion, creating clusters 
based on service levels and employing dif- 
ferent placement policies for workloads 
running in clusters helps ensure that physi- 
cal resources are allocated in an efficient 
and manageable manner. He says this "vir- 
tual fit for purpose" allows noncritical 
workloads to be run at higher densities, 
avoiding hardware purchases and complex 
heterogeneous configurations. 

In environments where resiliency is 
important, Hillier says the physical 
placement of servers in cabinets must be 
constantly cross-referenced against the 
placement of virtual machines on the 
servers to ensure that the environment 
can survive a cabinet or power distribu- 
tion unit failure. 

Reams says it is also important to con- 
sider network congestion. "Often, sudden 
spikes in workloads or other unanticipat- 
ed events cause congestion in the net- 
work," he says. "This is particularly a 



BONUS TIPS 



■ Implement high availabili- 
ty. Augie Gonzalez, director of 
product marketing at Data 
Core Software (www. data 
core.com), says the key to 
expansion is a highly available 
configuration that allows entire 
storage subsystems to be 
taken out of service and 
replaced or expanded while 



another segment of the con- 
figuration takes on its 
work. This not only protects 
you against unplanned down- 
time, but also enables main- 
tenance and expansion with- 
out interruption. 

■ Architect for perfor- 
mance. Expansion means 



more than just disk space 
expansion. Anticipate that the 
I/O performance load will 
increase more rapidly than 
expected over the lifetime of 
the solution. The ability to 
scale out channels, expand 
caches, and introduce more 
SAN throughput will serve 
you well. 



problem with storage traffic where con- 
gestion can cause I/O errors in the stor- 
age channel. So it is a good idea to 
implement adaptive networking technology 

Easiest To Implement: 

Analyze Projected 
Workload Demands 

It is important to compare projected workload 
demands with physical host capacity to flag 
potential shortfalls, says Andrew Hillier, co- 
founder and chief technology officer at 
CiRBA (www.cirba.com). At a minimum, he 
recommends performing 30/60/90-day look- 
ahead analysis, which provides an early 
warning of upcoming rebalancing require- 
ments and, more importantly, shortfalls that 
require you to buy new hardware. 

Best Tip: 

Automate Virtual 
Infrastructure 
Management 

Eitan Bremler, product manager of virtualiza- 
tion at Radware (www.radware.com), says 
managers will usually add resources to virtual 
infrastructure manually based on need and 
then update the application delivery's config- 
uration. "With this approach," Bremler says, 
"some degree of automation can go a long 
way to assist IT managers in reducing poten- 
tial errors and time spent in the virtual infra- 
structure's maintenance." Bremler recom- 
mends implementing an application delivery 
solution that will provide continuous monitor- 
ing of the virtualized infrastructure and any 
additions or removal of virtual resources. 



to intelligently optimize traffic flows at 
the point of congestion." 

Reams says other capabilities include rate 
limiting so that lower-priority traffic cannot 
exceed a preset amount of bandwidth. And, 
traffic isolation can be used to restrict traffic 
to specific physical paths, he says. 

Optimize The Size Of Virtual Containers 

According to Lori MacVittie, technical 
marketing manager for F5 Networks 
(www.f5.com), to keep the costs of scala- 
bility down, it is important to optimize the 
"size" of virtual containers. "Over-provi- 
sioning is wasteful," she says, "and in a 
virtualized dynamic infrastructure (where 
scalability is achieved primarily through 
on-demand provisioning of what are 
essentially 'cloned' images), the waste and 
costs propagate as capacity is increased. 
To minimize this inefficiency, load test 
applications and determine the apex of 
performance — the point just before con- 
current connections plateau and response 
time begins to fluctuate." She says it is 
important to note the CPU and RAM 
requirements at that point, and then provi- 
sion applications in containers that are at, 
or just below, those requirements. 
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Companies To Watch 

We provide in-depth information on three 
companies we think are worthy of your 
data center's attention. 



Application Acceleration Aficionados 

I 25 

■ Crescendo Networks makes its living 
by providing IT with a traffic cop to regulate 
the network flow. 



Replacement Equipment Pros | 26 

■ If you are looking for an independent source of 
supply, service, and depot repair of obsolete Digital 
Equipment Corp. equipment, why not turn to the 
world's largest source, IGS? 



A Single Provider For Infrastructure 
& Communications Needs | 26 

■ To battle integration complications. Black Box 
Network Services has designed a range of 
hardware and software offerings to cover an array 
of IT infrastructure and communications needs. 



Application 

Acceleration 

Aficionados 

Crescendo Networks Helps Speed Application Delivery 
In The Face Of High-Volume Traffic 



by Holly Dolezalek 

Every company with a presence on the 
Web dreams of traffic that outstrips all 
projections and makes that company not 
only something visible but a destination of 
choice. The problem with those dreams is 
that they make the IT department nuts — 
not because they don't want that traffic 
as much as higher-ups, of course; it's be- 
cause, unlike other parts of the company, 
IT actually has to handle that traffic. But 
Crescendo Networks makes its living by 
providing IT with a traffic cop to regulate 
the network flow. 

Crescendo Networks (www. crescendo 
networks.com) provides what it calls deliv- 
ery acceleration or application acceleration. 
Founded in 2002, Crescendo is headquar- 
tered in Menlo Park, Calif., and has 
employees in Tel Aviv, Israel; Europe; and 
Asia. All of its employees are focused on 
creating software and hardware that allow 
companies that are experiencing sudden 
spikes in Web traffic to handle it just as 
well as their low-traffic times. Crescendo's 
best customers are companies that are heav- 
ily involved in ecommerce, Web research, 
or types of social networking, explains 
CEO Adoram Ga'ash. 

"If you are a . . . Web-based business 
that experiences sudden load from the Web 
site becoming popular, you can plug in our 
box," Ga'ash explains. "At those critical 
load times, users will still get a good quali- 
ty of experience that isn't influenced or 
deteriorated by the number of other users 
who are surfing simultaneously." 

Scaling Out 

In the past 15 years, companies mostly 
expanded their capacity or their perfor- 
mance to handle heavier traffic — that is, 
they bought more load balancers or more 
servers (or both) so that they could deal 
with both the usual traffic and periods of 
high volume. But with the emergence of 
still more dense Web applications and 
protocols, the amount of traffic over the 



I Internet has expanded exponentially, and 
to IT managers who have had to design a 
budget to handle that growth, scaling out 
hasn't seemed to keep up with demand. 

"There are major parts of Asia where tens 
of thousands of ecommerce businesses are 
added every year, which means that scaling 
out (a linear method) can't possibly keep up 
with demand, which was growing exponen- 
tially," Ga'ash says. "So the application 
delivery controller (ADC) was developed in 
the last six to seven years by a few vendors 
to deal with that exponential growth." 

Particularly for companies whose 
growth was linear but whose activity 
could be exponential — such as banks, 
which could see sudden bursts of activity 
that meant thousands of times the usual 
traffic in just minutes — Crescendo created 
its own ADC, which the company says is 
very different from other ADCs. 

"What our box is doing has nothing to 
do with previous-generation load balanc- 
ing," Ga'ash explains. "The heavy lifting 
that was once on the shoulders of servers 
is moved to our box so that users can do 
what they do best, which is do production, 
create and add to databases, and so on." 

Shouldering The Load 

Crescendo's AppBeat DC is its flagship 
product, a box that attaches to a company's 
network and increases the performance of 
the company's Web infrastructure or Web- 
based data center. It does so with Crescen- 
do's software and hardware that is based on 
80 parallel processors and uses connection 
management to make even a Web site with 
hundreds of thousands or even millions of 
users faster and more responsive. 

Crescendo has several iterations of its 
AppBeat DC, which offer different levels of 
L4, L7, compression, and SSL throughput 
as well as different numbers and kinds of 
ports. The appliance uses TCP connection 
management and SSL to free up server 
resources for application processing, remov- 
ing the load from servers and also cutting 
bandwidth usage and energy consumption. 




The AppBeat SC, 
meanwhile, is an optional complemen- 
tary product sold with the AppBeat DC that 
allows customers that are using the AppBeat 
DC to monitor their applications' behavior 
in real time. "Our customers who get both 
are able to monitor, manage, and get in real 
time the information they need about loads, 
demand, and where that demand is coming 



Company | 
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' Crescendo 
Networks 




Location: Menlo Park, Calif. 

URL: www.crescendonetworks.com 

Date Company Founded: 2002 

Interesting Fact: Well-known Web sites 
such as Forbes.com and People.com.cn 
use the AppBeat DC to protect their sites 
from flash crowd events. 



from," Ga'ash says. "They can also track 
application logical problems and errors and 
resolve them more quickly." 

Sales Everywhere 

Ga'ash says that Crescendo has found 
that its most fruitful markets are those with 
Web 2.0 sites, especially those tailored to 
ecommerce. Travel agencies, insurance 
agencies, and anyone selling their products 
or services over the Web have been good 
customers for Crescendo. The company 
focuses on the medium-sized to large 
enterprises, and business is divided pretty 
evenly among the company's U.S., Asia, 
and Europe/Middle East/ Africa markets. 

Most of Crescendo's sales come from its 
VARs, about half of which are in Asia, 
30% are in EMEA, and 20% are in the 
United States. "We have about 85 VARs 
worldwide, and we only work with three to 



five com- 
panies as VARs in 
each country," Ga'ash says. 
"We feel comfortable with that network 
because we're investing a lot in that chan- 
nel and we want our VARs to be experts in 
our technology." 

Generally, even if a potential customer 
contacts Crescendo directly, the company 
directs the customer to a nearby VAR so 
that the VAR gets compensated appropri- 
ately and the customer gets the service it 
needs. "That's a win- win, because the cus- 
tomer gets what they want and we can rely 
on that relationship," Ga'ash says. 

Recovery At Last 

Crescendo's biggest challenge, like so 
many other companies, has been the state 
of the worldwide economy for the past 
couple of years. But Ga'ash says that IT 
budgets are starting to thaw, even in the 
United States and Western Europe, where 
the freeze was especially pronounced. "It's 
hard to make the right decisions at those 
times: Do you keep investing in those mar- 
kets in the hope that they'll recover, or do 
you walk away?" Ga'ash says. "We think 
we've been patient and smart — and have 
had the right financial backing — to stay in 
business in those areas in the last couple of 
years and that we're going to harvest nice- 
ly from that in the next few years." 

Ga'ash also believes that a critical bulge 
in Internet traffic, which was building in 
2006 and 2007 and stalled during the world- 
wide slump in 2008 and 2009, is going to 
come in the next six months or so. "We're 
going to see Web-based business picking up 
dramatically soon, and it's going to present 
amazing opportunities for us," he says. 

That's especially true, he thinks, in the 
area of cloud computing, where ADCs are 
still new but are becoming more prevalent. 
"We're developing models that include 
virtualization capabilities and management 
capabilities that will become the founda- 
tion for cloud-based and virtualized envi- 
ronments for ADCs," Ga'ash says. 
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Replacement Equipment Pros 

For More Than 20 Years, IGS Has Provided Quality Products & Excellent Service 




by Chris A. MacKinnon 

If you are looking for an independent 
source of supply, service, and depot repair 
of obsolete Digital Equipment Corp. equip- 
ment, why not turn to the world's largest 
source? IGS (International Government 
Systems; www.decparts.com) has been in 
business for more than 25 years, refurbish- 
ing and servicing parts and equipment and 
adding current technology as the need aris- 
es. The Massachusetts-based company also 
maintains an extensive inventory of DEC 
parts and equipment. 

"IGS is making great strides in keeping 
pace with technology," says Bobby Ahearn, 
president and CEO of IGS. "Our scope of 
coverage is broadening every day. The key 
to our growth is to capture the attention of 
those who use leading-edge technology 
while maintaining our capabilities for the 
older product set. DEC, VAX, and Alpha 
products are what put IGS on the map as a 
major player 25 years ago." 

Ahearn says IGS has the ability to adapt to 
changing environments, and as proof of this, 
the company has added HP and Compaq 
equipment to its repertoire over the past sev- 
eral years. "IGS has taken an innovative 
approach to minimizing customer cost while 



still delivering the highest-quality prod- 
ucts and services," he says. "In today's 
'need it now' environment, we are a valu- 
able asset in greatly reducing downtime 
for our clients. We also pay close atten- 
tion to keeping expenses down in ways 
that others may overlook. For example, 
our multiple stocking locations help to 
lessen the financial burden of shipping 
costs." Ahearn says IGS holds fast to its 
motto, "We don't just promise to deliv- 
er — we deliver promises." 

Growing Workplace Needs 

According to Ahearn, it seems that the 
world is shrinking following the explo- 
sion of accessibility in recent years. 
However, he says the workplace is grow- 
ing with respect to the growing number 
of telecommuters. He says IGS keeps 
these factors in mind and is well aware of 
the needs that arise from this phenome- 
non. "While we realize servers and main- 
frames have to be maintained to ensure 
centrally stored secure data, the data must 
be accessed by remote users," he says. 
"For field representatives, the notebook is 
their lifeline, and we pay close attention 
to both variables. We are experts in HP 
and Compaq portable products." 



A Single Provider 
For Infrastructure & 
Communications Needs 

Black Box Network Services Offers A Comprehensive Menu 
Of IT Services & Systems 



by Bruce Gain 

Given the proprietary nature of many 
vendors' offerings, admins are often tasked 
with cobbling together several disparate 
solutions in order to build and maintain 
their data centers and networks. Vendors 
are often focused on a single solution with- 
out taking comprehensive needs into 
account, and the resulting fragmentation 
adds another layer of complexity and chal- 
lenges when installing and maintaining the 
hardware and software to support an enter- 
prise's processes. 

To battle integration complications. 
Black Box Network Services (www. black 
box.com) has designed a wide range of 
hardware and software offerings to cover 
an array of IT infrastructure and com- 
munications needs. Its solutions cover cen- 
tralized management and control of such 
systems as computers, telephones, digital 
signage, video surveillance, access control, 
security, power control, and environmental 
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Interesting Fact: Black Box has 175,000 
clients in 141 countries with 194 offices 
worldwide. 
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monitoring, says Jim Schriver, director of 
new product technology for Black Box. 

"Black Box is paying more attention 
to convergence — not just the convergence 
of data and voice, but also of other areas 
such as video and security — with a focus 
on providing products and services that 



work as part of a unified whole within an 
IP network," Schriver says. 

Expanding IT's Role 

The trend of moving to converged offer- 
ings such as those from Black Box is mak- 
ing it easier to extend IT's role into 
new areas of the enterprise. Instead of only 
serving users' data and storage needs for 
communications, accounting, and other tra- 
ditional office-related applications, IT 
departments can build on a converged 
approach to increasingly take on new 
responsibilities for managing other process- 
es outside of the traditional sphere. It is 
increasingly common, for example, for IT 
departments to maintain applications that 
regulate building temperatures and monitor 
energy costs and usage or to become more 
involved in industrial processes. 

"The trend toward convergence also 
opens up opportunities in areas not tradi- 
tionally thought of as being in the realm of 
information technology," Schriver says. 



"For instance, in the industrial arena — 
including automation and process con- 
trol — proprietary standards are rapidly 
transitioning to Ethernet." 

Black Box says it has begun aiding its 
industrial customers' transition to "indus- 
trial Ethernet." Its industrial offerings 
include hardened Ethernet devices for 
harsh environments, robust industrial 
cable, and secure hardened 900MHz wire- 
less, in addition to the terminal servers that 
enable older devices to join the network. 

Security Challenges 

Although a network with a single entry 
point can, in some ways, limit the opportu- 
nities that hackers have compared to a 
network with multiple entry points, conver- 
gence carries with it its own risks, Schriver 
says. For example, hackers wiU know they 
only have a single gateway to focus on, 
which can make their work easier. "Al- 
though convergence increases efficiency 
and flexibility, it can lead to security vul- 
nerabilities, enabling an intruder to access 
the network from a vulnerable point that 
didn't exist before," Schriver says. 

Black Box seeks to help enterprises 
meet the security challenges associated 
with converged solutions by offering net- 
work security products that it says are 
both affordable for small to midsized 
companies and straightforward to use. 
Schriver says Black Box's security solu- 
tions are especially beneficial for organi- 
zations without extensive IT staffs. Its 
VeriNAC network access control appli- 
ance, for example, prevents untrusted 
devices from connecting to the network 
through unsecured data ports. 

The Cloud Part Of The Equation 

In addition to an increase of converg- 
ence in its offerings. Black Box sees 
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Ahearn says IGS carries everything 
from parts to whole unit replacements. 
"Even small details don't escape us," he 
says. "The last thing a technician wants is 
to replace the entire plastic housing on a 
display. That is why all LCD, TFT, and 
LED screens ship complete with plastics, 
Web cam, and microphone, according to 
[the manufacturer's] specifications." He 
says the smallest things can sometimes 
make the biggest difference in efficiency. 
Additionally, with more than 75,000 items 
in stock and a 24-hour advance replace- 
ment service, chances are IGS will have 
the items you need in stock. 

Customer Rapport 

In Ahearn' s opinion, one thing that 
sets IGS apart from its competition is 
that it truly puts its customers first. He 
says the term "advance exchange" seems 
to have gone the way of the 386 proces- 
sor, but he says that is still an option 
with IGS. "We have a multimillion-dol- 
lar repair facility and handle service for 



adapt accordingly. Tracking is very impor- 
tant in today's world, and missed ETAs are 
the dread of any company." 

With the ability to offer daily tracking 
reports, IGS puts the power in the hands of 
its customers, Ahearn says. "There is a vast 
array of customizable report options avail- 
able to track purchase history and replenish 
stock levels," he notes. 

Industry Insider 

IGS' thoughts on the IT and data center 
industry as a whole lean toward the buyers' 
perspective: Ahearn says one thing is for 
sure, buyers are much savvier than ever 
before. "Some may see that as a detriment 
to their usefulness, but at IGS, we believe it 
levels the playing field," he says. "Many 
companies are running models that worked 
in the last 10 years but are now being left 
behind. IT professionals are looking for 
new and out-of-the-box thinking from sup- 
pliers. It appears that there is about to be a 
reduction in the number of vendors in this 
industry merely by attrition." 
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With daily tracking reports, IGS puts the 
power in the hands of its customers. 



[enterprises of all sizes, including] 
Fortune 500 companies and government 
agencies," Ahearn says. "Our goal is 
nothing less than 100% satisfaction from 
our clients. We do not have a cookie- 
cutter format that we ask everyone to 
follow. Each company has a unique busi- 
ness model, and we have the ability to 



Ahearn says focus, goals, and morals are 
all good things to remain consistent. 
However, when a business model becomes 
stale, there must be rejuvenation, he says. 
"The IT world will greatly benefit from the 
evolution that seems to be taking place," he 
says, "and IGS plans to be standing in the 
forefront when the dust settles. With IGS, 



Interesting Fact: IGS operates out of 
the Plymouth Airport In two large hangars 
comprising about 35,000 square feet. 



you have a key reactive supplier that can 
deliver across a broad spectrum of DEC, 
Compaq, and HP spares from 1980 to 2010." 

As for the future, Ahearn says things are 
looking bright. "We have not been in busi- 
ness for over 25 years by accident," he says. 
"It requires vigilance and dedication to 
always stay above and beyond expectations. 
IGS has renewed energy with the direction 
the market is heading. There is no denying 
that the recent economic downturn has 
made an impact on everyone. Fortunately, 
our hard work has allowed us to meet or 
exceed sales projections in recent quarters." 

IGS is also a key reactive supplier to HP 
worldwide and was recently made an End of 
Life Reseller for VAX 2000. The company is 
also a U.S. military component-level repair 
depot. In addition, Ahearn says IGS is near- 
ing completion on an "exciting and ground- 
breaking new Web presence." He says the 
complete overhaul of the company Web site 
can be viewed starting next month. 



cloud computing applications as a major 
component of enterprises' IT strategies 
now and in the future. 

"We anticipate that more of our cus- 
tomers will take advantage of cloud 
computing to rent computing power 
from other entities. Although cloud 
computing adds a great deal of flexi- 
bility, it requires a different approach 
to networking than the centralized 
approach using an in-house data cen- 
ter," Schriver says. "Soon, small to 
midsized businesses will have fewer 



and smaller data centers — if any — and 
will need networks with an architecture 
that takes advantage of the flexibility that 
cloud computing offers." 

As cloud computing usage becomes more 
widespread, it is increasingly important to 
manage network gateway traffic because 
more traffic is going through the enter- 
prise's gateway than ever before, Schriver 
says. "Because this kind of approach to 
computing relies on maintaining adequate 
throughput to ensure timely response from 
remote servers, it's important to properly 
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prioritize traffic," Schriver says. To do this. 
Black Box offers its Optinet™ secure 
Internet gateway, one of its newest prod- 
ucts, which was designed to optimize 
performance when companies make the 
transition to cloud computing. Optinet™ 
provides macro- and granular-level control 
of bandwidth. 

Your Data Center In 2015 

Your data center's and network's opera- 
tions will be a lot different in five years. 
But enterprises' adoption of converged 
and cloud computing solutions today will 
likely continue on a large scale during the 
coming years. This is why Black Box says 
it is widening its scale of products and 
services to meet increasing needs by 
enterprises for converged applications 
and cloud computing in the future. 
"Because information technology will 
look quite different in five years than 
the way it does today. Black Box is 
introducing products and services to 
meet the changing dynamic of IT 
requirements," Schriver says. 

Black Box also expects its network 
enhancement and security offerings to 
play a more important role in the fu- 
ture. "Black Box is helping compa- 
nies and organizations of all sizes 
understand and manage the transi- 
tion associated with convergence and 
cloud computing while maintaining 
or improving network performance 
and security," Schriver says. "We 
believe that companies need new 
solutions for connectivity and net- 
work security in the rapidly chang- 
ing IT world. Most importantly. 
Black Box realizes that many of these 
organizations have limited IT staff and 
budget constraints, so we are focusing on 
practical solutions." 




I 



I Microsoft May Help 
Apple Legal Targets 

Microsoft may be able to help mobile device 
vendors who, In the future, find themselves 
pitted legally against Apple, according to 
Yalr Reiner, an analyst for Oppenheimer. 
Recently, Apple sued HTC for patent Infringe- 
ment In a number of software areas. This has 
the potential to drive other enterprises Into 
the Microsoft camp. If Microsoft helps HTC In 
Its battle, It could help Microsoft In Its long- 
term goal of bettering Its position In the 
mobile market, which is now led by Apple. 

I Poll: Internet Access 
Viewed As Basic Human Right 

According to a recent 
study released by 
BBC World Service, 
Internet access isn't imt-i- 
just a privilege— ^ERfSj^J 
It's a f undamen- A CCfSS 

tal right. More 
specifically, the 
study, which sur- 
veyed more than 
27,000 adults in 26 coun- 
tries, showed that four out 
of five survey participants j 
believe that Internet I 
access should be con- 
sidered a basic right. The survey also shows 
that almost all participants view the Internet 
as a valuable learning tool, more than half 
regularly access social networking sites, and 
a majority (about 80%) say the Internet has 
afforded them a higher level of freedom. The 
respondents were divided when it came to 
whether the Internet is a safe venue for 
expressing opinions, with 48% responding 
yes and 49% saying no. 

I Hacked Companies Identified 

Investigators from security vendor Isec Part- 
ners have identified 34 hacked companies 
after examining the single command-and- 
control server used in a recent Google attack. 
Additionally, Isec Partners estimates that the 
number of companies hacked could be more 
than 100 with the discovery of another 68 
servers hit by the Aurora hack. To get into a 
company's server using Aurora, the hackers 
send an email or Instant message that tricks 
employees to visit a Web page or open a 
document with a malicious attachment. Once 
intruders reach the corporate network, they 
locate usernames and passwords to down- 
load sensitive data. Most of the attacks origi- 
nated in China. 

I Government Analyzes 
Federal Servers 

The federal government has begun a six- 
month study of its data centers in an effort 
to create a government-wide data consoli- 
dation effort. The government's study will 
count racks, servers, and switches and 
measure how much the hardware is being 
used at 1 ,100 federal data centers. The 
data will help the government decide if data 
center consolidation, cloud computing, or 
virtualization (or a combination thereof) will 
be best, and it will also help determine how 
the proposed changes will be worked into 
the fiscal 2012 budget. The government is 
looking to reduce the number and cost of 
federal data centers. 
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SPAR InServ F-Class 



Description 
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The 3PAR InServ F-Class is designed to be 
the industry's first quad-controller array for 
resilient utility computing. Equipped with a fast 
single-system midrange storage array, the F- 
Class is also affordably priced for midsized deployments. 

Features include a quad-controller architecture with IVIesh-Active technology for low 
latency and high-bandwidth interconnect to distribute workloads across system resources. 
The F-Class also offers Fat-to-Thin migration with Thin Built In ASIC, which is designed 
to maintain performance levels while efficiently using available capacity. 3PAR Thin 
Provisioning software reduces the costs associated with SANs, physical space needs, 
and related energy costs as well as the expense and time incurred by administrators. 

Other features include ASIC-based metadata processing and data movement, 3PAR 
Virtual Domains storage hypervisor, and autonomic SPAR Rapid Provisioning. 

• Scales past two controllers 

• Lets SMEs migrate to more efficient volumes 

• Mixed transactional and sequential workloads 

• Security for shared storage 

• Simplified storage management 

Best For: Midrange storage needs on a budget. 
Price: Starts at $80,000 



HP StorageWorks P4300 12TB SATA Starter 
SAN Solution 



HP's StorageWorks P4300 SAN Solution is optimized for database and email appli- 
cations as well as virtualized servers. With a pay-as-you-grow, all-inclusive pricing 
model and intuitive storage management software, the SAN is designed for the 
budget-minded. 

The P4300 eliminates single points of failure across the SAN with an innovative 
approach to data availability, reducing risk without driving up costs while delivering 
high availability and disaster recovery. 

Built on a storage clustering architecture, the HP P4300 SAN lets you scale capacity 
and performance linearly without incurring downtime or performance bottlenecks or forc- 
ing expensive upgrades. Further, reservationless thin provisioning substantially increas- 
es your storage efficiency, effectively offering a means to stretch your IT budget. 

• Increased storage efficiency with thin provisioning and storage clustering 

• Simplified data protection and reduced disaster recovery costs 

• Scalable performance with the ability to change configurations without incurring 
downtime 

• Easy management and high availability 

Best For: Consolidating and simplifying storage for Windows or Linux servers while 
enabling nondisruptive growth. 

Price: Starts at $30,000 



Contact 



(888) 372-7226 
www.3par.com 



(800) 888-9909 
www.hp.com 



Product 



Nexsan DATABeast 



Description 



Nexsan DATABeast is a highly efficient storage system designed to com- 
bine full-service storage management, scalability, and mission-critical 
availability at a price point targeted for enterprises of all sizes. DATABeast 
consolidates large amounts of data into a single power-efficient, space- 
efficient, and cost-efficient storage solution. 

Storage management is simplified with virtualization, thin provisioning, and 
storage tiering, and data and sites are protected with built-in mirroring. 
DATABeast also supports FC SAN and NAS in a single solution. 



DATABeast features Nexsan's AutoMAID (Automatic Massive Array of Idle 
Disks) energy-saving technology, which is designed to maintain application 

performance while maximizing power efficiency, thereby saving money on TCO. The tool also integrates with Nexsan's 
SASBoy and SATABeast RAID storage offerings. 

• Includes virtualization, thin provisioning, and storage tiering without the need for special agents or capacity keys 

• Protects data with built-in mirroring, remote replication, and snapshots 

• Can scale capacity to multiple petabytes and performance to thousands of megabytes without sen/ice disruption 

• Supports FC SAN and NAS with a single central solution 

• Increases energy efficiency with Nexsan's AutoMAID energy-saving technology 




Best For: Any size enterprise. 
Price: Starts at $11 0,000 



Contact 



(866) 463-9726 
www.nexsan.com 
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Processots Product Spotlight highlights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Seth Colaner 



IBM System Storage SAN24B-4 Express 




The IBM System Storage SAN24B-4 Express is simple to set up and use and offers 
features and a variety of configurations designed witli SIVIEs in mind. The switch is 
equipped with 8Gbps Fibre Channel technology and is scalable up to 16 or 24 ports. 



iStor Networks iS51 2 Virtual Storage Arrays 




Designed to eliminate the complexities associated with managing traditional RAID arrays, iStor's 
Virtual Storage technology makes iStor arrays intuitive and easy to manage. Specifically, iStor's 
iS512 delivers IP SAN functionality to the SME market. 



The switch is a foundational element for companies that need an entry-level configura- 
tion as they begin working with Fibre Channel, but it can also scale up to between six 
and 22 servers and integrate with larger-scale IBM storage tools, including storage 
consolidation, high-availability server clustering, and data protection. An entry-level 
setup can support up to seven servers and can include just a couple of Fibre Channel 
links to existing storage components. 

The SAN24B-4 Express requires little administrative time and effort. Other features 
include Advanced Web Tools for simple management; support for IBM POWER Sys- 
tems, System x, and other servers; and an Access Gateway Node to enable integration 
with other SAN environments. 

• Easy to install and use 

• Scalable from eight to 24 ports 

• 1 U, 19-inch form factor 

• Can be used with other IBM tools, including IBM System x, BladeCenter, and IBM 
POWER Systems servers as well as IBM System Storage tape libraries and devices 
and IBM Tivoli Storage Manager 

Best For: Growing SAN environments in small to midsized enterprises. 

Price: Starts at $4,420 



(800) 426-4968 
www.ibm.com 



The iS512's virtual storage pool renders RAID groups and LUNs obsolete as well as functions such 
as self-optimizing cache, online RAID level migration, online volume and capacity expansion, and 
application-aware volume creation. The iS512 virtual storage arrays feature intelligent wizards to 
ensure that each volume is optimized to provide the best performance for its application, even in 
the mixed workload environments of virtual sen/er consolidation. 

All iStor storage arrays are built around iStor's lOGbE architecture, are available with up to eight 
IGbE ports and one lOGbE interface, and support more than 80,0001/Ops, ensuring that there is a 
configuration for any user at the desired price point and performance level. Customers can use SSDs 
for applications requiring greater performance and configure arrays up to 25TB with high-performance 
SAS drives or up to 84TB with high-capacity SAS drives. 

The arrays are easy to use, with the ability to manage all systems from a single utility and with an 
intuitive GUI. 

• Spend less time managing your storage 

• High performance 

• Up to eight host port connections 

• Efficient utilization of disk resources 

• 2U configuration with 12 drives 



Best For: Virtual server environments and high-bandwidth applications. 

(888) 984-7867 
www.istor.com 



Pivots Serverless Computing 




Pivots Serverless Computing consolidates physical sen/ers into a SAN by adding sen/- 
er virtualization into each scale-out SAN appliance. The Pivots high-availability storage 
appliances include a free virtual server with failover, which is designed to eliminate the 
separate physical server and storage hardware, thereby reducing costs, power and 
cooling needs, and rackspace requirements by up to 50%. 

The standards-based architecture and diagnostic and management tools are designed 
to ease integration and speed deployment, respectively. Each array is scalable to 48 
sen/er cores, 24Gbps of iSCSI bandwidth, and 12 RAID controllers. The RAID 6e capa- 
bilities increase the reliability of large-scale systems where mechanical hard drive fail- 
ures can compromise the integrity of stored data. NAS functionality allows standard 
CIFS and NFS file access to any portion of the array capacity by running NAS software 
on one or more of the Pivots appliances. 

• Standards-based architecture 

• High scalability 

• Increased hardware reliability with RAID 6e 

• NAS functionality 

Best For: Fast-growing datasets, such as machine-generated data from disk-based 
backups and rich media. 

Price: $S,000 per terabyte 



StoneFly Voyager IP SAN Appliance 






(281) 516-6000 
www.pivotS.com 
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StoneFly's Voyager IP SAN Appliances offer an inexpensive yet versatile SAN tool for both prima- 
ry and secondary storage. With an emphasis on better redundancy, availability, scalability, and 
performance, the Voyager IP SANs support up to 16 SAS, SATA, and SSD drives and are scal- 
able up to 256 drives. 

The Voyager IP SANs feature the StoneFusion storage management operating system as well as 
dedicated iSCSI cache and quad-core processing and can scale up to hundreds of terabytes. With 
active/active controllers and high-performance storage interconnects, the Voyager IP SANs are 
geared for appliance redundancy. 

The Voyager IP SANs also feature horizontal or vertical scalability; host or volume load balancing; 
and RAID 0,1,5,6,1 0, 50, and 60 with battery backup and offer greater scalability with expansion 
units. Other features include read/write snapshots, scheduling and rollback, Stonefly VSS agents, 
and optional AES-256 volume-based encryption. 

Users of the appliances benefit from a Web-based user interface and freedom from downtime 
while managing volume sizes. 

• SU, 19-inch rackmount chassis 

• Hot-swappable redundant power supplies 

• SATA, SAS, and high-capacity SSD 

• VMware- and XEN-certified 

• High availability 

Best For: Virtualized SME environments. 



(888) 786-6SS5 
www.iscsi.com 
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Joining Forces 



limosa Systems Prepares To Strengthen Iron Mountain's Data Archiving & Retention Offerings 



▲ 



by Holly Dolezalek 

In February, well-known information 
management company Iron Mountain 
acquired Mimosa Systems for about $112 
million in cash. Mimosa is now part of 
Iron Mountain Digital, the company's 
technology arm. 

The question is, why would a giant like 
Iron Mountain be interested in a small 
company like Mimosa? The answer, 
according to T. M. Ravi, Mimosa's presi- 
dent and CEO, is because Mimosa had 
what Iron Mountain 
wanted and needed 
and fit beautifully 
with Iron Mountain 
as a whole. Ravi 
joined Iron Mountain 
(www.ironmountain.com) as the compa- 
ny's chief marketing officer, and the rest 
of Mimosa's employees also joined the 
company as part of the acquisition. 

Archiving Everything 

Before the purchase. Mimosa Systems 
(www.mimosasystems.com) was a small 
software company whose products per- 
formed various functions of data storage. 
Mimosa NearPoint, the company's on- 
premises data archiving solution, was its 
main claim to fame. The archiving plat- 
form captured file systems, desktops, 
SharePoint data, emails, and other types 
of records that companies need to retain, 
sometimes for their own purposes and 
sometimes to meet government-mandated 
or industry-standard requirements for 
data retention. 

"NearPoint is an archiving platform that 
continuously captures information from 



enable e-discovery, compliance supervi- 
sion, and PST archiving. 

Compliance & Efficiency 

Before the acquisition. Mimosa had more 
than 1,000 customers, and the company 
focused on enterprise-class and midsized 
companies. The company had a lot of suc- 
cess with selling in the healthcare, govern- 
ment, financial services, and utility verti- 
cals, due to the significant government and 
other types of data retention regulations 
that pertain to those industries. However, 



IRON MOUNTAIN 
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Ravi explains that although the company 
started out in the regulation business, the 
market has shifted over time. Companies 
have begun focusing on storage not just as 
a method for meeting government man- 
dates but also as an opportunity to save 
money even when no regulations dictate 
their storage policies. 

"Companies have grown interested in 
two areas where regulation isn't the pri- 
mary driver," Ravi explains. "One is in 
operational efficiency and storage cost 
reduction, and the other is in litigation 
readiness for e-discovery." 



channel partners in the United States, 
Canada, Japan, Australia, Singapore, the 
United Kingdom, France, and Germany. 
Those resellers often sell Mimosa's soft- 
ware as a solution that is bundled with stor- 
age as a turnkey solution. In some indus- 
tries, resellers do all of Mimosa's business; 
for example, all of its revenues from gov- 
ernment entities came through resellers. 
But the company had some direct salespeo- 
ple who handled large enterprise accounts. 

About 80% of Mimosa's business 
comes from sales in North America, while 
the remaining 20% comes from the rest of 
the world. The company's largest global 
market is Europe, particularly the United 
Kingdom, France, and Germany; after 
that, many of its sales come from Japan 
and Australia. 

Iron Mountain will 
retain all of Mimosa's 
employees, Ravi says; 
this includes a signifi- 
cant number of sup- 
port and development 
employees in the of- 
fice in Pune, India. 

Coming Together 

Ravi explains that Iron Mountain chose 
Mimosa for acquisition because Iron 
Mountain is trying to cover all bases when 
it comes to information management. "In 
the last six years. Iron Mountain has 
focused more on electronic information 
and digital content, especially in cloud ser- 
vices because its customers had significant 
interest in cloud-based information man- 
agement," he says. "But Iron Mountain 
also recognized that while small business- 
es and the lower end of the midmarket are 
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"Iron Mountain recognized that while small businesses and 
the lower end of the midmarket are ready to move to the 
cloud immediately, the large enterprises and the upper end 
of the midmarket may take some time to move to the cloud." 



Mimosa's T. M. Ravi 



different data sources and applications," 
says Ravi. "It then does processing of that 
information to extract intelligence, such as 
full-text indexing, classification, and 
deduplication of information." The plat- 
form stores that information using stan- 
dard storage methods on what might be 
called compliance-style storage, which 
means that various policies are applied to 
it so that the information is retained long- 
term but no longer than it needs to be. 

"Retention and disposition policies tend 
to be most important for our customers 
because they want that data gone when that 
retention period is over," Ravi explains. "It 
only increases liability and risk to keep it 
for any longer than the company needs to." 

That core archiving capability is Near- 
Point's main purpose, but the platform also 
delivers applications that perform various 
kinds of information management functions 
on stored data. Apart from the retention and 
disposal policies, other NearPoint functions 



Ravi explains that in the first category, 
companies have learned to look for effi- 
ciencies in the way their storage is used, 
not only to increase response times by 
offloading unnecessary content to storage 
rather than active databases but also to 
move data that is no longer immediate to 
less-expensive storage. Companies have 
also learned to keep their data in formats 
and structures that make it easier to access 
and search when a legal matter comes up. 

"These are categories that, unlike regu- 
latory requirements, apply across all verti- 
cals," Ravi says. "Whether it's to move 
data to cheaper commodity storage or to 
be able to respond quickly in a more liti- 
gious atmosphere, companies are expand- 
ing their approach to storing data." 

Worldwide Reach 

Mimosa achieved most of its sales — 
about 65% of revenues — from reseller 
arrangements. The company has about 200 



ready to move to the cloud immediately, 
the large enterprises and the upper end of 
the midmarket may take some time to 
move to the cloud." 

That's because larger companies have 
the budget and infrastructure to handle 



their own storage on-premises instead of in 
the cloud, Ravi explains, and because they 
also often have confidentiality and security 
needs that they're not sure the cloud can 
provide. "Some enterprises are worried 
about data leakage in transit to the cloud or 
in the cloud, and others are concerned 
about other issues such as latency and 
accessibility," Ravi says. 

For that reason. Iron Mountain was 
interested in solutions that would address 

Mimosa Systems 



(408) 970-9070 
www.mimosasystems.com 

• Mimosa Systems specializes in data 
archiving and retention that complies with 
government-mandated and industry- 
specific regulations. 

• By acquiring IVIimosa, Iron Mountain will 
bridge the gap that exists between 
on-premises and cloud-based storage. 

• "Wherever customers want to move or 
store their data, we want to be able to 
help them," says T. M. Ravi, Mimosa's 
president and CEO and chief marketing 
officer for Iron Mountain. 



the gap between on-premises and the 
cloud, whether by providing on-premises 
answers or a hybrid between the two types 
of storage. The idea was to find a way to 
let customers transition to the cloud when, 
or if, they were ready to do so. 

For Mimosa, the acquisition made sense 
because although the two companies' 
visions of storage and information man- 
agement was compatible, there wasn't sig- 
nificant overlap between what Iron 
Mountain provided and what Mimosa had 
to offer. Rather than discontinuing prod- 
ucts, Ravi says. Mimosa will actually be 
able to offer new features and capabilities 
on a faster schedule than would have been 
possible before the acquisition. 

The challenge for Mimosa in the 
months ahead will be to integrate its prod- 
ucts with those of Iron Mountain so that 
eventually the company will be able to 
offer what Ravi calls an agnostic concept 
of information management, one that can 
provide solutions for any location and any 
media for information management. 
"Wherever customers want to move or 
store their data, we want to be able to help 
them," he says. 



Mimosa Systems' Offerings 




Mimosa NearPoint 
Disaster Recovery Option 


Enables recovery of Exchange databases, storage groups, or the 
entire Exchange server in the event of a hardware or software failure. 


Mimosa NearPoint 
File System Archiving 


Enables retention and disposal policies of targeted files and enables 
search and e-discovery of files in the corporate environment. 


Mimosa NearPoint 

for Microsoft Exchange Sen/er 


Archives emails with Continuous Application Shadowing and captures 
and stores Exchange log files when they are committed to disk. 


Mimosa NearPoint 
for SharePoint 


Provides archiving and recovery of SharePoint data while maintaining 
easy end-user access to information. 
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Virtual Storage Appliances 



Drive Down Server Virtualization's Storage Costs 



by George Crump 

Shared storage is an essential ingredient 
in realizing the full potential of server vir- 
tualization. Most of the high value capabili- 
ties such as server migration, dynamic 
resource distribution, and high availability 
are dependent on multiple physical servers 
having access to the same storage area. 
However, many small to medium-sized 
data centers have avoided shared storage 
due to perceived high cost and complexity. 
In fact, an Enterprise Strategy Group 
research report, "The Impact of Server 
Virtualization on Storage," states "close to 
one-half of SMBs (49%) expect to use 
DAS for some of their server virtualization 
storage needs compared to just 33% of 
enterprise-class organizations." 

As Mike Stolz, vice president of sales and 
marketing at StorMagic (www.stormagic 
.com) points out, "Using DAS storage in a 
virtual server environment is a recipe for dis- 
aster. In previrtualization DAS, if an internal 
disk array inside a server failed or the server 
itself failed, only one application would typi- 
cally be affected. In server virtualization 
where a virtual host could have 10, 20, or 
even more applications running on virtual 
machines, a single disk failure or failure of 
the virtual host can now cause an outage 
across many applications." 

Kevin Brown, CEO of CORAID (www 
.coraid.com), points out that SMEs have a 
great advantage in their IT agility relative to 
larger enterprises. "While many large com- 
panies are handcuffed to legacy application 
and storage environments, SMEs have an 
opportunity to embrace emerging technolo- 
gies that offer tremendous benefits. In the 
case of storage, which is often one of the 
largest budget line items for IT, cutting costs 
by 50 to 80% can have a huge impact on 
profitabiUty and survival." 

Get Started With Virtual 
Storage Appliances 

As a potential first step to meeting shared 
SAN requirements across virtual servers, 
Augie Gonzalez, director of product mar- 
keting at DataCore Software (www. data 
core.com), suggests using portable storage 
virtualization software to make the disks 
inside the existing physical servers shareable. 
"The storage virtualization stack will run 
inside its own virtual machine (VM) or right 
on top of the hypervisor. From there, it first 
virtualizes formerly dedicated drives into 



shared iSCSI resources accessible from mul- 
tiple VMs over a conventional LAN." 

Stolz adds that "Many virtual host servers 
already have more than enough storage 
capacity for the typical SME; the challenge 
has been that it was locked up. By moving the 
sharing intelligence off of proprietary con- 
trollers and into a virtual machine, the cost of 
shared storage can be dramatically reduced, 
especially if the disk capacity was already 
there." Stolz points out that the reduction in 
cost paves the way for the implementation of 
high availability in systems. 

Additional Advantages 

The dollars spent on storage is just one 
aspect of the challenge that SMEs face. IT 
staffs at SMEs are almost always made up of 
IT personnel wearing multiple hats. In many 
cases, the "storage guy" is also the "virtual- 
ization guy," so simplicity and integration 
are critical for success. CORAID' s Brown 
suggests that SMEs look at storage solutions 
that can integrate directly into the virtualiza- 
tion management layer. 

Brown also suggests simplicity can be 
found beyond integration into the virtualiza- 
tion consoles by moving past traditional stor- 
age connectivity. "Fibre Channel and iSCSI 
require substantial network management, 
especially in dynamic virtualization environ- 
ments that change a lot. If you don't have a 
staff of storage experts, this can quickly 
become the bottleneck for IT operations," 
says Brown. He advises SMEs consider 
newer Ethernet SAN protocols (see sidebar) 
that eliminate much complexity. 

At the point where application workloads 
consume more than 75% of the physical 
server resources and the number of servers 
grows, DataCore' s Gonzalez advises moving 
the storage virtualization software into a pair 
of small dedicated servers that can handle the 
expanded capacity and I/O demands of the 
bigger environment. This, too, is straightfor- 
ward, as the software licenses are fully 
portable from virtual to physical machines. 
Achieve further cost containment by relocat- 
ing the original internal drives behind the 
storage virtualization nodes before any more 
storage is added. 

Leverage Virtualization Projects 

StarWind Software's (www.starwindsoft 
ware.com) CEO Zorian Rotenberg finds that 
many IT professionals at small and midsized 
companies can leverage the consolidation 
aspect of the server virtualization project. He 



Protocol Selection 

Although Fibre Channel SANs remain the default choice in many enterprise server virtualization 
projects, the SME has other options available. The most common alternative is ISCSI, but NAS 
(CIFS and NFS) protocols are also becoming increasingly popular. 

Evan Powell, CEO of Nexenta (www.nexenta.com), believes that NFS provides an ideal platform 
for hosting virtual machine storage. "Virtual machines are, after all, a collection of server images, 
and those images are files. NFS by its default nature allows for the sharing of files between multi- 
ple sen/ers, and performance tests by VMware and others have shown relative equality between 
ISCSI and NFS. Finally, if iSCSI or Fibre is needed, many NAS-based systems can now provide 
those protocols, as well." 

CORAID (www.coraid.com) CEO Kevin Brown advises SMEs to consider Ethernet SAN solutions 
using the open AoE (ATA over Ethernet) protocol. "AoE uses raw Ethernet frames to transport 
data, providing the block protocol nature of iSCSI without the TCP overhead. This delivers approxi- 
mately double the performance of iSCSI at less than half the cost, without the complexity of ad- 
vanced network design and tuning." 



Key Points 



• Shared storage is critical for maximizing 
the benefits of server virtualization, and 
now it is also affordable for the small to 
midsized data center. 

• Leveraging the server virtualization project 
itself either through the use of virtual 
machines or by repurposing legacy sen/ers 
is a key element in driving out costs. 

• Simplicity is as critical as reducing hard 
costs; SME personnel typically wear multi- 
ple hats, and integrating storage manage- 
ment into the virtual sen/er management 
console reduces complexity significantly. 



says, "In many cases, the result of a virtual- 
ization project is that there are always a few 
extra servers that are displaced by VMware 
or Hyper-V, and these are not yet at retire- 
ment age. So the customer can select two of 
these displaced servers (for HA) and repur- 
pose them by installing SAN software to 
turn the servers into a fault-tolerant iSCSI 
storage system with high availability." 
Additionally, he recommends consolidating 
spare hard drives from extra servers and 
using them to add to the capacity of the 
repurposed servers. He adds, "This has the 



advantage of flexibility and predictability 
that is more cost-effective than buying new 
SAN products. And performance is better as 
the storage I/O is on its own CPU while the 
virtual machine application processing 
resides still on the virtual hosts." 

Many of the storage applications are dual 
mode, meaning they can reside in either a 
virtual machine or a dedicated physical host. 
DataCore' s Gonzalez believes this gives 
SMEs the best of both worlds. SMEs can 
start small, leveraging internal disks, and 
then as the production environment ramps 
up, they can move the storage to a dedicated 
system. Throughout that process, shared 
storage is available, but cost and complexity 
are kept to a minimum. 

Another approach may be to host the vir- 
tual environment directly on the storage. 
Lee Caswell, founder and CMO of Pivot3 
(www.pivot3.com), points out that some of 
the cluster storage systems that target the 
SME space leverage a similar Intel archi- 
tecture as does the typical server. "Hosting 
virtual machines on the storage itself could 
save the cost of the server investment 
in these environments. This 'server-less' 
computing is ideal for environments such 
as rich media and file sharing where the 
high capacity is more critical than a high 
server count." 
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IW-R100 

Cost- Effective 1U Entry-Level Server Chassis 

• 26"x19"x1.75"(DxWxH) • Changeable Fans Modules 

• Support Extended ATX (12" x1 3") • Outstanding Ttiermal Solution 

• External 5.25" x 1 & Internal 3.5" x 2 




IW-R200 

Open-Bay 2U Server Chassis 

• 23.5"x19"x3.5"(DxWxH) 

• Support CEB (12"x1 0.5") 

• Slim ODD, Slim FDD, External 5.25" x 2, 
Internal 3.5" x 3 

• Utilized 2 X 5.25" bays supported storage kit 



IW-RA100 

1 U Compact Server Chassis 

• 15"x19"x1.75"(DxWxH) 

• Support ATX (12" X 9.6") 

• Slim ODD & Internal 3.5" x 2 

• Powerful 1 U appliance witti 1 5"depth 
for space-sensitive 
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IW-R300 

Compact Stylish 3U Server Chassis 

• 19"x19"x5.25"(DxWxH) 

• Support CEB (12" X 10.5") 

• Slim ODD, External 5.25" x 2, 3.5" x 1 , 
Internal 3.5" x 5 

• Single or Redundant PSU options 



IW-R400 

Economical Industrial 4U Server 
Chassis 

• 20"x19"x7"(DxWxH) 

• Support CEB (12" X 10.5") 

• External 5.25" x 3, 3.5" x 2 & Internal 3.5" x 3 

• Anti-shock vibration 
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In Win Development (U.S.A.) Inc. 

188 Brea Canyon Road, 
City of Industry, CA91789 
Tel: 1-909-348-0588 
URL: w/ww.in-win.us 
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Weak Passwords 
Still All The Rage 

Systems administrators counting on employ- 
ees to create their own strong passwords in 
the workplace might want to rethink that 
strategy in light of a report from Imperva. In 
December 2009, a hacker breached a data- 
base operated by RockYou and uncovered 
32 million passwords. Imperva analyzed all 
the passwords and found, among other 
things, the passwords were stored in clear 
text, and the most commonly used pass- 
words were incredibly weak, including the 
most popular password: 123456. 

The other most popular passwords on the 
list were, in order: 12345, 123456789, pass- 
word, iloveyou, princess, rockyou, 1234567, 
12345678, and abc123. In addition to short, 
simplistic passwords making user-related data 
susceptible to basic, brute-force password 
attacks, Imperva says that "about half of the 
users use the same (or very similar) password 
to all Web sites that require logging in." The 
password list, which was eventually posted 
online in its entirety, was obtained by taking 
advantage of an SQL injection vulnerability. 

Problems Have Changed Little 

imperva says the problem of weak password 
usage has changed little in 20 years. In the 
report, Imperva says that about 30% of users 
selected passwords containing six or fewer 
characters; 60% created passwords with lim- 
ited alphanumeric usage; and about 50% 
selected names, slang words, dictionary 
words, or trivial passwords. 



Overall, about 20% of the passwords exam- 
ined were among the list's 5,000 most popu- 
lar passwords, with nearly all 5,000 being 
names, slang words, dictionary words, and 
other weak passwords. Using that 5,000- 
password list, Imperva says, a hacker using 
an automated brute-force technique over 
DSL connection could acquire a new user 
account every second or 1 ,000 accounts in 
less than 17 minutes. 

Bruce Schneier, the author of several securi- 
ty-related books and operator of the Schneier 
On Security blog, says weak password usage 
continues to be a problem because people 
don't take security warnings seriously. Fur- 
ther, Schneier doesn't see a time when weak 
password usage won't be a problem. "There 
will always be a level of security where pass- 
words are appropriate, and there will always 
be weak passwords." 

In the report, Impen/a cites several NASA- 
provided recommendations aimed at users, 
including using at least an eight-character 
password that consists of four different char- 
acter types, using a different password for 
each Web site, and refraining from using 
third-party password keepers for important 
passwords. Passwords should also not 
include names, slang words, dictionary 
words, or parts of names or email addresses. 
For administrators, Imperva suggests enforc- 
ing password policies, not transmitting or 
storing passwords in clear text, using anti- 
brute-force protection, implementing a pass- 
word-change policy, and encouraging the use 
of phrases vs. passwords. 

by Blaine Flamig 



Watch Out 
For Web Worms 

Expect Attacks To Be More Common & More Dangerous In 2010 



by Bridget Mintz Testa 

Samy in 2005. Conficker in 2008. Stalk- 
Daily in 2009. These are just a few of the 
recent species of malware known as Web- 
based worms. Experts in IT and Internet 
security expect to see more worm attacks 
in 2010, and they also expect the attacks 
to be more malicious than ever. Conven- 
tional IT security methods won't stop 
these threats. The only thing that can stop 
them is knowledge and informed protec- 
tive action. 

A New Type Of Malware 

"[These worms] are an evolution of simi- 
lar things we saw a decade or so ago," says 
Gene Spafford, professor of computer sci- 
ence and executive director of the Center 
for Education and Research in Information 
Assurance and Security at Purdue Univer- 
sity. Spafford cites the "I love you" worm, 
which was transmitted through attachments 
using the subject "ILOVEYOU." When 
users opened the attachment, the worm 
sent a copy of itself to every contact in the 
user's Windows Address Book and also 
made malicious changes to the computer's 
OS. "[This type of malware] requires a 
platform that can execute — it's code intro- 
duced onto a machine," he says. 

Malware such as Samy and StalkDaily, 
which hit MySpace and Twitter, respective- 
ly, represent a new and even more insidious 
species of worm. "Traditionally, viruses 



user's identity. Unvalidated means you did 
not check to see if the HTML code 
includes something malicious hidden 
within it. 

Attackers exploit this vulnerability by 
entering malicious code, typically using 



Key Points 



Web-based worms are newer types of 
malware that don't require human inter- 
vention to spread. And traditional antivirus 
IT security practices don't seem to pre- 
vent them from spreading. 
Two-thirds of Web sites are vulnerable to 
XSS (cross-site scripting) worm infections, 
which involve embedding malicious Java- 
Script or ActiveX code on Web pages or 
in downloads. 

Web worms feature social engineering by 
using access to news items to entice vic- 
tims either to visit infected sites or click 
links that embed the malicious code in 
a download. 



JavaScript or ActiveX, into the search field 
instead of a search term. When the results 
page appears, the malicious code is incorpo- 
rated within that page. 

Next, the attacker sends an email entic- 
ing a victim to visit that results page. 
When the victim clicks the email link, the 
browser is directed to the infected page 



A Web-based worm is a new phase 
in malicious code. No human 
intervention is required. 



-Zscaier's Michael Sutton 

and Trojan horses convince you to down- 
load a file that exploits some vulnerability," 
says Michael Sutton, vice president of 
security research for Zscaler (www.zscaler 
.com), an IT security company that special- 
izes in addressing Internet- and cloud-based 
threats. "A Web-based worm is a new 
phase in malicious code. No human inter- 
vention is required." 

Although a malicious person can use 
many methods to create Web worms, one 
approach is especially effective. "There's 
a Web application known as cross-site 
scripting," Sutton says. "It's the most 
prevalent vulnerability in Web applica- 
tions today." Several types of XSS (cross- 
site scripting) currently exist, but two in 
particular are very popular: reflected XSS 
and persistent XSS. 

Reflected XSS. According to Sutton, a 
reflected XSS attack involves an attacker 
first finding a Web page that's vulnerable 
to XSS. This can be any site (some search 
engines, for example) that accepts unveri- 
fied and unvalidated user-supplied input. 
Unverified means without proof of the 



where it reads and interprets the HTML 
and eventually reads the JavaScript. The 
newly infected browser will continue to 
follow the code's instructions. 

"Most commonly, it's grabbing cookies 
from a browser so the attacker can imper- 
sonate you," Sutton says, though he stress- 
es that this is only one example of the use 
of this technique. 

Persistent XSS. One type of persistent 
XSS involves an attacker who creates a Web 
site that incorporates malicious code. "The 
attacker gets you to visit his Web site 
through subverting Web site names, phish- 
ing, or other methods," Spafford says. A vic- 
tim thinks he is going to a legitimate page, 
but the page turns out to be fraudulent. 

When you load the Web site, Spafford 
explains, the attacker will present you 
with a screen that advises you to down- 
load a codec to view a file. "That codec 
will compromise your system," says 
Spafford. The email messages sent to vic- 
tims are socially engineered to relate to 
some breaking news story that's grabbing 
everyone's attention. Social engineering 



is a common aspect of this new breed of 
Web-based worms. 

A second type of persistent XSS involves 
compromising a legitimate Web site that 
lets users post comments, write HTML, or 
enter other types of unverified or unvalidat- 
ed input onto the page. In this example, 
Sutton says, the malicious JavaScript is just 
sitting there, and you can infect your sys- 
tem just by viewing the page. 

Preventing Worm Infections 

Worms bypass human actions, the basis 
for much IT security. "For small and medi- 
um-sized businesses, our traditional ap- 
proaches to security, like desktop antivirus 
checking and URL filtering, won't help 
with things like this," Sutton says. 

"The best thing to do is stay [current] 
with patches for your browsers so they get 
patched automatically," says Lawrence 
Orans, a network security analyst at 
Gartner. "Educate people about being care- 
ful of what they click on, especially for 
downloading video codecs or [any type of 
download from an unknown source]. Also 
especially be careful when the link is for 
something hot in the news — this is the 
social engineering component." 

To protect your enterprise's Web site, 
Johannes Ullrich, CTO of the SANS 
Internet Storm Center (www.isc.sans 
.org), says you can use URL filtering 
libraries developed by the Open Web 
Application Security Project. Using 
captcha images, such as a distorted word 
or set of numbers that a user must correct- 
ly read before a site allows him to enter 
inputs on your site, verifies user identity. 
"An attacker knows what the form looks 
like, but the number [or word] is dynami- 
cally assigned," Ullrich says. 

According to Sutton, Internet Explorer 8 
incorporates protections against XSS, and 
the NoScript plug-in protects Firefox users. 

Enterprises can also use secure Web 
gateway appliances, but those only protect 
users behind the gateway. If an employee 
accesses the Internet while away from the 
office, through multiple devices, a cloud- 
based Web site inspection service could be 
a good option. 

Rich Media 
For Worms 

How can you protect your company? One 
easy way is to follow the recommendations 
of Gene Spafford, executive director of the 
Purdue University Center for Education and 
Research in Information Assurance and 
Security. IVIake it a policy for your users to 
"turn off JavaScript for new sites, unless it's 
necessary," Spafford says. 

Also make it a policy that your users don't 
click links in an email or on the Web, unless 
they're absolutely certain the links are safe. 
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Overland Storage NEO E Series 



NEW PRODUCT 



by Tessa Warner Breneman 




Reliable, Scalable Data Storage 
For The Long Haul 



Finding a way to store data in a safe 
and accessible way has left many corpo- 
rations perplexed. This is especially true 
as companies try to accommodate data 
growth, tight regulatory requirements, 
and distributed environments. 

Overland Storage's NEO E Series 
now take advantage of LTO-5 technolo- 
gy, the latest innovation in high-capacity 
storage. With LTO-5 technology, overall 
performance is doubled, and data 
throughput is increased by 20% when 
compared to LTO-4. 

The NEO E Series consists of the 
NEO 2000E, NEO 4000E, and NEO 
8000 enterprise-level tape archive and 
storage library systems. The E Series 
offers between 45TB and 3PB of capaci- 
ty, 30 to 1,000 cartridge slots, and one to 
24 tape drives, and it is capable of data 
transfer rates up to 24TB/hour. 

The NEO E Series features continuous 
operation, remote failover, and the abili- 
ty to expand on demand. It also supports 
several connectivity options, including 
SCSI, iSCSI, and native Fibre Channel. 

"The NEO E Series products offer the 
ultimate in cost of ownership by provid- 
ing affordable high-capacity, high-perfor- 
mance data storage that provides reliable 



Overland Storage 
NEO E Series 

A series of 
enterprise-level 
tape archive and 
storage library 
products that 
incorporate LTO-5 
technoiogy. 



access to data with minimized manage- 
ment, maintenance, and service costs," 
says Peri Grover, director of product 
management at Overland Storage. 

"The NEO E Series products provide 
superior density with up to three times 
the capacity in the amount of physical 
space, which minimizes the use of costly 
data center space," Grover says. 

Additionally, NEO E Series products 
provide redundancy features, including 
redundant robotics, for environments that 
require scaled capacity and performance. 
They also offer twice the reliability of the 
competition, ensuring dependable access 
to mission-critical data, Grover says. 

With the NEO Upgrade And Save 
Program, current NEO customers can 
upgrade their existing NEO systems and 
receive up to $12,000 in cash rebates. 



Qerland 

S T O R A G 




) 343-7627 
www.overlandstorage.com 



Data and applications. 
Windows, Linux and Unix. 
Heterogeneous servers and storage. 
Physical and/or virtual servers. 
Locally or remotely. 

InMage's one integrated solution 
gives you: 

• Disaster recovery 

• Continuous backup 

• Application failover/failback 

• Any combination of the above 

Visualize simplified recovery 
operations. 
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For a short introduction 
to the InMage solution, 
download our white paper: 

"A Cost- 
Effective 
Integrated 
Solution for 
Backup and 

Disaster 
Recovery" 

www.inmage.com/wpp 
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The Answer To Concerns About Old Media 

Recycle Your Media Offers Secure, Green Tape Disposal 



by Marty Sems 

Tape backup is a fact of life for many 
enterprises. Cartridges are reliable and 
cost-effective, and they can be encrypted 
and stored offsite for maximum protection 
from natural catastrophes and theft. 

But there's a question of how best to 
dispose of end-of-life tapes. Many enter- 
prises have policies that require them to 
get rid of tapes of a certain age, even 
though they may still have life left. It's 
critical to erase the data on those backup 
tapes, both for corporate and customer pri- 
vacy reasons. Plus, it costs money to have 
a cartridge shredding service physically 
destroy old tapes, which usually end up 
taking up space in a landfill. 

Recycle Your Media offers a solution to 
all of the above. The Newport Beach, 
Calif., company will buy quantities of 100 
or more used tapes from your business at 



Recycle Your Media 



(949)757-0100 
www.recycleyourmedia.com 

Buys old tape media and recycies wiiat is no 
ionger usable, then puts the rest through a 12-point 
recertlflcatlon process before reselling them. 

fcleYourMedia 



"fair market value," and it will even 
arrange and pay for secure shipping. In 
effect, it turns an IT expense into a modest 
source of income for your company. 

Almost Any Tape Format 

Recycle Your Media is in the market 
for a variety of tape formats, from legacy 
to recent. The company's technicians 
obliterate any lingering data from the 
media and then subject each cartridge to a 
chemical cleaning and close inspection. 
The firm estimates that one out of every 
five tapes doesn't make it through its 
stringent, 12-point recertification process. 
Certified tapes are then offered for resale 
at lower prices than new cartridges, which 
offers your IT department an inexpensive 
source of known-good backup media. 

Recycle Your Media's data disposal 
practices are designed to help your SME 
meet its regulatory compliance obliga- 
tions and its need to protect sensitive 
information. Recycle Your Media con- 
trols the entire media chain of custody, 
so it is able to supply your enterprise 
with legal proof of data destruction. 

Recycling outdated media gives your 
company another way to demonstrate its 
environmental conscientiousness. By 
keeping old tapes out of the trash. Recycle 
Your Media can assist your enterprise with 
its "green" credentials, which can bring in 
additional customers. Smarter resource uti- 
lization benefits us all, but it's nice when it 
benefits your bottom line, too. 



Instant Server Recovery 

CMS Products BounceBack Server 
Keeps You Up & Running 



by Kris Glaser Brambila 

Server downtime can be a serious issue 
if you don't have the right tools to help 
you get back on your feet. BounceBack 
Server from CMS Products can save your 
organization precious time by backing up 
your entire Windows server on an external 
eSATA or USB drive. 

"Given that almost everything in a 
small business is handled through its 
computer system, [including] inventory 
records, point-of-sale transactions, 
accounting data, customer data, etc., hav- 
ing that system unavailable for use can 
have a very damaging effect on a business 
in terms of lost revenue and negative 
impact on their customers," says Gary 
Streuter, vice president of marketing at 
CMS Products. 



CMS Products 
BounceBack Server 



(800)327-5773 
www.cmsproducts.com 

Instant, one-button recovery to an external eSATA 
or USB drive to help avoid lengthy downtimes. 
$285 (download); $295 (CD/box); ABS-Server 
backup systems start at $399 
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Restart Your Server 

From Your Exterrjaf eSATA/USB Hard Dfive 
I "An Indiisliy Firsl " 



CMS 



The BounceBack Server software, 
which you can purchase individually or 
installed on an ABS-Server drive with 
capacities ranging from 1TB to 4TB, 
offers a range of backup and restore 
options to fit the needs of any organiza- 
tion. For starters, the Instant Server 
Recovery option immediately restarts 
your server from your external backup 
drive. Instant Server Recovery "provides 
small-business users with the opportuni- 
ty to keep their Windows Server business 
system up and running in the event of a 
hard drive failure," Streuter says. 

With BounceBack Server, you can 
recover your entire server to its last 
backed up state with One Button Recov- 
ery or use the QuickRestore tool to rein- 
state individual files and folders. You can 
customize which data you want to back 
up, choose multiple backup destinations, 
encrypt with 256-bit AES encryption, or 
store your server information on a local 
or mapped network drive. BounceBack 
Server also lets you schedule a date and 
time to perform an automatic, unattend- 
ed backup. 
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Symantec: 
Three-Quarters Of 
Enterprises Suffered 
Cyber Attacks In 2009 

A Symantec study found that 75% of organi- 
zations worldwide experienced cyber attacl<s 
in 2009, costing tliem an average of $2 million 
per year. Forty-two percent of enterprises said 
cyber risk was their top concern, ranking it 
higher than traditional crime, natural disasters, 
and terrorism. 

The 201 State of Enterprise Security study, 
which is based on surveys of about 2,100 
enterprise ClOs, CISOs, and IT managers 
from 27 countries, found that 29% of those 
surveyed believe cyber attacks on enterprises 
increased in the past year. Also, every enter- 
prise that was sun/eyed reported some kind of 
cyber loss during 2009, whether it was the 
theft of intellectual property, customer credit 
card data or other financial information, or 
customers' personally identifiable information. 

At the same time, Symantec says, it is becom- 
ing harder for enterprises to protect their net- 
works in the face of reduced staffs, tightened 
budgets, new IT initiatives such as server virtu- 
alization, and compliance regulations. 

Defend Against Cyber Threats 

Despite these challenges, the Symantec 
study says there are several steps organiza- 
tions can take to make their networks more 
secure. First, Symantec recommends that 
enterprises secure their end points as well as 
their Web and messaging environments. 
Maureen Kelly, senior director of product 
development at Symantec, says antivirus 
software and firewalls are no longer enough. 
Organizations should implement client intru- 
sion detection, a measure that only 44% of 
the study's respondents reported using. 

"Using intrusion detection and prevention is 
vital to catching zero-day exploits," Kelly 
says. "By employing an IPS, an organization 
is more protected against threats that exploit 
unpatched vulnerabilities." 

The study also recommends that organizations 
defend critical internal sen/ers and make sure 
they have the ability to back up and recover 
their data. Companies should also take an 
"information-centric approach" to protect infor- 
mation and interactions, the study says. 

"It's not enough to know where the informa- 
tion resides — organizations need to know 
how it moves and who has access to it so 
they can protect it," Kelly says. "Taking a con- 
tent-aware approach to protecting your infor- 
mation is key in knowing where your sensitive 
information resides, who has access to it, and 
how it is coming in or leaving your company." 

Kelly says enterprises should expect cyber 
attacks to increase as companies become 
more tied to the Web. "Organizations are 
functioning more and more online," she says. 
"Whole departments are moving to the Inter- 
net, and transactions and services are carried 
out on the Web. The result is more opportuni- 
ties for cybercriminals to get creative and to 
find vulnerabilities." 



by Kyle 
Harpster 




SECURITY 



SIX QUICK TIPS 



Antivirus 
Software Testing 

Use Benchmarks & Simulated Attacks 
To Assess Your Network's Defenses 



by Bruce Gain 

A MAJOR PART of any solid security plan 
should involve making sure that your 
enterprise's antivirus software is loaded 
and working on all machines while updates 
are installed as soon as they become avail- 
able. But once your antivirus software is 
up and running, do you know how well it 
is prepared to ward off attacks? 

There are ways to benchmark and test 
your antivirus software's ability to ward off 
attacks. Although we concede the process 
is not easy, it is not impossible, either. Here 
are some tips you can use to develop a plan 
to more effectively benchmark and test the 
performance of your antivirus software. 

Follow An Established Methodology 

Using software to test and benchmark 
performance of software and hardware is a 
difficult enough process. Benchmarking 
entails many variables and difficulties, 
involving running the right tests, using the 
right methodology, and interpreting 
results. But with antivirus software, the 
methodology is that much more complex 
and problematic. After all, you are trying 
to gauge how well antivirus software, 
among other things, can detect any one of 
thousands of scripts that have not even 
been invented that can potentially circum- 
vent your network's defenses. 

"Testing antivirus, or more importantly, 
anti-malware, software has to be one of 
the most complicated tests of any soft- 
ware out there today," says Brian Grayek, 
vice president of product management of 
CA's Internet security business unit (www 
.ca.com). 

So where do you start? For such a com- 
plicated task, it is a good idea to follow 
the guidelines of an established industry 
standards body. "For properly testing 
antivirus software, you'll need a scientific 
test scenario," says Stefan Schiffert, CTO 
of Avira (www.avira.com). 

Avira security experts, for example, rec- 
ommend the AMTSO (Anti-Malware 
Testing Standards Organization; www 
.amtso.org) workgroup's methodologies. 
"AMTSO has published some papers that 
help when trying to understand the com- 
plexity and problems of testing antivirus 
software," Schiffert says. "For example, 
[AMTSO] workgroup members explain 



that testing [a large] set of malware sam- 
ples doesn't paint the whole picture. The 
tester also has to take false-positive detec- 
tions [into account]." 

An established methodology created by 
an industry organization should also 
involve making sure that the tester checks 
that the virus samples are indeed "mali- 
cious," Schiffert says. "This is just one 
example of the points that should be con- 
sidered when comparing antivirus solu- 
tions," Schiffert says. 

Hire A Hacker 

Antivirus software testing can also in- 
volve an attack — not from a real virus, but 
from a program that a third-party security 
consultant executes. This is one way to 
know just how well your software will 
hold up against the next virus attack. 

"The idea, of course, is to see if your 
antivirus detection software can pick [a test 
attack] up or not," says Jamie Riden, a 
member of UK Honeynet Project (www 
.ukhoneynet.org) and an independent secu- 
rity researcher. "When you see it is report- 
ed, at least then you know your detection is 
working. But if your detection systems are 
not showing anything, at that point you 
really know that something is not OK." 

You, of course, want to pay special 
attention to the people you hire to unleash 
a simulated virus attack on your network. 
While major security firms occasionally 
hire former black hats and criminals as 
consultants, your enterprise must make 
sure that the individual or individuals sim- 
ulating virus attacks can be trusted. 
Besides checking references and asking 
for recommendations from colleagues in 
the IT industry about a firm you are con- 
sidering, your enterprise's legal depart- 
ment should draft a contract that will, 
among other things, not hold you and your 
enterprise responsible if there is a security 
breach when an outsider probes your net- 
work. "Indeed, contracts must be signed 
by a [third party] and you," Riden says. 

What Is Your Network Telling You? 

Antivirus testing in an enterprise will 
never be completed. It should remain an 
ongoing process, whether you are gaug- 
ing new products or testing to see how 
well the one in place now is working. 
However, there will come a point when a 



BONUS TIPS 



■ Scrutinize detection 

data. Sometimes antivirus 
software will flag several inci- 
dents of viruses being inter- 
cepted when, in fact, it has 
blocked only a single rogue 
file. It is thus essential to 
determine the real number of 
intrusions that were blocked 
during tests, says Brian 
Grayek, vice president of 
product management of CA's 
Internet security business 



unit (www.ca.com). "IVIany 
companies will detect one 
piece of malware as multiple 
attacks, which skews results 
in their favor," Grayek says. 
"For true results, determine 
the resulting security posture 
of the computer to determine 
the effectiveness of the anti- 
malware software." 

■ Find independent tests. 

Setting up accurate testing 



methodology involves mak- 
ing sure that the tests are 
independent and neutral, as 
opposed to benchmarks that 
erroneously favor one ven- 
dor over another. Vendor- 
neutral tests are thus more 
rigorous and fair, says Jamie 
Riden, a member of UK 
Honeynet Project (www.uk 
honeynet.org) and an inde- 
pendent security researcher. 



major round of tests, using methodolo- 
gies outlined by standards bodies as 
described above, will be completed. Now 
is the time to look for evidence on your 
network for virus intrusion to see how 
well your antivirus software is working. 
The best way to do this, Riden says, is to 
gauge virus-related problems users report 
to help desks, your antivirus log, and 
what may turn up during your intrusion- 
detection monitoring. 

"If the users are not having any prob- 
lems, your antivirus console is not detect- 
ing anything, and you are not seeing any 
virus-related concerns on the intrusion 
detection console, then that is pretty 
good," Riden says. 

Of course, for those times when the help 
desk, virus alerts, or monitoring software 
does flag a virus problem, now is the time to 
dig deeper and attempt to determine exactly 
how the virus got through. This process 

Best Tip: 

Do Real-World Tests 

It is essential that your tests gauge how well 
the antivirus software detects real-world scripts 
and not just generic and well-known viruses. 

"IVIore malware is being created daily than 
ever before in history," says Brian Grayek, 
vice president of product management of 
CA's Internet security business unit (www 
.ca.com). "The use of 'generic' signatures, 
which can catch hundreds or thousands of 
variants, are increasingly used by all anti- 
malware vendors. To be of use, the testing 
must be done as a real computer would see 
an attack occurring." 

Most Practical Tip: 

Test For Ease Of 
Administration 

The most efficient antivirus software in the 
world is not going to do you that much good 
if it is difficult to install and use. Testing 
should thus gauge how practical its adminis- 
tration is, as well. "As far as testing [goes], 
keep in mind performance, ease of adminis- 
tration, price, and monitoring," says John 
Matzek, co-founder and CEO of Logic IT 
Consulting (www.logicitc.com). 

should involve a number of things, such as 
isolating the infected machines, studying the 
virus' script, and using third-party resources 
such as forums and antivirus software data 
to learn more about the threat. 

"Of course, like anything else security- 
related, you need to determine exactly 
what the problem was," Riden says. 

Keep Testing In The Lab 

Medical researchers study human virus- 
es and develop vaccines in laboratories 
invitro, long before a vaccine is tested on 
live human subjects. The same logic 
should apply to studying viruses and 
antivirus software, which should be done 
in a test setting. While you obviously need 
to use your enterprise's virus detection 
system, simulated attacks and other tests 
should be done on workstations and 
servers that are quarantined and obviously 
not connected to your network. 

"Testing methodology [should involve] 
testing in a lab or on a live Internet con- 
nection and [should] guarantee isolation 
from a production environment so as to 
not 'accidentally' infect the rest of your 
company," Grayek says. 
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Cybersecurity Threats To 
Government Departments 

More Than Technology, Culture Needs To Change To Beat Malware Attacks 



by Curt Hurler 

Good cybersecurity starts at the top 
level and flows down. Just as the president 
or a governor can set a policy, it is for 
naught if there is no buy-in for the message 
from the rank and file. 

Cybersecurity is a huge challenge for the 
federal government. A recent CDW 
Government survey of 300 federal IT pro- 
fessionals found that more than 50% expe- 
rience a cybersecurity incident at least 
every week. And, malware invasions and 
access control issues are the biggest prob- 
lems faced each day. 

Josh Radlein, federal networking/security 
specialist for CDW-G, finds many well- 
intentioned workers try to sidestep security 
because they are on a deadline or feel 
crushed by their workload. Here is where 
increased education becomes a huge element. 

User education — not software, not fire- 
walls — is the key to secure computing, 
experts say. This is not to say that security 
tools are not helpful. But users can do end- 
runs around security . . . either on purpose 
or accidentally. 

"The No. 1 thing is to have good training 
and enforcement," says Radlein. Although 
he knows there are important hardware and 
software tools out there, "from an afford- 
ability point of view, the No. 1 thing people 
miss is training." 

"Set aside time for training on security 
policies," Radlein advises. But keep it sim- 
ple. In a one-hour session, the basics, such 
as not clicking on email links, are impor- 
tant. "This is a management challenge — 
speak to the masses," he says. "Show them 
how the policies protect their jobs." 

"Lots of great workers don't think securi- 
ty's important," says Craig Isaacs, CEO at 
Unified Compliance Framework (www 
.unifiedcompliance.com). So, he sees the 
industry going to complete automation to 
help keep people on task and secure, taking 
a page from Disneyland's Autopia ride. 
"You think you're steering the car, but if 



you get just a bit off track, the rail puts you 
right back where you belong," he says. 

"Getting buy-in is important," Radlein says. 
"Everyone will struggle with how to have the 
end user — internal or external contractor — 
submit themselves to this," he says. Outside 
workers, usually with contracts requiring 
security, may be the easier battle to win. 

Implement The Right Tools 

There are a host of solutions to combat 
threats, such as those that start at the 
perimeter and continue inside the firewall. 
These include increased filtering, intrusion 
detection, Web filtering and white lists, and 
tighter control on user privileges. 

But federal agencies seem to lack those 
tools, according to CDW-G' s report. More 
than a third of those agencies with malware 
problems do not have antispam software, 
and 32% do not have Web filtering software. 

Also, consider that 63% of respondents 
to CDW-G' s study do not use wireless 
encryption, and half do not use two-factor 
authentication. Radlein says two-factor is a 
key to data loss prevention. Whether bio- 
metrics, random-access fobs, or other meth- 
ods, two-factor is vital when lockdown 
security is required. 

IT professionals know that inappropriate 
employee activity is on the rise, no matter 
how "inappropriate" is defined. Yet about a 
third of CDW-G' s respondents use neither 
Web filtering software nor network access 
control software. 

In fact, 60% of all federal IT profession- 
als responding to the CDW-G study said 
that threats related to mobile computing 
have increased significantly in the past 
year. That will not be surprising to the two- 
thirds of respondents who said their agency 
does not have any wireless encryption. 

Radlein notes that even the ubiquitous 
iPod or thumb drive can be a vector for mal- 
ware or data loss. "Rogue devices can bring 
viruses in or take data out," he says. Training 
and security devices that allow only certain 
serial numbers on the network are key. 



Key Points 



• User education is the l<ey to secure com- 
puting. Put a focus on training and ensure 
your employees know the basics. 

• Invest in the right tools to keep cybersecu- 
rity threats out of your enterprise. 

• Know which standards your SIVIE needs to 
comply with and ensure you take the steps 
to properly do so. 



Federal agencies and contractors should 
join the TIC (Trusted Internet Connec- 
tions) program, which has helped many 
agencies improve security. It requires real- 
time Internet gateway monitoring. 
Agencies must also participate in the US- 
CERT Einstein initiative. Although TIC 
helps agencies react more quickly to 
cybersecurity incidents, some of that suc- 
cess probably comes from the simple fact 
that TIC reduces the number of links a 
department has to the Internet. Fewer 
connections equal fewer chances for 



If you're running high-performance 
networking applications such as UTM, 
IPS, IDS, antivirus, firewall, VPN, and 
content filtering, you'll want to consider 
the American Portwell CAR-5000. Also 
ideal as a virtualization hardware plat- 
form, the CAR-5000 combining Intel's 
new Xeon C3500 or C5500 series 
processors with the Intel 3420 chipset 
supports up to 32 PCI-E 2.0 lanes and 12 
I PCI-E 1.0 lanes. The CAR-5000 offers 
I 12 slots for DDR3 memory that can sup- 
port up to 96GB of total RAM. 

The CAR-5000's dual Intel proces- 
sors feature integrated PCI Express 2.0 
and memory controllers; high-speed 
Intel QuickPath Interconnect technolo- 
gy between the two processors; and 
Intel Turbo Boost, Virtualization (VT-x, 
VT-d and VMDq), and HyperThreading 
technologies. Intel's Xeon C3500 and 
C5500 series processors are also 
designed to deliver dense storage and 
lower system power consumption. 

Designed with Intel 3420 chipset, the 
CAR-5000 supports six SATA 3Gbps 
ports; 12 USB 2.0 ports; and Intel's 
Matrix Storage Technology, which 
allows companies to set up RAID con- 
figurations for quick data access (RAID 



problems. Top that with basic, industry- 
standard antispyware and antispam tools, 
and the bad guys will have a harder time 
causing havoc. 

Compliance 

It is not just the end user but also the IT 
department that must comply with stan- 
dards. Isaacs says IT has to get a grasp on 
the areas where their particular enterprise 
must demonstrate compliance. "A part of 
this is having IT understand what is 
required," he says. "This is an ongoing 
issue for many organizations." 

For example, an organization has to 
know whether to comply with local, state, 
or federal regulations — or all three. 

Isaacs says that once IT comes to grips 
with the issue, it usually is not too difficult. 
His organization tracks 500 regulations and 
requirements. "But there is a lot of over- 
lap," Isaacs notes. Even a bank might have 
to comply with only 800 of the 2,600 con- 
trols needed to meet those requirements. 
So, once again, being educated to the 
requirements is key. 



Lake 



0, 5, and 10) or configurations to protect 
against data loss from hard drive failure 
(RAID 1,5, and 10). American Portwell 
confirms the CAR-5000 delivers depend- 
ability and productivity by providing 
new levels of cost-effective data protec- 
tion, performance, expanded security, 
virtualization, and power management 
options. 




American Portwell CAR-5000 

Provides up to 26 Gigabit Ethernet ports and is ready 
for PCI-E 2.0 5GT/S 

American Portwell' s modular design 
approach, including different options on 
Ethernet modules (10Gb SFP-n, 1Gb 
SFP, and 1Gb Copper Ethernet), means 
the CAR-5000 offers you flexibility. It 
also allows solution providers to offer 
upgraded field-replaceable unit options, 
which can increase post-service revenue. 



Frequent Threats 

► Cybersecurity threats frequently challenge the Federal IT infrastructure 

tiAQ/ of IT professionals on the front lines report they 

experience a cybersecurity incident* at least weekly 

How often does your agency/network experience a cybersecurity incident? 

17% Unsure 



31% Dally 




5% Yearly. 
6% Quarterly ■ 

4% Bimonthly 



13% Monthly 23% Weekly 

'Incidents include external attack, virus, lost PDA, inappropriate employee activity, etc. 



American Portwell CAR-5000 



NEW PRO 



by Nathan 



A Powerful Embedded Network Appliance 



Cybersecurity threats are raining on enterprises. More than half of networks experience at least 

one incident per week. Perhaps more worrisome are the 17% who said they weren't sure whether 

they'd even had an incident. Experts say worker training is a key to beating the bad guys. Graphic by cdw-g 



# Portwell 



(510) 403-3399 
www.portwell.com 
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More Than Half 
Of IT Software Budget 
Devoted To 
Maintenance 

A recent survey conducted by Forrester 
Research found that small to midsized busi- 
nesses and enterprises will be spending 
more than half of their IT software budgets on 
maintaining current software rather than 
adopting new software programs in 2010. 

According to Holger Kisker, Ph.D., a senior 
analyst at Forrester Research, the company 
estimates the total IT software budget for 201 
to be about $210 billion in North America, and 
more than 50% of this budget will go toward 




SECURITY 



CASE STUDY 



Enforcing 
Policies & Access 

Avenda Provides City Of Gastonia 
With An Ideal Solution 



by Robyn Weisman 

The City of Gastonia, N.C., a city of 
almost 70,000 residents, has grown into a 
bedroom community of Charlotte, the 
state's largest city. Among its more notable 
natives is NBA Hall-of-Famer James 
Worthy. Like most cities of its size, it 
needs to support services for Gaston 
County as well as a public safety 
infrastructure, including police, fire, 
and 911 services, that works seam- 
lessly for city employees. 

A staff of about 30 handles the IT 
needs for the city and county's 1,000 
employees. Although that number is typi- 
cal for an SME, these IT professionals 
have more things to monitor than the aver- 
age organization of this size. And it didn't 
help that the city fire department, EMS, 
city and county police, and county sheriff's 
departments each used their own Active 
Directory servers. 

Moreover, the provider of Gastonia' s 
previous endpoint VPN solution had 
recently gone out of business, and it be- 
came imperative to find an effective and 
vendor- supported replacement, says Bobby 
Loveland, network engineer for the City of 
Gastonia. A timely cold-call from network 
access security provider Avenda Systems 
(www.avendasys.com) led Loveland to 
Avenda' s cTIPS appliance and platform, a 
near-perfect solution to Gastonia' s needs. 

"I was looking at a couple of other solu- 
tions. Up until then, I hadn't heard of 
Avenda, and all of [Avenda' s] products 
seemed like the best ones. It was very 
good timing," Loveland says. 



Straightforward Implementation 

Although the feature set was the prima- 
ry reason the City of Gastonia went with 
eTIPS, Loveland says Avenda' s pricing 
also was competitive and that the compa- 
ny's support team was refreshingly 



svsTEnns 



responsive. "Every time I have needed 
anything, they [were available] to talk me 
through it, or I could get on WebEx with 
them and have them point things out," 
says Loveland. 

Loveland says testing was straightfor- 
ward. "Our other product was already up 
and running, so we set up a mock envi- 
ronment of what I had initially and mir- 
rored what I was doing on our internal 
network already on this machine," 
Loveland says. "We made sure [eTIPS] 
would function the way I expected it to, 
and then after that I started moving 
things over." 

Gastonia installed two eTIPS 5010 
units in a high-availability cluster config- 
uration. "They have worked very well. I 
haven't had any downtime at all since 
I've had them," Loveland says. "Initially 
we got a support call with [Avenda] and 



"Not only did [eTIPS] meet 
my current needs, it is also 
something I could look forward 
to expanding." 



-City of Gastonia's Bobby Loveland 



operation and maintenance costs of existing 
software. Kisker says that from 2008 to 2009, 
the total software market (including new licens- 
es, subscriptions, and maintenance) dropped 
by 7.4%; however, Forrester Research pre- 
dicts a 9.2% increase to about $350 billion in 
201 0. 'This means that after a tough year of 
2009 for software companies, there is a huge 
opportunity in 2010 to recover and grow 
again," Kisker says. Segments likely to experi- 
ence such growth include industry-specific 
software solutions such as business intelli- 
gence and performance solutions. 

IVIaintenance of ongoing operations, sys- 
tems, and equipment is a fairly fixed cost 
that uses a large percentage of tight IT bud- 
gets, specifically in economically challenging 
times, Kisker says. Enterprises and smaller 
businesses are trying to limit such expens- 
es, but it is not something that is flexible to 
change in a short period of time. 

Adopting New Technology 
& Business Solutions 

"Companies can freeze or even reduce IT 
innovation spending for a short time without 
immediate business influence," Kisker says. 
"However, it will significantly hurt business effi- 
ciency and competitiveness in the market in the 
longer run." With signs of an economic recov- 
ery, Kisker says SMBs and enterprises likely 
have a bevy of postponed projects that should 
be restored soon. He expects the IT industry 
will "become an engine for the economic recov- 
ery," with enterprises adopting new, innovative 
IT solutions in the coming months and years. 

"IT managers need to create a portfolio of solu- 
tions, sen/ices, and projects not only based on 
cost but on business value and business risks. 
With the transformation of information technol- 
ogy to business technology, IT managers need 
to establish a governance that includes busi- 
ness into the decision process to prioritize the 
next projects that should be realized and estab- 
lish clear KPIs [key performance indicators] 
and SLAs with the business side," Kisker says. 
"Equipped with the right tools, IT managers will 
have the opportunity to significantly prove and 
provide business value to their companies now 
at a time of economic recovery and growth." 

by Antona Beckman 



Finding The Right Solution 

Loveland says that when it was time to 
find a replacement for the city's existing 
solution, his department began by looking 
for something that could offer RADIUS 
(Remote Authentication Dial In User 
Service) policies, along with managed 
RADIUS server functionality for VPN, 
wireless, and eventually wired 802. Ix 
policies and access. 

"We had used other RADIUS products 
[that were] sole-purpose RADIUS prod- 
ucts in the past. Then we saw that the 
eTIPS appliance could not only do run- 
of-the-mill RADIUS but also could do 
further 802. Ix for port-based authentica- 
tion in the future," says Loveland. "Not 
only did [eTIPS] meet my current needs, 
it is also something I could look forward 
to expanding." 

Moreover, Loveland' s team needed to 
consolidate management and create a 
single domain for both the City of 
Gastonia and Gaston County. The eTIPS 
appliance gave Loveland's team the 
capability to talk directly with its RSA 
public key cryptography appliance, 
an easy streamlined alternative to what 
the city previously used. Now Gastonia 
can authenticate users (along with their 
endpoint devices) by using eTIPS to 
check the distributed Active Directory 
resources on the network. 



did one or two configurations in each 
area — VPN authentication and 802. Ix. 
From there I was able to build out all of 
my rule sets without very much support 
beyond that. These appliances have been 
very intuitive." 

According to Loveland, the eTIPS 
Web-based user interface is elegant and 
easy to use. "There are templates that 
will guide you through most of your con- 
figuration needs. The templates cover 
every aspect of the authentication and 
posture validation process, and the 
Access Tracker feature makes trou- 
bleshooting problems easy by provid- 
ing every detail of the authentication 
process," Loveland says. 

The eTIPS appliance has proven useful 
in several real-world situations. For 
example, the City of Gastonia's police 
department currently uses role-based 
authentication for the computers in each 
of its patrol cars. RSA SecurelD and 
PhoneFactor work with eTIPS to provide 
secure VPN access. 



"In my 802. Ix wireless environment, 
we use a Trapeze wireless controller with 
access points around the city and county. 
Our patrol cars use 802. Ix authentication 
that works seamlessly as they drive 
around point to point, and so it works as a 
hotspot network," explains Loveland. 
"They come up to one of these hotspots, 
get authenticated, and connect to the 
internal network." 

Compatible & Visible 

Loveland points out that when he decid- 
ed on eTIPS, he needed not only RADIUS 
functionality but also the ability to use 
802. Ix. "We were in the process of pur- 
chasing switches in our environment, and 
every switch that I was changing out I 
was [replacing with one] that was 802. Ix- 
compliant. I was making sure everything 
would be compatible because we're 
spread out all over the place in a lot of 
buildings," says Loveland. "Having true 
port-based authentication gives me a good 
feeling that I'll be able to protect my net- 
work better." 

Loveland appreciates the visibility that 
Avenda' s eTIPS gives into its network 
access policies and environment. "The 
other products that I've used in the past — 
and even some of the ones I tested during 
the search process — you couldn't see 
everything that was going on during the 
authentication process," he says. 

With eTIPS, Loveland can check the log 
for each individual login process. "You 
can see step by step, 'These are my 
inbound attributes, [and] these are all my 
outbound attributes, and this was what was 
assigned,'" he says. "You can see in detail 
what is going on, and I never had that in a 
product before." 

Loveland's ability to troubleshoot has 
improved tremendously. "For example, I 
can see [a login] came in here with these 
credentials but was assigned the wrong 
DRM, and then I can go step by step and 
see where I made a mistake or where 
the problem was. eTIPS gave me good 



visibility into everything I was doing," 
Loveland says. 

And since their initial installation in 
June 2009, the eTIPS boxes rarely need 
changes or tweaks. "Once you get the 
thing up and running, I'm mainly going in 
just to look at logs," says Loveland. "For 
lack of a better term, they just run." hm 



Avenda eTIPS Appliance 



An appliance-based platform that uses a 
Web-based interface to enforce user and 
endpoint access policies via the built-in 
RADIUS protocol. 

"[The eTIPS appliances] have worked very 
well. I haven't had any downtime at all 
since I've had them. . . . These appliances 
have been very intuitive," says Bobby 
Loveland, network engineer for the City of 
Gastonia, N.C. 



(408) 748-0902 | www.avendasys.com 
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Enterprise Netbooks: 
Where Do They Fit In? 

The Hottest Consumer Portable PC May Invade The Enterprise, 
But The Low Cost Comes With Compromises 



by Kurt Marko 
• ■ • 

Netbooks — those Lilliputian, inexpen- 
sive laptop PCs — were one of last year's 
hottest products due in large part to some 
exquisite timing, as their sub-$500 prices 
were perfectly tuned to the "Great 
Recession's" new frugality. Yet their price 
and convenience come at the cost of major 



Key Points 



• Netbooks were the hottest selling con- 
sumer notebook in 2009, now accounting 
for about 20% of the portable PC market. 

• Given their compromises on performance, 
reliability, and ergonomics (with cramped 
keyboards and displays), netbooks have 
had limited success in the enterprise, with 
most firms only deploying them to a small 
subset of users. 

• Corporate netbooks are primarily used as 
convenient companion devices for email 
and light Web browsing, not as a primary 
PC. Products targeting enterprises gener- 
ally have a more rugged construction and 
have more features, and are thus more 
costly, than the popular consumer models. 



compromises in performance, features, 
and ergonomics. Although largely targeted 
to individuals, the consumerization of IT 
means netbooks are destined to find their 
way into the business world. 

Netbooks occupy the low end of the note- 
book market that now spans screens from 9 
to 18 inches powered by everything from 
anemic, low-power systems-on-a-chip to 
quad-core wonders. The smorgasbord of 
product options leaves many IT departments 
wondering if and where some of the new 
categories such as netbooks fit in their PC 
ecosystems. Nevertheless, many question 
whether inexpensive consumer products 
belong in the enterprise and if the concept of 
an "enterprise netbook" is a contradiction. 

Smallest Of Notebooks 

Netbooks are generally defined as those 
smallest of notebooks, usually featuring a 
10-inch screen, 1,024 x 600 graphics resolu- 
tion, a low-power processor, and weighing 
about 3 pounds. These specs have mutated 
to the point that products with 12-inch 
LCDs supporting HD resolution and even 
dual-core CPUs are still considered net- 
books. The next segment up, known as sub- 
notebooks, ultra-light, or thin-and-light 
notebooks, occupy the 13- to 14-inch screen 
space and feature higher-performance (often 
dual-core, ultra-low-voltage) processors. 

For a device costing no more than a 
smartphone, and typically equally as dis- 
posable, the notion of an enterprise netbook 
seems paradoxical, but several vendors 
have created a niche targeting business and 
education users. Carol Hess-Nickels, HP's 
director of business notebook marketing 
(www.hp.com), says business-class net- 
books are more full-featured than their con- 
sumer counterparts, sporting touches such 
as a metal finish and wetir-resistant keys to 



improve durability and reliability and 
synchronization software to facilitate 
switching between it and a user's primary 
desktop or notebook PC. 

Despite efforts to create a perceptual and 
functional distinction between netbooks 
and traditional notebooks, the marketplace 
has become inundated with such a variety 
of screen sizes and processor choices that 
netbooks are now just another size catego- 
ry. In fact, Gartner Research Vice President 
Leslie Fiering believes it's a mistake to 
think in terms of specific product types, 
preferring to segment the mobile market by 
screen size. She notes that a 10-inch screen 
is about the smallest that can run a full 
Windows interface and accommodate an 
adult-sized keyboard (netbooks are about 
95% full-sized), with 12 inches about 
where the mainstream notebook starts. 

Feature proliferation is at the point that at 
each form factor, buyers can find everything 
from basic, low-cost products with slow 
processors and pokey graphics to stylish, 
brushed-metal systems with fast dual-core 
CPUs and dedicated video chips. 

What To Do 

Selecting the right product comes down to 
examining what one needs to do with their 
device, Fiering says. Burton Group Vice 
President and Service Director Michael 
Disabato agrees, saying "Not everyone 
needs a 17-inch wonder. Sometimes all you 
need is just email, and you don't want to 
carry a 7-pound monster around." 

Netbooks, which emphasize size, 
weight, and battery life at the expense of 
performance, are often used as secondary 
companion devices for business travelers 
that are largely consuming information 
from email or the Web, not creating 
spreadsheets or presentations. 

Roger Kay, founder and president of 
Endpoint Technologies Associates, sees 
certain jobs or tasks that don't have high 
performance requirements as logical 
places where IT could make judicious use 
of netbooks as permanent solutions. 

"If your job is just the task at hand, then 
here's all the computer you need," he says, 
adding these jobs would be ones using 
simple applications such as data entry, but 



nothing graphically intense. Kay cautions 
that traditional, nonaccelerated netbooks 
aren't ideal Internet clients as he charac- 
terizes the Internet as "the great leveler," 
because pages can have multiple graphi- 
cally rich processing-intensive elements. 

For some enterprises, netbooks could 
also dovetail with the move to cloud-based 
browser applications or server-side desktop 
virtualization. In this scenario, with much 
of the processing occurring on central 
servers, the netbook resembles a mobile 
thin client rather than a standalone PC. 

Among enterprises, HP's Hess-Nickels 
says netbooks appeal primarily to SMEs. 
Aside from questions about their reliability, 
she says large enterprises prefer deploying 
products with long life cycles and are leery 
of markets, such as the netbook' s, which 
has product cycles of nine months or fewer. 

Be aware that netbook vendors often cut 
corners, leading to subpar reliability. 
According to SquareTrade (www. square 
trade.com), one-third of notebooks fail 
within the first three years, but the rate for 
netbooks is 20% higher than average and 
nearly 40% more than premium notebooks. 

Tweener Products 

Kay says there is plenty of churn and 
development in the market for what he calls 
"tweener" products, or netbooks, tablets, 
mobile Internet devices, and ultra-thin note- 
books that span the size spectrum between 
smartphones and traditional notebooks. 

Given this dynamism and uncertainty, if 
Kay were an IT manager, he says, "I 
wouldn't be doing much other than watch- 
ing." He adds some experimentation is 
warranted, because there may be business 
applications or tasks where netbooks or 
tablets are useful, but he says employees 
using traditional office applications and 
needing general Internet access are better 
served with a more full-featured, higher 
performance system. 

Nevertheless, Disabato believes IT should 
be prepared for anything and make sure net- 
books that do enter the enterprise are protect- 
ed with endpoint security software, because 
the consumerization of technology means 
some will eventually show up, adding, "IT 
doesn't have a choice in this anymore." 



Enterprise Netbook Usage 

Despite some consumer and enterprise 
success, the majority of IT professionals 
are not deploying netbooks. About 21% of 
respondents say they have already 
deployed netbooks, and half of the 
respondents say they have some plans to 
deploy them in future. A perceived lack of 
necessary processing power for locally run 
applications and the small form factor 
(small screen, smaller keyboard) are the 
biggest barriers for netbook manufacturers 
to overcome in order to experience greater 
penetration of the market. 

Source: Chadwick Martin Bailey Technology Pulse survey and interviews 
conducted among it decision makers using their enterprise it panel. 

H HaveAlready Deployed li Have Some Plans to Deploy y Don't Plan to Deploy 




I 3G Investment Opportunities In 2010 

IVIobile networks are receiving more atten- 
tion as customers become concerned with 
faster data speed and carriers move to 3G 
and, for a few, 4G networks. Following a 
2.7% decline in network expenditures in 
2009, ABI Research predicts carriers will 
increase their network spending by 4% this 
year. Analysts also found that mobile data 
usage is still on the rise, although carriers 
have had trouble keeping pace: In 2009, data 
usage more than doubled; however, due to 
the economy, revenue did not pick up and 
carriers were hesitant to invest, according to 
ABI. The DeirOro Group, another research 
firm, estimates that investments in 3G tech- 
nology will increase by 30% in 2010. 




I The Mobile Apps Golden Age 

A study commissioned by mobile app peddler 
GetJar predicts that the popular mobile down- 
loads market will dramatically increase in the 
coming years. Research firm Chetan Sharma 
Consulting, which conducted the study, pre- 
dicts that in 2012, mobile device users will 
download 50 billion apps and generate $17.5 
billion in revenues for app makers and carri- 
ers. For 2009, those numbers were 7 billion 
apps downloaded and $4 billion in revenues. 
At this rate, the apps market will eclipse the 
CD market in total value in 2012. With that 
kind of revenue growth, it's not surprising to 
see others looking to cash in on the phenom- 
enon; there were eight app stores in the 
beginning of 2009, but by the end of the year, 
there were 38. The average selling price of 
apps was $1 .90 in 2009, but Chetan Sharma 
Consulting expects that price to decrease by 
29% over the next three years. 

I Prepaid 
Wireless 
Popular With 
Penny 
Pinchers 

IDC is reporting 
that 65% of the new 
wireless subscribers in 
Q4 2009 used a prepaid 
cellular service. IDC 
points to the recession 
as the biggest moti- 
vating factor for peo- 
ple who opt for 
prepaid wireless 
plans. The pre- 
paid wireless 
service leader 
at the close of 2009 was TracFone Wireless, 
which had 14.4 million prepaid customers, fol- 
lowed by Boost Mobile (and subsidiary Virgin 
IVIobile) with 10.6 million customers, T-Mobile 
USA with 7 million customers, IVIetroPCS with 
6.6 million customers, and Leap Wireless with 
4.9 million. Not all carriers are seeking pre- 
paid customers, however: Verizon Wireless 
and AT&T each had about 5.4 million prepaid 
customers in 2009, although AT&T lost 
800,000 and Verizon gained 500,000. The 
report points out that most major carriers can 
get more revenue from postpaid plans; as a 
result, the more capable smartphones, such 
as the iPhone and Android-based phones, are 
tied to postpaid plans. 
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I Gartner Predicts Touchscreen 
Mobile Boom 

A recent Gartner report on future wireless 
trends predicts that lower prices will con- 
tribute to a 97% year-over-year rise in touch- 
screen-enabled mobile device sales this year. 
Gartner expects about 368 million touch- 
screen mobile devices to ship this year; last 
year, the number of touchscreen devices 
to ship was 184 million. By 2013, Gartner 
expects touchscreen mobile devices to 
account for 58% of all mobile devices in the 
world and a vast majority (80%) of those in 
North America and Western Europe. 

I McAfee Finds 

Source Code Vulnerability 

IVIcAfee researchers reported that the soft- 
ware used by many companies to store and 
manage their source code and other intel- 
lectual property offers weak security pro- 
tection and is being actively targeted by 
hackers. McAfee released its findings after 
studying a wave of attacks late last year 
that affected computer networks at Google 
and more than 30 other companies. IVIcAfee 
determined that in some of the attacks, 
hackers were able to gain access to compa- 
nies' software configuration management 
systems and steal corporate data and soft- 
ware code. Google says the attacks origi- 
nated in China and that the attackers stole 
the company's intellectual property and tar- 
geted the Gmail accounts of Chinese 
human rights activists. 
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I LifeLock Agrees To $12 Million 
Settlement With FTC 

identity theft protection company LifeLock 
has agreed to a $12 million settlement in 
its legal dispute with the Federal Trade Com- 
mission and 35 state attorneys general. In 
the case, the FTC and the attorneys general 
alleged that LifeLock exaggerated its ser- 
vice's benefits and used what the accusers 
refer to as "scare tactics" to generate sales. 
The FTC found that although LifeLock does 
offer protection from some types of threats, 
the company's protection was insufficient 
overall and led to hundreds of its customers 
becoming victims of identity theft. As per the 
terms of the settlement, LifeLock will pay $1 1 
million to the FTC and $1 million to the states 
involved in the case. 

I Report Studies Twitter Activity 

According to the Barracuda Labs 2009 
Annual Report, of the 19 million Twitter 
accounts Barracuda examined, a mere 
21% of Twitter users are regularly active, 
but most users are becoming more active 
overall. About 17% of Twitter users have 




no followers, an improvement compared to 
the 30% who didn't have followers in June 
2009. About 74% of Twitter users have fewer 
than 10 followers; this number was 80% in 
June 2009. Barracuda says Twitter member- 
ship jumped by 21% during the "Twitter Red 
Carpet Era," when a number of celebrities 
opened Twitter accounts to a host of Twitter- 
frenzied followers. 
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Scalability 
Without Complexity 

Getronics' Utility Hosting Lets SIVIEs Ramp Up Their Business With Ease 



by John Brandon 

Utility computing is not necessarily 
a new concept — the term has changed to 
cloud computing and the services have 
improved dramatically, but the goals are 
similar. By moving some IT functions to 
the cloud, a company can focus on its core 
competencies in a data center, scale with 
industry trends, adjust easily to economic 
boons, and enjoy greater flexibility in how 
services are managed. For Getronics, a 
company based in the Netherlands that 
offers a service called Utility Hosting, 
cloud computing represents a fundamental 
shift in how companies do business. 

"By delivering flexibility and [improv- 
ing] delivery time to hours instead of days, 
customers can right-scale their IT ser- 
vices," says Harold Nelissen, the manager 
of portfolio development for Getronics 
(www.getronics.com). "IT can follow busi- 
ness dynamics and not claim capital 
expenses, since we deliver in a pay-per-use 



Nelissen has a similar view, explaining 
that Getronics' Utility Hosting can work 
well for business applications, productivity 
services such as word processing and 
spreadsheets, and file stores. 

"We now see service providers 'cloud 
washing' their current services and cus- 
tomers really starting to start bigger experi- 
ments," says Nelissen, explaining that some 
companies have just tested the waters with a 
few cloud deployments but are starting to 
embrace the technology with a larger set of 
services. "Later this year, I expect bigger 
implementations of cloud-like solutions." 

One way that cloud computing has 
improved recently, says Nelissen, is that 
cloud providers such as Getronics have 
eased the management burden for migra- 
tion. It is now easier than ever to move an 
application framework from a data center to 
the cloud. Cost models are also changing; 
for example, to use Utility Hosting, compa- 
nies can request an estimate on the cost to 
migrate certain parts of the business. This 
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model purely based on operational expens- 
es. Our cun-ent offering is a private cloud 
environment including capacity, storage, 
and networking." 

Plans For A United Front 

Getronics' Utility Hosting service is a 
private cloud in that it is self-contained and 
-managed. Nelissen explains that the ser- 
vice does not currently have any ties with 
the public cloud for scaling storage capaci- 
ty, but there are plans in place for later this 
year to partner with third-party providers 
for more capacity. 

"We will offer a seamless integration of 
traditional hosting, private cloud, and public 
cloud offerings," says Nelissen. "We will 
enable our clients to optimize the flexibility 
and availability of application infrastruc- 
tures. We believe in the convergence of 
public and private cloud environments com- 
bined with integrated, customized solutions. 
The public cloud will become of increasing 
importance; however, the private clouds 
will have a bigger slice of the pie [in the 
cloud computing market]." 

Cloud Benefits 

The benefits to cloud computing are well- 
documented: better scalability, pay-as-you- 
go pricing models, and greater management 
flexibility in tooling services to business 
needs. Interestingly, some major corpora- 
tions have moved many services to the 
cloud with an agnostic view — any service is 
a prime candidate for cloud computing, not 
just the traditional application services. 



will usually include an analysis of how the 
company is currently operating their IT ser- 
vices and then a look at how the company 
wants application frameworks to function 
in the cloud, says Nelissen. Costs vary 
depending on the complexity of the current 
infrastructure, the costs of migration, and 
the costs for hosting those services once 
they have been moved to the cloud and 
tweaked for performance. 

A Cloudy View? 

Of course, any realistic view of cloud 
computing comes with a degree of cau- 
tion. The industry is still fragmented — you 
can use one service for data storage, 
another for corporate email, and still 
another service for application hosting. 
Nelissen has a holistic view, saying these 
tiers will become less fragmented in the 
coming years with a move to more central- 
ized cloud management. 

Another challenge is that there are still 
concerns over security. Some companies 
have avoided cloud computing because the 
provider cannot guarantee encryption for 
transfers to and from the cloud, while the 



Getronics Utility 
Hosting 



+31 (88) 661-0079 
www.getronics.com 

Description: A cloud computing offering 
that scales with business needs and, later 
this year, will work seamlessly with third- 
party providers. 

Interesting Fact: Utility Hosting works 
for just about any IT service, including 
productivity apps, business apps, storage, 
and Web database delivery. 



data is stored in the cloud, and for the life 
of the data store. Nelissen says he has seen 
more objections over compliance regula- 
tions; for example, some companies can- 
not use the cloud because the data cannot 
leave the company data center at all, for 
any reason. The counter-argument to this 
is that internal security is not always air- 
tight, and the cloud provider can often 
provide better security than a company has 
internally, protecting data with encryption 
at all points of access. 

Future Scaling 

Nelissen explains that because scaling 
is a key benefit of cloud computing, 
Getronics is planning third-party integra- 
tion with the public cloud, which customers 
can expect later this year. In one example, 
Nelissen explains that a company might run 
a Web application that ties into a data- 
base. During certain marketing endeavors 
at the company or with an upcoming news 
announcement, a company might want to 
scale for heavy data transfers and heavy 
traffic using a public cloud provider. Yet in 
that same centralized management model, 
Getronics would handle all of the account 
management and billing so a company 
would not have to manage the cloud 
providers in addition to managing the data. 

"We extract capacity from the cloud for 
the amount of time it is needed," says 
Nelissen. "It is totally automated so you do 
not need a contract with [a third party]." 

This is a key benefit to Utility Hosting: 
You can scale the data itself and the 
capacity needed, but the IT management 
chores do not need to scale, as well. 

Cloud computing offers several advan- 
tages, but Getronics is prepared to make 
them easy to adopt for a smaller company 
that may not have the time or resources to 
figure out all of the aspects to a cloud transi- 
tion. Utility Hosting provides the scale with- 
out the headaches, Nelissen explains. 



Getronics Utility Hosting Features 

• Flexible cloud computing service for any IT service including applications and data stores 

• Pay-as-you-go model means using operational expenses rather than capital expenses 

• Getronics can analyze migration costs for applications before and after the cloud 

• Will add third-party public cloud offerings later this year 



/t^^ • Mission-critical supplier to NASA 
f 'i^^^t ' VAX End of life fulfillment reseller Compaq Authorized 



• Key reactive response supplier to HP field service 
24/7 worldwide 

• 7000 skus and 2 million parts in inventory 

• Multimillion dollar test lab with printout diagnostics 
for each product supplied 
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Full-blown menu of HP at blow-out prices! Call today with your parts! 

(Small sampling menu below) 




HP & COMPAQ 




I 

1 



Two stocking Locations! 

508.866.1171 I Texas: 281.740.0355 

Call Toll Free: 888.332.7278 
Visit us at www.decparts.com 



DEC-HF 
CISCO- 



Register at 

www.decparts.com 

for our monthly 
giveaway of an 
HP MIN1 1101 

'Ho purchase necessary 



hree hiepair bvaiuation 



Call Toll Free: 888.332.7278 I In MA: 508.866.1171 I Visit us at www.decparts.com 



Part Number Description Price 

AM871A HP 8/80 Base 48-ports Enabled SAN Switch $22,450.00 

487741-001 System board Intel G45/ICH1 OR $495.00 

AD385-69001 PCI-X 266MHz 1 Gigabit Ettiernet Fiber Gtiannel (FC) SR adapter $1 ,895.00 

501490-001 80GB SATA liard disl< drive 1.8" complete $105.00 

446914-001 14.1-inch TFT WXGA LCD display panel - For models with WWAN ....$175.00 

481534-001 6710b FF system board $165.00 

507169-001 DV7-series FF system board $295.00 

485218-001 System board (motherboard) - UMA architecture, GM45 chipset $260.00 

481103-001 12.1-inch TFT WXGA display two WLAN and mic $175.00 

All product tested with three-month warranty. 
Shipping as late as 6:30PM CDT. 




Register at www.decparts.com 
for our giveaway of an 
HP MIN1 1101 

'No purchase necessary 




This is a small 
snapshot of the 
7,000 SKUs in stock 
LARGEST cable 
inventory worldwide: 

DISK & TAPE 
Part Number ....Price 

RD53-DA $895.00 

RD54-AA $995.00 

RZ29L-AA/VA $175.00 

RZ28-VA $145.00 

RZ1DD-SW/VW $60.00 

RZ28-VA $295.00 

TLZ09-VA $295.00 

TLZ10-VA $385.00 

TZ87/TZ88/TZ89 ....Starting at $125 

TSZ08-AA $1,995.00 

All VAX Parts & Spares 70% Off 
Compaq Preferred VAX Reseller 

DNPG Network 

DEZ8R-P $1,290.00 

DEFHIVl-IVllVl $5,800.00 

DEFEA-FB $1,275.00 

DSGGD-BA $1,500.00 

DZRVW Starting at $500 



All Compaq HP 
Blades 

Start at $595. OO 

DS10 $675.00 

DS20 Starting at $11 75 

GS80 $2,900.00 

GS160 Starting at $3,900 

GS320 Starting at $5,900 

RL01/RL02 Call 

RA60-P $475.00 New 

RA81 H.D.A $775.00 New 

RA82 H.D.A $775.00 New 

2T-48VDG $3,400.00 New 

VAX Systems & Options— Call 

Alphas Starting At 

ES40 $1,295.00 

ES45 $3,195.00 

ES47 $4,195.00 

PB47 $2,200.00 

PB48 $2,600.00 

Proliant Servers 
/ HP Blades 

AJ 742A $4,175.00 

AJ 753A $5,175.00 

Disks 

AJ 736A $535.00 

AJ 737A $825.00 

AJ 738A $385.00 

AJ 740A $675.00 



Memory 

413015-B21 $1,290.00 

397413-B21 $375.00 

HBA Fibre Channel 

AE311A $815.00 

A8003A $765.00 

LPE12000 $840.00 

AIV1871 $29,900 New 

Printers 

LA600/LN05/LN07/LA400/LN01/02 
/LN40 

Printer Repair 25% Off 



Full Depot 
Repair Facility 

OEC/Compaq/HP 
a" network products 

20% DISCOUNT 

TILL dec25TH 



Magnext Ltd 

7099 Huntley Rd, Suite 104 | 
Columbus, OH 43229 DATA BACKUP SOLUTIONS 



MAGNerr 



New & REFURBISHED TAPE S. HARD-DISK BASED BACKUP SOLUTIONS 

Library upgrade packages for higher performance & capacity 
Tape library repair specialists - stock lOOO's of parts 

Purchase a complete library with one tape drive 
Get the second tape drive for $1.00 (same format) 

CHOOSE FROM THE FOLLOWING LIBRARY CHASSIS 

• HP SureStore 2/20, 20-Slot Tape Library — $1,999 

• HP SureStore 4/40, 40-Slot Tape Library — $2,449 

• HP MSL6030, 30-Slot Tape Library $2,799 

• HP MSL6060, 60-Slot Tape Library $4,699 

SELECT TAPE DRIVE FORMAT 

LT03 LVD SCSI — $3,500 | LT04 LVD SCSI — $4,500 

Mm mmm mm msm i?m $&om 

Condition : Library chassis is refurbished. Tape drives are NEW \ Warranty: 12-months 
Committed to providing high-value, high-quolity, products to the IT marketplace 



Toll-free 888-NOW-TAPE 
www.magnext.com 



614-433-0011 
Smagnext.com 



We Buy Used 

Cell Phones 
^00 



&pay 
up to 



for each 
phone! 



Some phones have no value. See current purchase price list 
for individual model prices at www.pacebutler.com 



We'll issue yourcheck 
within 4 days! 




Ri itlQi- jig www.pacebutler.com 

1-800-248-5360 (405) 755-3131 





Pace 


Butler^; 




corporation 



O 



Information 
Technology 
Trading 



Experience to find you the 
right technology solution. 

AS/400 • RS/6000 • Sun Microsystems 
Storage • Tape Bacl<up 



(877)715-3686 | www.itechtrading.com 



Insight Systems Exchange ^ 

CA$H FOR COMPUTERS 

• Desktops * Laptops 

• Servers •LCDs 

• Printers •Storage 
• Network Gear 

We are ready to buy today! 

Contact: 
Joe Prochelo 
Phone: (714) 939-2376 
Email: jprochelo@in5lghtinvestments.com 



Green Actions, 
ereen Results. 



WM Insight 

m/m Systems Exchange 



www.desktopremoval.com 



Thanks to DMD, we 
don't have to sit on 
our old computer 
equipment anymore. 



retrieve ■ refurbish - reuse ■ recycle ■ remarket 
We Purchase: We Offer: 



Computers/Laptops 
Networking Equipment 
Power/Environmental 
Telecommunications 
Complete Data Centers 
Printers 



Asset Tracking/Reporting 
Deinstallation/Packing/Transportation 
DOD Level Data Destruction 
Epa Recycling/Reuse 
Ongoing Support Plans 
Technology Refresti/lnstall Programs 



At DMD Systems Recovery, we remove the tieadache from asset 
disposal. We can manage the wtiole process from deinstallation to 
asset remarketing. We worry about data destruction, EPA 
regulations, logistics, and insurance so that you don't tiave too. 
Don't tie up your resources or take chances witti you data or 
environmental issues. Call DMD today. 



f 



DMD SYSTEMS RECOVERY, iNC, 

Providing QUAUTY QDODS and SERVICES lor lodjatty. 

M*irMi' slAF'COM.amtii' BiJVUSSBiinwu. CwynW o'dWn'WT*. IIP Au(i*iK<; 



Attention Data Center Professionals 



Where do you go to find the 
newest products available? 

Check out each issue for . . . 

New Product articles filled with in-depth information. 
Hmk rundowns of new data center-related products, 
> Articles with valuable product overviews and data. 



. . . then go to Processor.com and take 
advantage of our online search tools to find 
even more in-depth information! 
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Equipment Disposal Services 



Anything!! 



Apto Solutions 



Classic Computer Recovery 







^nter Recovery, 


Inc. 



With a suite of IT asset management services, including 
testing, auditing, and processing, AnythingIT can help 
you deal with your aging technology. AnythinglT's con- 
sultants will perform an IT asset review and analysis that 
uses a fair market evaluation of your current technology. 

• Recycle Tomorrow program saves cost in the remar- 
keting and recycling process 

• Can process IT assets in three ISO 9001 -certified 
facilities 

• Offers custom-designed channel and non-channel 
programs for OEMs and integrators 

• Knowledgeable in disposition processing, data mining, 
and warehouse systems for IT assets 

Best For: Companies that need help to make cost-effec- 
tive business decisions for IT storage, disposal, resale, 
donations, and recycling. 



Apto Solutions can help you monetize downsized or liq- 
uidated assets, and the company can handle the sales 
process, such as market research, valuation, collections, 
and shipment, for you. 

• Features compliance programs for environmental, 
export, data security, and electronic tracking issues 

• Logistics management for recovery and consolidation 
to the Apto warehouse 

• Inventory IVIanagement System lets you track the 
trade process 

• Maximize return on investment through an extensive 
contact network and market knowledge 

Best For: Companies looking for a recovery service with 
experience, credentials, and expertise in technology 
remarketing. 



Classic Computer Recovery can refurbish, reuse, and 
recycle all types of electronics, including PCs, copiers, 
and televisions, because of the company's zero-waste 
policy. The inventory is evaluated through a multitest 
process for serviceability, and the company's associa- 
tions with wholesale and retail markets allow Classic 
Computer Recovery to resell the parts of units that can't 
be sold as a whole unit. 

• Equipment is refurbished with working components 

• For equipment that can't be resold, the unit is broken 
down into separate components 

• Hardware that's too old for resale is recycled for raw 
materials 

• Removes data using the DoD's 5200.28-STD 
directive 

Best For: Enterprises that have a variety of electronics 
to remove and recycle. 



(877) 766-3050 
www.anythingit.com 



(877) 961-9630 
www.aptosolutions.com 



(734) 293-5857 or (517) 327-5350 
www.classiccomputerrecovery.com 



Frontier Computer 



Frontier Computer has been in the business of helping 
companies plan, build, and maintain their IT infrastruc- 
tures since 1976. The company buys used computer 
equipment, excess IT hardware, and enterprise-level IT 
equipment, including servers, workstations, peripherals, 
storage arrays, and networking tools. 

• Buys excess new or used enterprise equipment 

• Offers environmentally friendly end-of-life sen/ices for 
obsolete IT assets 

• Works with Cisco, HP, IBM, and Sun hardware 

• Global presence helps Frontier respond with speed to 
customer demands 

Best For: Enterprises that want to sell their equipment to 
a company with decades of experience with IT hardware. 



Horizon Datacom 



r\ HORIZON 

\J □ DATACOM" 

yoyr network, oyr missfon 



Horizon Datacom purchases network LAN/WAN, wire- 
less, and VoIP equipment from a variety of manufactur- 
ers, including Cisco, Juniper, Nortel, Polycom, and 
3Com. 

• Tests and refurbishes used equipment 

• Offers a complete buyback program to protect your 
hardware investment 

• Real-time inventory with everything shown in stock 

• Rated A+ by Better Business Bureau 

Best For: Companies getting rid of surplus networking 
and communications equipment. 



Nextend 



nextend 



Assets Secured. Value Assured." 



Nextend helps you understand your inventory to create a 
complete asset decommission plan that eliminates the 
risk and liability associated with electronic assets and 
increases revenue from aftermarket sources. 

• Used IT assets are managed by an in-house team to 
get biggest return on investment 

• Helps you determine if hardware is best recouped for 
revenue, left in its current location, or responsibly 
recycled 

• RecyclePLUS program provides itemized reporting, 
serial number, and certification of data security 
measures 

• Offers several methods of secure transport 

Best For: Companies that want an equipment disposal 
service that strives for the best aftermarket value. 




Product 



Description 



Contact 




Contact 



(231)929-1386 

www.frontiercomputercorp.com 



(800) 227-2362 
www.horizondatacom.com 



(866) 996-6398 
I www.nextendllc.com 



March 26, 2010 



Processor.com 



Page 41 



PRODUCT SPOTLIGHT 




Processots Product Spotlight highlights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Nathan Lake 



Converge 



c 



CONVERGE 



Converge focuses on data security and protecting clients 
from liability by leveraging technology, processes, and cus- 
tomized solutions into the right mix of end-of-life IT asset 
management and disposition services. And with Converge's 
30 years of technology remarketing experience, customers 
can mitigate or eliminate the costs associated with compliant 
IT asset disposition. 

• Ultimate data security protection 

• Environmentally compliant disposal 

• Comprehensive remarketing, redeployment, and donation 
strategies 

• Real-time, comprehensive reporting 

Best For: Enterprise or global organizations needing a 
secure, compliant global IT asset disposition strategy. 



Data Media Source 




Data Media Sdurce 

www.datamediasource.com 



Data IVIedia Source buys used tape media, including LTO, AIT, 
and SDLT, and provides free data destruction, taking care of all 
the logistic and security concerns you have. Sold media can be 
turned into cash or exchanged for brand-new media. 

• Provides value of the tape and details costs involved 

• Tape is shipped with complete chain-of-custody 
documentation 

• Tape is inspected and sorted — you'll be notified of 
completion 

• Once inspection is complete, paperwork is processed 
for payment 

Best For: Companies in the process or removing or renewing 
their tape libraries. 



DMD Systems Recovery 




DMD Systems Recovery works hard to minimize your risk and 
maximize your payback, so you'll get a solid return on invest- 
ment without worrying about the possibilities of regulatory fines, 
bad publicity, or litigation from data theft on hard drives that 
weren't properly sanitized. DIVID Systems Recovery offers data 
deinstallation, packaging, logistics, data destruction, recycling, 
and remarketing. 

• Removal and packaging services to presen/e value 

• Increased ROI through direct purchase or profit sharing 

• DoD 5220.22-l\/l-compliant data wipe and NAID-compliant 
destruction 

• Reduced risk through certificates of destruction and compli- 
ance and transfer of ownership 

Best For: Data centers, call centers, and companies with large 
centralized operations. 



(800) 961-9270 
www.converge.com 



(800) 252-9268 
www.datamediasource.com 



(877) 777-0651 
www.dmdsystems.com 



NSA 



NSA 



Na tional Sales Associa tei ECO Cefttjied " 

Tape&Toner 



NSA has extensive experience in the data 
center domain. For data tape, NSA can buy 
your used tape and recertify, destroy (NSA's 
green destruction services mean it'll never 
end up in a landfill), or erase the tapes. NSA 
can also purge data from SATA, RATA, and 
SCSI hard drives to NIST compliance. 

• Data tapes are 100% erased and certified 

• Incinerates data tapes in a waste-to-energy 
process 

• Option of recycling tapes when appropriate 

• Hard drives can be reused or dismantled 

• Certification of HDD destruction includes 
make, model, and serial number of each 
drive 

• Variety of purchase, reuse, and destruction 
options 

Best For: Those with excess or outdated 
storage. 



Reclamere 




CLA 

The Data Security Experts 



(800) 670-2345 
www.nsainc.net 



Reclamere's experienced team works with 
you to develop a data security plan tailored to 
meet your data destruction, data recovery, 
and IT asset management needs. Recla- 
mere's experts can also help you execute 
your legal responsibilities for each phase of 
the IT equipment lifecycle, which helps 
protect the company, employees, and clients 
from data breaches. 

• Certified data destruction 

• IT asset management for safe and secure 
preparation of electronic equipment 

• IT audit and assessment to evaluate a 
company's risk level 

• E-discovery and litigation support to 
recover information from hard drives for 
legal procedures 

Best For: Enterprises most concerned about 
the security of outdated IT assets. 



Recycle Your Media 



Redemtech 



Ke^cteYourMedia REDEMTECK 



(814) 684-5505 
www.reclamere.com 



Recycle Your Media has a proprietary system 
for fully erasing, reconditioning, and certifying 
used LTO tape cartridges to data-free, ready- 
to-reuse condition. The process fully erases 
each tape from pin to hub with a magnetic 
degauss power that's 10 times stronger than 
DOD degaussing standards. The entire tape 
surface is cleaned, and the media pack is exer- 
cised, retensioned, and evaluated for quality. 

• 1 00% full-length, pin-to-hub erasure for 
total security 

• High-power erase at 1 times drive 
read/write head strength eliminates all signal 

• Drive read/write data test and reset to blank 
tape, ready-to-write status 

• Final quality assurance scan step to con- 
firm full erasure, reset, and data integrity 

Best For: IT staff who want a green alterna- 
tive for recycling tape media that's out of its 
retention period, tapes that no longer need to 
be archived, or tapes that may normally be 
shredded or incinerated. 



Redemtech specializes in helping Global 1000 
IT organizations reduce the cost and risk of 
technology change. Our ITAD (IT Asset 
Disposition) services recover, refurbish, rede- 
ploy, resell, and recycle IT assets of every 
kind with security and transparency. 

• Red Rabbitt brand of Microsoft Authorized 
Refurbished equipment increases value 
recovery 

• High-security reverse logistics virtually elim- 
inates data and asset security risk in-transit 

• Global e-Stewards certification ensures 
responsible management of e-waste 

• Integrated operations across the United 
States, Canada, Mexico, and Europe 
ensure uniform sen/ices delivery and cen- 
tralized asset management 

Best For: Enterprises engaged in highly dis- 
tributed asset recovery and reuse programs, 
large and small disposition projects, and high- 
value portfolios. 



(949) 757-0100 
www.recycleyourmedia.com 



(800) 743-3499 
www.redemtech.com 
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D AT 


CENTER MANAGEMENT 



Is Your Hardware 
Slacking? 

Find & Solve Underutilization Problems 



by Christian Perry 

The next time you crack open the 
coffers to purchase new hardware, stop 
and look around. Believe it or not, your 
racks and cabinets likely already hold 
everything you need to handle increased 



Key Points 



Identify the key hardware components 
in your environment and determine if 
there are functions or features that 
aren't currently in use but could help 
with current tasks. 

Conduct application profiling to gauge the 
needs of your applications and assess 
how and which hardware devices can 
best suit their needs. 
Consider using a distributed resource 
manager to help shuffle tasks to hardware 
that's fit to handle them at any given time. 



workloads, but it's up to you to discover 
that potential. The good news is that 
you're not alone, because many data cen- 
ters underutilize their existing equipment 
and waste plenty of money and other re- 
sources in the process. 

Although the process for identifying 
underutilized systems can be intensive and 
complex, it can save your data center from 
purchasing unnecessary systems that not 
only impact the bottom line with their 
price tags but also the power and cooling 
demands of your environment. Experts 
contend that systems inspection at most 
data centers will undoubtedly reveal 
opportunities to extract more performance 
from existing hardware. 

Start At The Heart 

To determine if your hardware is being 
used to its full potential, start by isolating 
the hardware that is the "heart" of your 
operations, advises Rudy Rangel, sales 
manager at Rackmount Solutions (www 
.rackmountsolutions.net). Keep in mind 



that one of those core pieces might not 
necessarily be your $20,000 server, for 
example, but instead your $1,500 switch, 
especially if your data center requires 
extensive and complex switching. 

"Once you have identified your core 
hardware, determine if all of the features it 
offers are being utilized correctly and if 
expansion capability exists without pur- 
chasing additional product of like nature. 
Discuss fully and completely with your 
salesman, dealer, or manufacturer the full 
spectrum of features or services their 
product offers. Make sure you understand 
it and can then correlate the features and 
services to your other equipment that 
interacts with them," Rangel says. 

It's also important to understand the ser- 
vice levels necessary to support your ap- 
plications and users, says Scott Delandy, 
senior product manager at EMC (www 
.emc.com). In some cases, he says, appli- 
cations might be over-serviced and run on 
high-performance Fibre Channel drives 
when their workloads are better-suited 
to high-capacity SATA drives. On the 
other hand, applications might be under- 
serviced if they have highly active work- 
loads that create performance bottlenecks 
that impact other applications. Delandy 
recommends using automatic tools to 
identify these potential problems. 

"Administrators can analyze perfor- 
mance data to determine what applica- 
tions need what level of performance and 
cost. New array automation can greatly 
simplify this process and allow users to 
easily set policies and allow the system to 
place and move data based on access and 
changes in workloads. What may have 
required hours to days in repetitive manu- 
al analysis can be fully automated, requir- 
ing only minutes in administration time to 
set up," he says. 

Assess Your Applications 

Elements such as CPU utilization, hard 
drive utilization, and I/O performance are 
certainly crucial in this discovery process, 
but it's equally important to consider the 



data center as a whole, says Steven 
Shalita, vice president of marketing for 
NetScout Systems (www.netscout.com). 
This includes not only servers, LAN, ser- 
vices, application optimization devices, 
and security devices, but also the applica- 
tions themselves. 

"An IT organization will not be success- 
ful if it loads a large number of applica- 
tions onto a physical server [that are] 
either CPU-intensive or I/O-intensive. 
Application profiling provides the insight 
IT organizations need to avoid this situa- 
tion," Shalita says. "The reality is that 
understanding the big picture of how data 
center assets are being used requires a 
much broader view into the actual per- 
formance and utilization levels of the 
application and the service delivery envi- 
ronment that is carrying the actual traffic 
from the service to the users." 

According to Jason Stowe, CEO of 
Cycle Computing (www.cyclecomputing 
.com), applications are generally deployed 
on machines or VMs (virtual machines) 
that match their use when first provi- 
sioned. But over time, the performance of 
that hardware can eclipse the software's 
requirements, in turn leading to lower uti- 
lization numbers. 

Age Is Relative 

Regardless of whether a data center is 
filled with new, old, or an aged mix of 
equipment, there are peaks and valleys of 
demand, Shalita says. But the big question 
is not necessarily the age of equipment but 
whether a device can keep up. 

"Having a deep understanding of the 
interdependencies between the servers, 
network, and actual application will reveal 



Tips To Get The Most 
Out Of Your Hardware 

Sooner or later, you'll practically hear 
money pouring down the drain when you 
leave underutilized hardware on your data 
center floor. Here are some tips from the 
experts for getting your hardware running 
up to its potential. 

• Locate the oldest or slowest piece of 
hardware in your various environments 
and work outward from there with your uti- 
lization analysis. 

• If older hardware isn't being used 
because it can't handle intensive tasks, 
find less-intensive tasks for it, such as 
document processing. 

• Instead of ditching equipment that isn't 
being utilized, implement power manage- 
ment software to hibernate devices when 
they're not in use. 

• Don't overlook small details, such as 
cabling. Make sure that cables are proper- 
ly terminated on jacks and patch panels. 



the true picture," he says. "From this per- 
spective, the data center manager will gain 
a view into how that good ol' box is doing 
and its impact on the application's actual 
performance — and ultimately the users' 
experiences. If it is impacting services, 
perhaps it could be repurposed for less 
CPU-intensive tasks. Perhaps high-peak 
bursts are not important, but sustained per- 
formance is better. Does it have the latest 
NICs? Would upgrading to Gigabit or 10 
Gigabit make a difference? What about 
leveraging TCP offload capabilities?" 

Finally, Rangel recommends that data 
centers don't fall into the trap of getting 
locked into products made by only one 
manufacturer. He notes that almost every- 
one has a "stinker" that doesn't do well in 
the field, so it pays to consider features 
offered by various manufacturers — even if 
you had a poor experience with one of 
their products in the past. He also suggests 
networking with colleagues to find out 
what products they've used successfully 
(and unsuccessfully). 



"Having a deep understanding of the 
interdependencies between the servers, network, 
and actual application will reveal the true picture." 



■ NetScout Systems' Steven Shalita 
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Enterprise 

Pervasive Mobile Networks Are Changing 
Business, Products & Even Culture 



by Kurt Marko 

• ■ • 

Unlike their political counterparts, 
technological revolutions are seldom her- 
alded with a seminal event. Although best 
seen in hindsight, we're likely in the midst 
of one now, as high-speed network con- 
nectivity is becoming increasingly wire- 
less and ubiquitous. As Emily Nagle 
Green, president and CEO of Yankee 
Group (www.yankeegroup.com), contends 
in her book "Anywhere," "a potent trio of 
forces — a common digital network, the 
availability of broadband capacity, and the 
powerful economics of wireless transmis- 
sion" is revolutionizing business, prod- 
ucts, and even sociology. 

The technical constituents of this revo- 
lution are well-known to IT professionals; 
however, the ramifications could well be 
more profound than those immersed in the 
technology might suspect. Beneficiaries of 
this world of omnipresent connectivity 
will be those enterprises that adapt their 
products, services, and business processes 
to capitalize on the ability to connect any- 
one and anything at any time. 

Consumers & Employees 

Pervasive connectivity is blurring the 
lines between work and leisure, office 

Overcoming The 
Challenges Of The 
Anywhere Enterprise 

Emily Nagle Green, president and CEO of 
Yankee Group (www.yankeegroup.com) 
and author of the book "Anywhere," sees 
four key management challenges in an era 
of pervasive connectivity. First is the abun- 
dance of choice. IVIanagers have no short- 
age of compelling technology investments, 
so she advises focusing on prioritization 
and making the strategy about what not to 
do. When assessing any network technolo- 
gy or application, Burton Group analyst 
Paul DeBeasi stresses the importance of 
understanding user or business needs and 
developing use cases that help define func- 
tional requirements, service boundaries, 
and security policies. 



Another challenge, according to Green, is 
that global networks are at varying stages 
of maturity, so IT must understand whether 
the networks (fixed and wireless) in their 
various operating regions are sufficient for 
planned product and service enhance- 
ments. Next, Green says businesses must 
plan their speed of new technology adop- 
tion because many services, such as cloud 
computing, are works in progress that aren't 
yet mature, robust, stable, and secure. 
Finally, she says the global recession has 
made business executives skittish about 
making major investments, underscoring I 
the need for due diligence. 



and home to the point of obscurity. As 
Green highlights, this allows employees 
to work from anywhere, at anytime. She 
says the vanishing importance of place 
means the office becomes more of a 
choice than a necessity because execu- 
tives and managers will be able to moni- 
tor the work of their employees from any 
location. Although traditional office 
workers may bemoan the extended hours 
and intrusion of work into home life, 
such connectivity opens up new business 
opportunities and customer markets. 

Yet as Burton Group analyst Paul 
DeBeasi points out, this hyper-connected- 
ness has its drawbacks: It leads to much 
longer days, posing burnout risk, while fos- 
tering a distracting, interrupt-prone work 
environment. With the myriad sources of 
communication, he says many people won- 
der "When do I get any real work done? 
When do I get any time to think?" 

Mobility is also redefining the relation- 
ship between employees and their devices, 
which are more companion than gadget. 
As smartphones and laptops become an 
integral part of work and home life, the 
relationship becomes more personal. 
Employees expect much more choice in 
what they use, thus rendering untenable 
the absolute control IT once wielded over 
device selection and management. The 
question, according to DeBeasi, is how 
permissive the policies should be. 

Employers & IT 

Anywhere connectivity makes the enter- 
prise both mobile and virtual, which Green 
says minimizes distinctions of time and dis- 
tance between people and things, be they 
devices, applications, or data. This is foster- 
ing what she sees as a new era of business 



Key Points 



• So-called anywhere connectivity is fueling 
business and IT reautomation comparable 
to earlier technological epochs such as 
the introduction of mainframes or PCs. 

• To capitalize on this ubiquitous connec- 
tivity, IT managers should conduct a 
comprehensive audit of their services 
and business processes to ascertain 
where activities can be streamlined, 
simplified, or made more adaptable 
through communication. 

• Near-term enterprise opportunities IT 
should investigate include use of cloud 
sen/ices and SaaS, virtual PC desktops 
and BYOPC, exploitation of next-genera- 
tion smartphones and mobile applications, 
and use of RFID tags on movable assets. 



convenient secure VPNs, embedded sup- 
port for automatic device-to-device 
encrypted links, and improved control 
over Web and SaaS applications. 

Become An Anywhere Enterprise 

"As companies emerge from their reces- 
sion-year bunkers and contemplate growth 
without straying from ongoing cost con- 
tainment requirements," Green says IT 
leaders must ask, "What can IT do today 
to participate in the transformation of their 
firms to true anywhere enterprises?" She 
offers five suggestions. 

Begin by moving to cloud computing as 
the default for new services. "Transferring 
computing software and data to the network 
cloud reduces demands on cash and adds 
flexibility to business activities that tend to 
ramp up and down with the seasons, busi- 



Pervasive connectivity is blurring tlie 
lines between work and leisure, office 
and home to the point of obscurity. 



reautomation, comparable to those accom- 
panying the introduction of mainframes, 
PCs, or client-server computing. She says 
capitalizing on this revolution will require a 
top-to-bottom audit of every activity and 
business process looking for new and cre- 
ative applications for mobility. 

One deleterious side effect of roaming 
broadband connectivity is that it breaks 
the traditional "castle and moat" enterprise 
network security model. This necess- 
itates new security architectures, what 
Cisco's (www.cisco.com) Security Pro- 
ducts Manager Kevin Kennedy terms 
secure borderless networks. The goal is 
to make security part of every network 
connection and transaction by authenti- 
cating all remote users and devices 
accessing internal resources. Kennedy 
says increased mobility creates other 
security needs, including better and more 



ness cycles, or other changes," says Green, 
adding, "Be very sure you understand why 
you're not doing cloud computing." 

Rounding out Green's IT to-do list: 
deploy virtualized PC desktops in conjunc- 
tion with a BYOPC (bring your own PC) 
policy, equip mobile employees with their 
choice of next-generation smartphones (like 
PCs, she says IT should give up hope of 
standardizing on one platform), "mobilize" 
business apps to exploit smartphones, and 
use active RFID to track people and assets 
that frequently move or change conditions. 

Anywhere connectivity can improve 
business efficiency and profitability and 
provides opportunities for new products 
and services. As with a business process 
audit. Green recommends executives study 
the ways connectivity can be used to 
enhance existing products, services, and 
customer support. 



I Spam Volume On The Rise 

A recent report issued by Symantec states 
that spam accounts for 90% of the total vol- 
ume of email worldwide, and that two distinct 
botnets surged during the month of February. 
The two botnets, called Grum and Rustock, 
increased spam levels by 5.5% from previous 
months, while Grum alone is responsible for 
26% of global spam. Both botnets are related 
to pharmaceutical spam, which counts as 
65% of the 90% of worldwide spam. Italy 
received the most spam in February, with 
spam accounting for 93.4% of all email in the 
country. Denmark was No. 2 at 92.8%. 




I Information Security 
Professionals Received 
Raises in 2009 

(ISC)2's "2010 Career Impact Sun/ey," con- 
ducted among 2,980 information security 
professionals, found that 52.8% of respon- 
dents received salary increases during 2009, 
despite the widespread recession. About 
11% say their salaries and/or benefits were 
cut, and 4.8% reported being laid off. IVIore 
than 800 respondents say they are responsi- 
ble for hiring; of those respondents, 53.3% 
say they need to hire permanent or contract 
workers this year. In addition, 40% say they 
plan to hire three or more information security 
professionals, up from 13.1% last year. 

I Android OS Growing 

As of February, Android has captured 15.2% 
of the mobile operating system market, 
according to Quantcast. Although 
the iPhone still has a com- 
manding share at 63.7%, it 
has slipped 3.2% while 
both BlackBerry 
maker 




Research In Motion and Android have 
increased their shares. RIM gained 13.8%, 
while Android grew by 8.3%. Android posted 
strong numbers in both quarterly increase up 
to February (44.6%) and annual growth up to 
February (95.3%). 

I BlackBerry Devices Suffer Outage 

BlackBerry users in North America and the 
UK suffered another data outage. The issue, 
which lasted two days, only affected devices 
with built-in Wi-Fi that were not connected to 
a Wi-Fi network. There were also reports that 
the outage affected devices connected to 
both BlackBerry Enterprise Sen/er and Black- 
Berry Internet Service. 

I IT Workers On Leave 
During Web Cam Investigation 

IT employees of the Lower Merlon School 
District of Ardmore, Pa., were put on ad- 
ministrative leave after school officials were 
accused of activating the Web cams of school- 
issued notebooks. A 15-year-old student and 
his parents have sued the school district, call- 
ing the unauthorized Web cam pictures taken 
in their home an invasion of privacy. School 
officials maintain the two workers on leave are 
not accused of wrongdoing or of acting beyond 
their duties. The two employees, a network 
technician and systems coordinator, have 
worked for the district for 12 years. The length 
of the leave is not certain, but it was a "stan- 
dard, prudent step" in the investigation, 
according to a district spokesman. 
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I MS Office Add-On Maker DocVerse 
Acquired By Google 

Google has moved further into the cloud 
productivity app space with its recent acqui- 
sition of IVIicrosoft Office plug-in developer 
DocVerse. DocVerse's software enables 
Office applications to work more effectively 
with online apps to enable easier collabora- 
tion across the Internet, the companies say. 
"Our first step will be to combine DocVerse 
with Google Apps to create a bridge between 
Microsoft Office and Google Apps," say 
DocVerse founders Shan Sinha and Alex 
DeNeui, who are both Microsoft alumni. 




I IBM CEO Pay Up Slightly 

According to filings with the U.S. Securities 
and Exchange Commission, IBM Chairman 
and CEO Sam Palmisano earned a com- 
pensation package of $21 .2 million last 
year. This marks a slight increase com- 
pared to his earnings in 2008, which were 
valued at $21 million. His total pay package 
is made up of his 2009 salary ($1 .8 million), 
which was the same as his 2008 salary; a 
cash bonus based on his performance 
($4.75 million), a 14% decrease from his 
2008 $5.5 million bonus; performance- 
based stock awards ($13.5 million), an 
increase of 1 1 % from a year earlier; and 
a total of $1 .1 million in perks and addition- 
al compensation. 

I Sun Executive Resigns 

Simon Phipps, a 10-year employee of Sun 
Microsystems and its head open-source offi- 
cer for the past five, has resigned his post. His 
resignation comes on the heels of Oracle's 
$7.4 billion acquisition of Sun, although he 
did not indicate that was the reason for his 
departure. Phipps blogged a list of achieve- 
ments from his time at Sun, including getting 
important software such as Unix and Java 
licensed for free, what he called the "corpo- 
rate blogging revolution," and changing atti- 
tudes at Sun in favor of open source. He also 
lamented a few failures, most notably the 
failure to work things out with the Apache 
Software Foundation. 
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I Hackers Take Advantage 
Of New IE Vulnerability 

Almost as fast as a new zero-day vulnera- 
bility in Internet Explorer 6 and 7 was 
announced, hackers attacked the browser 
from malicious Web sites, according to 
researchers from McAfee and Symantec. 
Internet Explorer 8 is not affected by the 
bug. The attacks are "drive-by," meaning 
that a user has to visit a Web site only once 
to fall victim. Thus far, many of the attacks 
are backdoor malware that leaves users 
wide open for future attacks. Security com- 
panies have addressed the bug, although 
Microsoft has not provided a timeline for 
when it will provide a patch. 



Get A Better 
Handle On Data 
Center Costs 



Understanding IT Finances Is Key 



by Jean Thilmany 

The economic downturn has caused 
many SMEs to take a close look at control- 
ling data center costs on their own. But 
before they can do that, IT managers need 
to understand exactly how data center 
money is being spent. 

In other words, an IT manager needs 
to think like a business person, says 
Donna Scott, Gartner distinguished ana- 
lyst. "The first language of all business is 
financial, and if IT can't talk finance, 
there's a language gap. The language 
brings you closer to the rest of the busi- 
ness," she says. 

Learning the language of finance can 
be as straightforward as beginning to 
think about data center costs in terms of 
services provided. This gives IT man- 
agers a true look at much of the data cen- 
ter costs, Scott says. Many IT managers 
have budgets that include items such as 
hardware and software, hardware depre- 
ciation, software licenses, and labor. 
"The problem is that most budgets don't 



Key Points 



• Learning the fundamentals of finance or 
becoming educated on business manage- 
ment practices will help when it comes to 
handling data center costs. 

• IT managers don't need to become 
financial whizzes to understand data 
center expenses. 

• Set expenses, such as hardware costs, 
are often more than they seem. 
Managers are encouraged to think of 
data center expenses in terms of ser- 
vices offered. 



of those people may not know a great deal 
about financial costs and budgeting. When 
they need to pin down the true costs of 
operating a data center, she suggests that 
IT managers might find it beneficial to 
attend a few basic classes on financials 
and budgeting. 

"I just think every IT organization . . . 
should have a decent understanding of the 



Many IT managers use financial 
and business planning software that 
tracks data center spending. 



take it to that next level down for IT ser- 
vices," she adds. 

To get a handle on IT and data center 
costs, managers need to extrapolate their 
budget numbers beyond hardware and 
software to services offered. It's a differ- 
ent way to think about budgeting. 

"So if you're providing hosting ser- 
vices, like email hosting, you look at 
what that costs you per mailbox," Scott 
explains. "With numbers like that, then if 
you're thinking about, for instance, 
going with an external service provider 
you can better compare costs." 

Knowledge Is Key 

IT managers looking to track data cen- 
ter financials must also factor in the true 
cost of the applications they run and host, 
Scott adds. Mission-critical applications 
call for a staffer to be available around 
the clock, and there are higher costs asso- 
ciated with that, Scott points out. You 
need to factor those higher costs into the 
IT budget. "So it's not just the straight 
cost, but the service level," she explains. 
"You'll need to include in the budget 
things like restoring the service if it 
breaks and how many times you patch for 
security issues." 

Scott says many IT departments employ 
highly skilled technical people, but some 



cost of their service deliveries," she says. 
"By having some business management 
capabilities, the IT department can make 
better financial decisions." 

With a solid understanding of financial 
language, IT managers can also commu- 
nicate with enterprise executives in 
a language they speak and understand, 
she adds. 

A Tracking Tool 

To that end, many IT managers use 
financial and business planning software 
that tracks data center spending. This 
software usually includes reporting capa- 
bilities, explains Tom Deaderick, director 
at OnePartner Advanced Technology and 
Applications Center (www.onepartner 
.com), a commercial hosting facility. 

Deaderick says the software One- 
Partner uses comes in particularly handy 
when making financial presentations 
about data center matters to enterprise 
executives. At board meetings, execu- 
tives use the information contained with- 
in the software to track data center 
expenses, he says. 

The software speaks a language the 
executives understand. But using this 
particular program does have a pitfall: 
Such software can return almost too much 
information about data center operations. 



overwhelming those who need to puz- 
zle through the pages of small type, 
Deaderick adds. "We found that the pages 
you'd hand [out] at a board meeting can 
be pretty useless," he says. "They give 
you data at a really high level, and there's 
so much information on there you'd 
almost need a microscope to read them." 

His company began using what are 
known as waterfall diagrams to supple- 
ment financial information. A waterfall 
diagram returns important information 
about a data center's financial function- 
ing on a monthly basis. Deaderick 
explains that the diagram compares only 
outlier numbers; that is, only numbers 
that differ significantly from the previ- 
ous month. "It shows you a green, yel- 
low, and a red dot," he explains. "Green 
is fine and within acceptable range, yel- 
low is a warning, and red is hugely dif- 
ferent from last month. So every month, 
anything dramatically different shows up 
on the waterfall." 

Nearly all IT data centers have the 
same large expenses across several 
broad categories: labor, energy, and 
equipment, including hardware and soft- 
ware. Some-times, an outlier number 
speaks for itself, Deaderick says. Maybe 
the power went out the month before, 
for instance, and generators kicked in 
— possibly making for higher power 
costs — and extra staffers had to be 
called in at overtime wages. These num- 
bers would show up in the waterfall dia- 
gram. And sometimes the numbers may 
require closer investigation to turn up 
the cause for a red dot. 

So for IT managers, learning some of 
the fundamentals of finance and investing 
in a great accounting and financial soft- 
ware package can go a long way when it 
comes to understanding and tracking data 
center expenses and to making a case for 
the data center to enterprise executives, 
Scott says. 



Monitor Power 

Want to get a grip on energy costs? IT 
managers will need to monitor energy use 
and record it for each piece of IT equip- 
ment, says John Consoli, chief technolo- 
gy officer for AFCO Systems (www.afco 
systems.com). 

"The more granular the monitoring, the 
more precise the number," he says. "Power 
strip monitoring is more precise than 
branch circuit monitoring for instance." 

With power use numbers in hand, man- 
agers can better make decisions on how to 
control and manage energy costs, he adds. 
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AUSTIN 

Founded in 1 995, Austin Huglies Electronics is a design and 
manufacturing company offering a broad range of electro- 
mecinanical products based on 19-inch rackmount technolo- 
gy. Austin Hughes has ISO 14001 & 9001 -approved design, 
manufacturing, assembly, and test facilities in Hong Kong 
and China. It has sales offices throughout the Asia-Pacific 
region as well as Europe and the United States, supporting 
a worldwide distributor network. 

Products Sold: 

• Rackmount LCD keyboard/KVM drawers 

• Rackmount serial console LCD keyboard drawers 

• LCD screens 



www.austln-hughes.com 
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CYBER@SWITCHING 



® 



Cyber Switching began pioneering power distribution 
technologies in 1994. Our PDUs are used to power cycle 
and manage power to blade servers, routers, SANs, and 
other data center equipment. Our intelligent PDUs can 
monitor current individually by outlet and also provide virtual 
circuit breaker protection on an individual outlet basis. No 
other PDU on the market offers these unique features. 



Products Sold: 

• Intelligent power management 

• Value-added power management 

• Metered power distribution 

• Three-phase power distribution 



Energy management 
and control 
Switches 
Patch Panels 



311-6277 I www.cyberswitching.com 
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direct 



Established in 2008, PDUsDirect.com is an online whole- 
saler providing a select line of PDUs for sen/er and net- 
worked environments. PDUs Direct's basic, metered, and 
switched Rack PDUs provide local and remote power 
management, power monitoring, and environmental moni- 
toring. We pride ourselves in offering industrial-grade qual- 
ity products at the lowest prices, with the fastest shipping 
(most orders shipped within 24 hours) and simplest pur- 
chase process. 

Products Sold: 

A complete line of 20A PDUs, including metered, basic, 
and switched. 



751-7387 I pdusdirect.com 
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designed and 
manufactured by ^ 

upsite^ 

technologies'' 

Founded in 2001 , Upsite Technologies has established itself 
as a leader in the marketplace for high-availability data cen- 
ter solutions, concentrating on hot spots and energy-efficien- 
cy issues. Upsite founder Kenneth G. Brill recognized a need 
for products and solutions reaching far beyond standard 
engineering and consulting offerings. Upsite has developed 
a suite of products designed to increase the reliability and 
availability of data centers while reducing energy costs. 

Products Sold: 

A line of products designed to solve heat-density problems 
in data centers, including blanking panels, temperature 
strips, and raised floor grommets to seal cable openings. 
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S^AVTECH 



AVTECH Software, founded in 1988, is focused on making 
the monitoring and management of systems, servers, net- 
works, and data center environments easier. AVTECH pro- 
vides powerful, easy-to-use software and hardware that 
saves organizations time and money while improving opera- 
tional efficiency and preparedness. AVTECH products use 
advanced alerting technologies to communicate critical status 
information and can perform automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities 
environment, including temperature, humidity, power, 
flood, room entry, and UPS 



220-6700 I www.AVTECH.com 
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TECHNICAL WORKSPACE 



Based in New York City, Hergo Ergonomic Support 
Systems is an independent designer and manufacturer of 
enclosure cabinet solutions, technical computer furniture, 
and modular racking systems. The company's products 
are designed to promote organization in the workspace 
and to increase the productivity of computers, peripherals, 
and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 



Products Sold: 

• Racks 

• Enclosures/cabinets 

• Motorized workstations 

• Flat-panel arms 



Computer desks 
Cable management 
Power management 



222-7270 I www.hergo.com 
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RACKMOUNT 

SaLUTiaNS,Ltd 

isr service matters. 




Rackmount Solutions' mission is to listen to the IT engi- 
neer's specific needs and deliver superb-quality, high-per- 
formance products through continuous product innovation 
and operational excellence. We pride ourselves in provid- 
ing quality customer sen/ice, products that fit your IT 
requirements, and solid value for your money. 

Products Sold: 

• Wallmount and sen/er racks and cabinets, including 
sound proof, air conditioned, and large cable bundle 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 



(866)207-6631 I www.rackmountsolutlons.net 
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^ Nationwide Voice, Data and Vid&o 
Products and Services 



ASD's mission is to be the best nationwide provider of 
design, deployment, and project management sen/ices in 
the voice and data network integration industry. We offer 
turnkey, reliable, and cost-effective communications sys- 
tems tailored to fit the client. Our goal is to be the single 
point of contact for sen/ices to end users, systems integra- 
tors, manufacturers, building owners, and others. Our com- 
mitment includes delivering projects on time and on budget 
and offering superior, customized design. 

Products Sold: 

Voice and data network integration services, along with a 
line of networking-related products. 



Physical Infrastructure 




BayTech was founded in 1976 and, since the 1990s, has 
developed unique products for remote power management. 
The company uses printed circuit board instead of wires for a 
better, more resilient connection between the data center 
equipment and the receptacle. BayTech provides an exten- 
sive Web site with brochure downloads, warranty informa- 
tion, and reseller support and also offers evaluation units for 
data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 



(800) 523-2702 I www.baytech.net 
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MOVINCOOL. 

the #1 SPOT COOLING SOLUTION 



The MovinCool division of DENSO Sales California has 
pioneered the use of portable air conditioning solutions for 
a variety of North and South American markets since 1982. 
MovinCool works with a national network of distributors and 
suppliers to provide product sales, installation, and rental. 

Products Sold: 

• Office Pro Portable Air Conditioner Series for indoor 
environments such as sen/er and telecom rooms 

• Classic & Classic Plus Portable Air Conditioner Series 
for moisture removal, outdoor and industrial spot-cooling 

• CM Series ceiling-mounted A/C for cooling server 
rooms, telecom closets, or anywhere space is limited 



(800)264-9573 I www.movincool.com 
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Server Technolosy 

Solutions for ttie Data Center Equipment Cabinet 



Server Technology is committed to the PDU market with the 
largest group of engineers dedicated to power distribution 
and other solutions within the equipment cabinet. Advance- 
ments in device power monitoring help data centers monitor 
and improve their efficiency and continuous research and 
development is fueled by companies that look to Server 
Technology for their custom cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet 
Power Sensing (POPS), Rack Mount Fail-Safe Transfer 
Switch, Console Port access with remote power manage- 
ment. Switched, Smart, Metered, Basic, and -48 VDC 



(800)835-1515 I www.servertech.com 



Networking & VPN 



#BUCK BOX^ 

NETWORK SERVICES 



Black Box is the world's largest independent provider of 
voice communications, data infrastructure, and product 
solutions. Shop at Black Box for 1 18,000+ networking 
products, a best-price guarantee, and FREE, live, 24/7 
Tech Support. 



Products Sold: 

• Cabinets and racks 

• Cables 

• Datacom 

• Digital signage and 
multimedia 

• Industrial 

• Infrastructure hardware 



KVM 

Networking 
Power 

Premise security 
Servers, storage, 
and PCs 

Voice communications 



(505)982-7800 I www.upslte.com 



(800) CABLING (222-5464) I www.lcat-lts.com 



(877)877-2269 I www.hlackhox.com 
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Networking & VPN 



GoToAssist 

EXPRESS 



GoToAssist® Express"^"" lets you easily view and control 
your customer's computer online, so you quickly resolve 
their technical issues. You'll amaze customers by solving 
problems on the spot while reducing travel time and 
lowering supports costs. GoToAssist Express is brought to 
you by Citrix Online, a fast-growing division of Citrix 
Systems. Every month, more than 15,000 new customers 
start using Citrix Online's sen/ices to work from anywhere 
with anyone — using remote-connectivity tools to save time, 
get more done, and connect to others around the world. 

Products Sold: 

GoToMyPC, GoToMeeting, GoToAssist, and GoToWebinar. 



(800) 549-8541 I www.gotoasslst.com/processDr 



Storage 



Storage 



fcleYourMedia 



RecycleYourMedia.com is concerned about the destruction 
of our environment caused by e-waste. We realize there 
needs to be a solution that is ecologically sensible, techno- 
logically reliable, and economically viable. The answer is to 
sell us your new, used, or even obsolete media. Your sensi- 
tive data Is secure and destroyed with manufacturer- 
approved processes and equipment, and you will also be 
supplied a Confidentiality Agreement on request. It's easy to 
recycle your data cartridges with RecycleYourMedia.com. 

Products Purchased: 

Super DLTII / LT02, 3, 4 / AIT1 , 2, 3, 4 / AME2 / 9940 / 
3590 / MLR, SLR / TR5, 7 / VXA / V23 



(877)798-2737 I www.recycleyourmedla.cotn 



Clients 



^^dtSearch' 

www.dtsearch.com 



Maryland-based dtSearch started research and develop- 
ment in text retrieval in 1988. The company is known for 
speedy adoption of new programming standards, OSes, 
and file types. Plus, it has a flexible licensing model. 
Typical corporate use of dtSearch includes general Infor- 
mation retrieval, Internet and intranet site searching, and 
email archiving and email filtering. 

Products Sold: 

Text retrieval products. Including: 

• Desktop With Spider • Web With Spider 

• Network With Spider • Engine For Win & .NET 

• Publish For CD/DVDs • Engine For Linux 



(800)483-4637 I www.dtsearch.com 



Equipment Dealer 



IrfiVJhiiJtler 



• PaceButler buys used cell phones. 

• In business since 1987 

• Redeploy your used phones after upgrade 

• Donation option - directly to the non-profit of your choice 

• Dedicated to customer satisfaction 

- A+ Rating with the Better Business Bureau 

- Payment issued in four days 

• Dedicated to employee development 

- Book reading program 

- Health and fitness programs 

Products Sold: 

We buy used cell phones & PDAs, including Apple, LG, 
Blackberry, HTC, Motorola, Nextel, Nokia, PalmOne & 
Samsung. 



(800)248-5360 I www.pacebutler.com 




Olivers 



Established In 1 983, CMS Products is a leading innovator 
in data backup, encryption, and security technology. CMS 
Products has received global recognition for its work in 
developing leading-edge, easy-to-use products that 
revolutionize the notebook and desktop data backup/ 
restore and storage industry. 

Products Sold: 

• Backup and restore disaster recovery software and sys- 
tems, including laptop, desktop, and secure versions 

• Laptop hard drive upgrades 

• Data security products, including encryption software, 
encrypted portable backup, and encrypted flash drives 



(800)327-5773 | www.cmsproducts.com 



Servers 



i$) Portwell 



Intel Embedded Alliance member American Portwell 
Technology is a wholly owned subsidiary of industrial com- 
puter innovator Portwell of Taiwan. It's known for its cus- 
tom solutions as well as for its rackmount and embedded 
computers used In industrial, medical, retail, financial, 
semiconductor equipment, mission-critical, and network 
security environments. 

Products Sold: 

Embedded, single-board, and rackmount computers; spe- 
cialty platforms; human-machine interfaces; and communi- 
cation appliances 



(510) 403-3399 | www.portwell.com 



Equipment Dealer 




IGS is an independent manufacturer and source of supply, 
service, and depot repair of obsolete Digital Equipment 
Corp. parts, products, and systems. We maintain an exten- 
sive inventory of DEC parts and equipment; some date from 
the 1960s. We refurbish and service these parts, adding 
current technology when applicable. We provide Advance 
Replacement Service within 24 hours if we have the item In 
stock and, with 75,000 stock items, chances are we will. 

Products Sold: 

Digital Equipment Corp. parts, products, and systems, 
including memory, storage, processors, display and video, 
printers, and cables, for repair, lease, or rental 



332-7278 I www.decparts.com 



Equipment Dealer 




In 1987, Pegasus Computer Marketing started providing 
mainframe products to the end-user market. What began as 
a sales-only organization soon adapted to offer in-house 
repair and refurbishment. During the past 10 years, Pegasus 
has focused primarily on the point-of-sale and barcode 
industries, buying, selling, and providing sen/ice contracts for 
anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Polnt-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 



(800) 856-2111 I www.pegasuscomputer.net 



Storage 



Gerland 

STORAGE" 

Located In San Diego, Calif., Overland Storage is the trusted 
provider of effortless data management and data protection 
across the data lifecycle. By providing a range of technolo- 
gies and sen/ices for primary, nearline, offline, archival, and 
cloud data storage. Overland makes it easy and cost-effec- 
tive to manage different tiers of information over time. 



Products Sold: 

• SAN storage 

• NAS storage 

• Tape backup and archive libraries 

• Disk-based backup and recovery appliances 



343-7627 | www.overlandstorage.com 



Servers 



fro iAjit\] 



IN-WIN Development Inc., an ISO 9001 manufacturer of 
professional computer chassis, power supplies, and digi- 
tal storage devices, is the leading provider of enclosure 
solutions to system integrators worldwide. Founded in 
1986, IN-WIN provides high-quality chassis that conform 
to all safety regulations, as well as unsurpassed cus- 
tomer service. 

Products Sold: 

• Computer cases 

• Server cases 

• Power supplies 

• Storage devices 



(909)348-0588 | www.ln-wln.us 



Equipment Dealer 



c9 ^ 

^■^T"^ Information 
Technology 
illr Trading 



At Information Technology Trading, our goal is to help you 
acquire the right hardware or software solution. We special- 
ize in purchasing and reselling data-processing equipment 
and have more than 21 years combined experience. We pro- 
vide services and system upgrades, DASD, communication, 
and memory. We're also an outlet for off-lease portfolios. 

Products Sold: 

• AS400, Advanced System/36, R/S6000, ES/9000, and 
PC systems (including lease and rental) 

• CPUs, memory, disks, tapes, displays, and controllers 

• Services, including system design and installation, 
maintenance, and buyback of existing hardware 



(877)715-3686 I www.ltechtradlng.com 



Equipment Dealer 



SMS IMIEIMOIR¥ 



Founded in 1989, SMS Memory is a leading distributor in 
computer memory and processors. Our goal is to provide 
customers with the exact memory they need, complete 
with a low-price guarantee and a lifetime warranty. 
Whether you're buying from us or selling to us, we strive 
for the easiest, most hassle-free process possible — we 
want you to keep coming back. 

Products Sold: 

New and used computer memory and processors 



(239) 596-2254 | www.smsassembly.com 
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BLACK BOIT 

NETWORK SERVICES 



5 




Gain 4" of valuable cabling spac 



Unique space-saving 
solutions for high-density 
infrastructures, crowded 
cabinets, and the desktop. 



724-746-5500 





Turn tight spaces into right spaces. 



• Gain up to 4" of cabling space in cabinets. 

• Tame cable chaos on your desktop. 

• Make easier wallplate connections. 

• Eliminate cable managers. 



The SpaceGAIN family includes: 

• 90" Right-Angle Patch Cables 

• 48-Port, 1U, High-Density Feed-Through 
Patch Panels 

• 45° Angled-Port Patch Panels 

• 128° Angled Patch Panels 

• 6" Reduced-Length Patch Cables 


















'j^n ■ ' 








11 







Reduce cabling space, nrianagement, and costs. 
Go to www.biackbox.com/go/SpaceGAIN or call 724-746-5500. 



